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Report 10 THE ity CounciL

DATE ISSUED: January 10, 2011 REPORT NO: n/a

ATTENTION: Honorable Councilmember & Audit Committee Chair Kevin Faulconer
Honorable Members of the Audit Committee
SUBJECT: Internal Controls Progress Report — For the Month of December 2010

REQUESTED ACTION: This is an information only item, no action is required at this time.

STAFF RECOMMENDATION: n/a

SUMMARY: This is the Internal Controls Progress Report for the month ending December 31,
2010. In addition to the statistics presented in this report, we would like to provide an update on
our accomplishments and activities.

We finished work on 11 process narratives and workflow diagrams in December for a total of
132 posted Process Narratives and 132 Workflow Diagrams. There are 56 additional written
Process Narratives that have been submitted to Internal Controls as of December 31° that are in
various stages of review. Our Master Schedule Summary indicates that there are now a total of
389 identified Process Narratives. There was an increase in past due process narratives in
December to a total of 33. Generally speaking, employees have been responsive in meeting their
self assigned due dates. We continue to publish our Master Schedule Summary each week and
distribute it via email to the desktop of each assigned process owner.

We have continued to work on resolving segregation of duties user violations. We are pleased to
report that we have been successful in mitigating all existing user violations for December. We
will continue to be diligent in our on-going efforts to remediate user violations as they occur.
Our goal is to keep this number to as close to zero as possible. During December, the Internal
Controls Section partnered with OneSD Security to streamline the SAP access and role request
processes. We are currently working to automate these processes utilizing the Access Control
Module in SAP. This will increase efficiency and effectiveness while continuing to maintain the
high level of security around access to the system and to functional roles. We expect to have a
pilot system in place for testing and evaluation no later than March 31, 2011 with full roll out
across the organization expected no later than June 30™, 2011.

The Audit Master Database report is issued each Friday to audit response owners reminding
them of their completion commitments. As of the end of December, there were 441 open audit
recommendations in the database (both internal and external audits), with 255 recommendations
showing as completed by City management. There are 47 individual audit reports that are
marked as open. An audit will remain as open until all audit recommendations have been
completed by City management and have been verified by the auditing agency (i.e. the Office of
the City Auditor or an external auditing firm).



Included in our update report this month is a new table showing the number of open audit
recommendations sorted by audit name and the responsible responding City Department. For
each item listed, we have indicated the number of City completed audit recommendations and
the number of audit recommendations where the department response is past due based on the
response date provided by the respective department. This table will now be included monthly in
our Internal Controls Update report.

During the month of December, the Internal Controls Section has allocated a resource on a part-
time basis (approximately 4 hours per week), to assist the Customer Care Solutions (CCS) Team
in the implementation of an internal control framework that integrates with the current structure
being developed by the Office of the City Comptroller. Activities performed include review of
the conversion risk assessments and related documented controls, familiarization with CCS
activities, and the review of control frameworks.

The chart below details the activities and accomplishments of the Internal Controls section
within the Office of the City Comptroller for the month of December 2010.

Estimated

Beginning | Cumulative Items
Category Balance Completed | Remaining Current Activity by Month

9/1/2009 | 12/31/2010 Sep-10 I Oct-10 I Nov-10 I Dec-10
Operational
Process Narratives 0 132 257 12 15 14 11
Workflow Diagrams 0 132 257 12 15 14 11
Governance Risk and Compliance (GRC)
Mitigating Access Controls Developed 27 19 100 0 0 0 0
Entity Level Controls Developed 32 3 Ongoing 0 0
Process Controls Developed 181 6 300 0 0 0 0
Automated Control Monitoring Performed 120 124 120 132
Segregation of Duties
Users Analyzed 10,289 10,275 10,258 10,227
Users with no Violations 10,282 10,274 10,258 10,227
Users with Violations 7 1 0 0
Resources: Project Work Hours Available
Principal Accountant 0 532 1,151 116 107 102 44
Supervising Accountant 0 1,599 324 168 160 136 144
Staff Accountant 0 1,711 156 151 81 109 120
Staff Accountant 0 1,461 171 143 152 155 95

0 5,304 1,802 578 500 502 403




Process Narrative Completion Report & Schedule as of 12/31/10

Status
198 1 Pending Process Owner - Requested Open Item
3 2 Unassigned - Pending Assignment by Internal Controls
56 3 Pending Internal Controls - Received and Currently Reviewing
132 4 Completed Document - Posted to Internal Controls Website
389 Total
Audit Summary Information City Activity
Number | Number of Audit Monthly | Cumulative
Audit Type of Audits | Recommendations | Completed | Completed
Internal-OCA - Open 42 412 11 247
External - Open 5 29 1 8

*Internal-OCA reports include all reports with recommendations, Audits, Hotline, Close-outs

Audit Activity Since Prior Update Report - Added and Closed Audits

Issue/Closed Number of Audit
Status Audit Type Date Audit# | Audit Name Recommendations
No Activity Reported 0

Attachment: 1. Audit Recommendations Past Due Report 12/31/10

ee Honorable Mayor Jerry Sanders
Jay M. Goldstone, Chief Operating Officer
Mary Lewis, Chief Financial Officer
Andrea Tevlin, Independent Budget Analyst
Eduardo Luna, City Auditor

- Ry (L 0 [
Kén Whitfield
City Comptroller
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