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COUNCIL ACTION

EXECUTIVE SUMMARY SHEET
CITY OF SAN DIEGO

DATE: 5/26/2015

ORIGINATING DEPARTMENT: Police Department

SUBJECT: Informational update for PS&LN regarding the Internet Crimes Against Children
Task Force (ICAC)

COUNCIL DISTRICT(S): All

CONTACT/PHONE NUMBER: Sandra Albrektsen, Lieutenant/619-531-2686, MS 744

DESCRIPTIVE SUMMARY OF ITEM:

Members of the Police Department will be providing an informational update regarding the
Internet Crimes Against Children Task Force. The update will include current staffing levels,
types of cases investigated, and current trends.

STAFF RECOMMENDATION:

No Action Requested — Informational Only for PS&LN

EXECUTIVE SUMMARY OF ITEM BACKGROUND:

The mission of the Internet Crimes Against Children Task Force (ICAC) is to develop a multi-
jurisdictional task force comprised of Local, State, and Federal Law Enforcement Agencies and
Prosecutors. ICAC works to identify, target, apprehend and prosecute sexual predators whose
purpose is to exploit children or engage in illicit sexual activity with children through the use of
computers and the Internet. ICAC conducts both proactive and reactive investigations targeting
sexual predators using the Internet to entice and lure children for sexual activity. ICAC actively
participates in community education efforts to promote Internet safety and security measures and
prevent Internet crimes against children. Additionally, ICAC offers support and technical
training opportunities in a collaborative effort with countywide agencies to promote partnerships
and community policing efforts.

CITY STRATEGIC PLAN GOAL(S)/OBJECTIVE(S):

Goal #1: Provide high quality public service.

Objective #2: Improve external and internal coordination and communication.

Goal #2: Work in partnership with all of our communities to achieve safe and livable
neighborhoods.

FISCAL CONSIDERATIONS:None

EQUAL OPPORTUNITY CONTRACTING INFORMATION (IF APPLICABLE):N/A
PREVIOUS COUNCIL and/or COMMITTEE ACTION (describe any changes made to the item
from what was presented at committee):No prior actions. This presentation was requested as an

annual update by PS&LN Committee.

COMMUNITY PARTICIPATION AND PUBLIC OUTREACH EFFORTS:None



KEY STAKEHOLDERS AND PROJECTED IMPACTS:AII citizens of the City of San Diego to
include all victims of Internet Crimes Against Children.

Ramirez, David
Originating Department

Deputy Chief/Chief Operating Officer



Public Safety & Livable
Neighborhoods
ICAC 2015
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San Diego ==
Internet Crimes Against Children
Task Force

To the world you may be one person,
to one person you may be the world



. San Diego, Riverside and Imperial Counties
- Investigate Internet Crimes Against Children

- Build Capacity of Investigators by Training
and Sharing Resources






The San Diego ICAC Task Force 7%

San Diego Police Department

San Diego Probation Department
Carlsbad Police Department
Federal Bureau of Investigation
San Diego District Attorney’s Office
Naval Criminal Investigative Service
Regional Computer Forensics Lab
Chula Vista Police Department

El Cajon Police Department

US Postal Inspectors

La Mesa Police Department

US Marshal’s Office

Carlsbad Police Department
National City Police Department
Brawley Police Department

San Diego Sheriff's Office
Coronado Police Department
SDUSD Police

Department of Homeland Security
Escondido Police Department

US Attorney’s Office

Oceanside Police Department
Riverside County Sheriff's Office
Riverside County District Attorney
Riverside Probation Department
Calexico Police Department

El Centro Police Department
Imperial County Sheriff's Office
Office of Inspector General(DOD)
Imperial County DA's Office
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Investigates crimes against children

Involving electronic devices:

« Child Pornography

o Child Molest

o Peerto Peer

o Iraveler cases

» Self Production

o Chat Rooms / Instant Messaging
o Sexting

o Social Networking

- |Law enforcement training and assistance (24/7)
. Public awareness and education



Jhe RISKS

> Pedophiles

> Online Predators

> Self Victimization

> Cyber Bullying

> Child Sexual Abuse



Send Message
Add to Friends
IM / call

Add to Group

Online Predator

RISKS

¥ "Havin' fun in SD!"

L Female

15 years old

§ La Mesa, California

United States

Last Login: 5/15/2008

Science, soccer, beaches,
camping

Anything Scary! Ever seen The
Cube?

Status:
Here for:
Body type:
Zodiac Sign:

Forward to Friend
Add to Favorites
Block User

Rank User

Single

Friends
Athletic

Leo




a Facebook users acct

> Military suspect who had been stationed In
several states

> Two victims identified/grooming

> Evidence seized from Japan/extradited
> 18 year sentence, sex registrant status
> 32 Videos, 1619 images
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> Girls and boys 12 years and up
> Send Images and videos

> Post Images and videos on social
networking sites

> Images and videos are passed
around school



Mean Spirited Sending or Posting
> Cell Phones

> Instant Messaging

> Soclal Networking Sites

> Blogs

> On-Line Gaming Sites



Child/Sexual: 4

Abuse —

> Document crimes of molest

> Images and videos are in demand

> Getting younger more violent and graphic
> Webcams, digital cameras, cell phones



Iypes ofilnvestigations

Leads from NCMEC (Natlonal Center for Missing & Exploited
Chl|dren) p—

TIPLINE

www.cybertipline.com
1-800-843-5678

Chat Rooms

Social Networking Sites
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New Age in Cyber Threats
School Threats

Local Schools (18) incidents
Partnerships/Iraining Opportunities



Schools A

Torrey Pines HS-Council District #1
San Ysidro HS-Council District #8
Thurgood Marshall MS-Council District #5
Magnolia Science Academy-Council District#7
Lewis Middle School-Council District #7
Lincoln HS-Council District #4
Curie Elementary School-Council District #1
Sherman Elementary-Council District #8



Education for. Parents, leachers
and leens

»Internet Safety School Assembly Presentations to Middle Schools

»Parent presentations




Award

National Award 2015 ICAC Investigator

2015 Attorney General’s Special Commendation
Award
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