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Wireless Communications Long-Term Plan

-IT&C’ s Introductory Comments-

The Information Technology & Communications (IT& C) Department is
responsible for the design, ingdlation and maintenance of the City’ swirdess
communications systems and services. The four mgor City-owned networks
that provide these services are the 800 MHz Radio Network, the Mobile Data
Network, the Digita Microwave Network and the Digital Pagng Network.
These networks and the related systemns which make up the City’s public
safety wireless communications infrastructure are now &, or near, the end of
their service and maintenance lifecycle. They must be replaced over the next
severd yearsin order to guarantee that the critica communications
requirements of our public safety serviceswill be met in the future. Thefirgt
gep in the planning process for replacing and upgrading these sysemsisthe
development of the Wirdess Communications Long-Term Plan.

Tech/Knowledge, Inc.(T/K), an independent telecommunications and
information technology consulting firm, was contracted through a rigorous
RFP process to gather and andyze the City’ s communications systems users
current and future needs and to develop a proposed wireless plan for meeting
those requirements. In the development of thiswirdessplan, T/K adso
evauated communications systems and facilities that are closdy related to

the wirdessinfrastructure. Examples of related systems include Computer
Aided Digpaich (CAD) systems, dispatch equipment and facilities, a3-1-1
public service answering point and the Emergency Operations Center (EOC).

To develop a comprehensive needs andlysis, T/K gaff interviewed some
200+ users and stakeholders. The mgor sources of planning input were as
follows

0 Primary user groupsincluding Police, Fire and Life Safety Services,
public service departments and other outside public agencies (SD
Unified School Didrict, SD Community College Didrict, etc.) which
currently contract with the City to share use of the City’swireless
sysems

0 IT&Cinternd department project committee

0 Information Technology Governance Committee (ITGC) and sdected
members of the Wireless Technology Group and the Information
Technology Technicd Advisory Committee (IT TAC)

0 Executive-levd city management (Deputy City Manager & Chief
Information Officer)

0 The Chief Technology Officer (CTO) of the City’s primary
Information Technology service provider, the San Diego Data
Processing Corporation (SDDPC)
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0 Maor commercid communications system vendors
0 A conaultant specidizing in large wirdess systems project funding

After confirming the accuracy of the needs andyss with users and
stakeholders, T/K subsequently developed the proposed Wireless
Communications Long-Term Plan.

The following should be noted when reviewing the attached document:

1) Thisplanisthe product of Tech/Knowledge, Inc. and was prepared based

upon input received from the City and other parties.

2) The plan should not be considered to be either IT&C' sor the City’ sfina
proposed wireless communications implementation plan. Other subsequent
input will contribute to the definition of the specific scope, timing, estimated
cost and financing of project(s) to replace the City’ s aging wirdess
infrastructure. Thisinput will include further development of detailed system
by system requirements, andyses of competing priorities and financing
dternatives, suggestions and direction from the IT Governance Committee
and the executive-leve 1T Board and, ultimately, policy direction from the
Mayor and City Council.

3) Asthefollowing document isahigh leve plan, it should be noted thet
additiond staff and consultant technica and financid work will be required
over the next year+ to develop detalled system by system requirements, bid
documents and cost estimates. These additiond steps are necessary to
implement the specific initiatives described in this plan.

4) The estimated initiative costs reflect the consultant’ s high level estimate
of one time hard costs for each initiative. These estimates do not include
consultant cogts for detailed systems planning and project management
assigtance, or the additiond interna City staff costs that will be required to
implement the mgor initiatives proposed in the plan.

Our thanks and appreciation to Timothy Peters, Presdent & CEO of
Tech/Knowledge, Inc. and his project team for their professionalism and
competence in developing a comprehensive proposed Wireless
Communications Long-Term Plan. Our thanks aso goes to the numerous
City staff and other stakeholdersfor their invauable input in developing the
Needs Anayss document and for andyzing the consultant’ s subsequent
recommendetions.

Questions concerning this Plan should be directed to Communications
Divison Deputy Director Sue Levine or IT&C Director Richard Wilken.
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Preface

There have been a number of true technological “paradigm shifts’ in Information Technology
that have radicaly impacted how we manage and use information. We number among these
the shift from punched cards and printouts to interactive systems, and the subsequent
migration from terminal-driven systems to personal computing and network-based access.

Yet, there is a shiny new thing on the horizon that may, in the long run, prove to be as
sgnificant as ether of those first two developments. That shiny new thing, originally
brought to its first productive application by a felow named Guglidmo Marconi in 1896, is
cdled “wirdess’. Waell, OK, it was first called wireless, then it was called “radio” for a long
time, until industry marketers decided that “radio” didnt have a sufficiently high coolness
factor to sell the new uses of the technology. So now, here we are again, back with our 106-
year-old new thing.

Actudly, good old-fashioned voice radio has been -- and will be for the foreseeable future --
a technology that the City smply cannot do without. This technology saves lives every day.
Given this incredible importance, the City needs a voice radio system that it truly can depend
on. But this isn't news. Weve been using wireless two-way voice communications in public
safety since before World War I1. So what's all the wireless hubbub about? Wireless data.

Why is wirdess data so significant? Well, a big problem with information technology (IT)
has been that in the past, it's only worked in a very limited number of places. Ironicaly,
most of the places where you've been able to use IT aren't the places you really need it. You
need IT at the point of service, where the information you want to manage is originaly
created, if 1T is to have the greatest beneficial impact on how people work. Wireless access
to information lets people spend time doing their jobs in the field, not spending time in the
office looking things up.

But there's the rub. We haven't redly ever had the tools that would make possible this
concept of giving the people in the field the information they need to actually do their jobs --
in thefield -- without spending half their day back in their offices. Until now.

In recent years, technologies have been developed that permit the transmission of large
amounts of data at high rates of speed, fast enough even to permit users to have the same
operational experience with a wirelessly connected device as they would with one
conventionally connected. These technologies are becoming more practicably implementable
every day. But what are the priorities? How do data and voice wireless communications fit
together to address the business needs of the City? And what, exactly, are those needs?

That is what this document intends to address. This document represents the fina effort in
the development of a Long-Term Wireless Communications Plan that will serve as a sub-plan
to the City's overal Information Technology Strategic Plan.

Page iii



To arrive where we are today, Tech/Knowledge staff have worked with representatives of
virtualy every depatment in the City -- a al levels of staff and management -- in an
intensive process to identify what the various departments are doing, where they are going
from a strategic perspective, and how wireless technology can help them get there. In this
process, we so far have conducted over 80 one-on-one or smal group meetings, and, in group
settings, interviewed over 200. We have aso conducted extensive reviews of the City's in-
place wirdess communications networks, and the systems that support them and their
operators.
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11 Background

The City of San Diego (City) is the saventh largest city in the naion with an gpproximate
population of 1.3 million resdents in a 342 square mile area. The City has experienced
ggnificant growth especidly in the science and technology areas, and has gained the
preeminent postion of being known as “ Technology's Perfect Climate’” and in downtown
San Diego as“ Bandwidth Bay.”

In response to the City’s growth and its needs to provide more codt-effective government
sarvices through various channds, incduding dectronic sarvices ddivery, the City
embarked on a planning process to address its information technology directions. This
process produced the Information Technology Strategic Plan (ITSP). The ITSP is
intended to define the City’s visgon of the future for information technology and the key
drategies for achieving this vison. It will provide Citywide guidance and direction for
the management and development of IT within the City of San Diego over the next three
to five years.

The ITSP recognized that wirdess communication technology would significantly impact
many agpects of the City's use of information technology, and posed many specific
operational and technica issues apart from regular IT drategic planning concerns.  Thus,
the ITSP cdled for the devdopment of a long-term plan for the City's use of wirdess
communications.  This long-term plan is intended to provide City-wide guidance and
direction for the City's wireless communications programs over the next ten years.

Within the City of San Diego, the Communications Divison of the Information
Technology and Communications Department (IT&C) provides primary service ddivery
for wirdess communications. Communications Divison employs approximady 50 full
time gaff. 1T&C reports to the Office of Technology Services, which has a total staff of
3, headed by the CIO.

IT&C's annua budget as it reates to the City’'s wirdess communications projects and
services is gpproximately $5.1 million. This supports the operationd maintenance of the
City’s wirdess communications infrastructure and subscriber  equipment, representing
over 34,300 devices.

The wirdess communicaions long-term planning process was Specificdly designed to be
indusve, busness-driven and consensus-based, as was the ITSP. The City engaged
Tech/Knowledge, Inc., an independent tedlecommunications and information technology
conaulting firm to facilitate the planning process and perform required research and
discussion in these contexts.

To ensure the planning process properly addressed the needs of the City, extensve
participation was sought from City gtakeholders, including many end-users of the
technology.
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The bulk of the input was provided by both internal and externa stakeholders, including:
Departmental Management and Operational Representatives
San Diego Data Processing Corporation (SDDPC)
San Diego Unified School Didtrict
San Diego Community College Didtrict
Poway Fire Department

The externd agencies were involved in the process as users of the exising City radio
sysem.

Extensve end-user and departmenta interviews were held. Approximatdy 200 City end-
users of wirdess communications technology were interviewed in group settings.
Detaled operational reviews to better understand specific depatmentd and divisond
issues were held with the following City departments and divisons:

Police : Environmenta Sarvices
Fire - StregsDivison

San Diego Medical Services Enterprise - Park & Recreation
Lifeguard - Generd Services
MWWD - Communications Divison
Water

Additional operationd reviews were adso conducted with each of the non-City users of
the exigting City radio sysem.

Wideranging technologicd and industry research into  wirdess communicaions
technologicad and market trends was conducted. Leading San Diego-area firms engaged
in wirdess communications technologies were aso contacted for insghts.
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1.2 Wireless Communications Vision for the Future

The City views information technology in gened, and wirdess communications in
particular, as an enabling tool in achieving its business gods and objectives. Specificaly,
it is a tool that will feclitate trandformation of the City’s service ddivery modd for
enhanced sarvices to its citizens, and improve the effectiveness of City operations beyond
the levels which can be achieved through wired technology. This improvement is
achieved by permitting I T access directly at the point of service.

The wirdess communications Vision statement drives the long-range plan by describing
what the City mugt achieve to reach its full potentid. The Vison aticulates a destination
for the City and reflectsits high ided's as the City looksto the future.

The wirdess communications Mission satement expresses the City’s IT purpose and
describes its role, respongbility and commitment in carying out the Strategic Plan to
ensure the redization of the City’ s wireless communications vison.

City of San Diego Wireéess Communications Vision Statement

The City will use state-of-the-art wir eless communications technology:

To providethetoolsrequired for City employeesto ensure the health and safety of the
Citizens of San Diego

To enable City employeesto provide outstanding customer service to the Citizens by
ensuring effective remote access to City information resour ces, r egardless of location

City of San Diego Wirdess Communications Mission Statement

The City will:

Effectively manage and creatively use wir eless communications resour ces to support and
enable excellent and r esponsive municipal services

Maximize the ability of City organizationsto cooperatein the delivery of servicesto the
Citizens through wir eless technol ogy

Provide wireless technology suited to the potential life safety risk of itsintended application
The City's wireless communicationsinfrastructure will:
Permit inter operability between the City and other agencies and levels of gover nment
Be adaptableto technological and regulatory changes
Be adaptable to growth and evolving operational needs

Enhance opportunitiesfor partnershipsin service delivery
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1.3 Wireless Communications Goals & Objectives

The City hasidentified the following Strategic goas that will help achieveits vison for
wireless communications. A more comprehensive description of these gods and their
associated objectives and initiatives can be found in Section 5 - Strategic Priorities.

Wirdess Technology Goal 1. Enhance dependability of City wireless

communications systems and related elements

While the City's wireless communications systems are currently quite reliable, most are no longer
supported by the manufacturer and spare parts are becoming more difficult to obtain. Much work will be
necessary to ensure they maintain or improve their current levels of dependability. Each of the
initiatives planned addresses this key strategic goal.

This goal addresses Strategic Goal 1 of the City's Information Technology Strategic Plan; Improve the
delivery and cost-effectiveness of I T services.

Objectives:

Replace obsol ete equipment & technology

Improve system coverage and penetration

Reduce interference potential

Provide enhanced security of communications

Permit rapid restoration of failed sites

Ensure critical public safety communications capability inside of structures
Provide back-up public safety communications facilities

Wireless Technology Goal 2. Ensure adequate system capacity for the timely

delivery of information

The evolving demands for mobile access to information will place significant burdens on the City's
wireless communications infrastructure. Endeavors such as water system expansion, replacement of
existing mobile data networks, and the rollout of automatic vehicle location technology to additional
users mandates this expansion.

This goal addresses the following Strategic Goals of the City's Information Technology Strategic Plan:

ITSP Strategic Goal 1: Improve the delivery and cost-effectiveness of I T services

ITSP Strategic Goal 3: Establish the technical infrastructure to provide electronic service
delivery channelsto citizens and facilitate economic growth

I TSP Strategic Goa 4: Improve internal City operations and management's ability to make

informed decisions

Objectives:
- Reduce response times
Improve flexibility and capacity of radio system control tools
Increase reliabl e high-speed fixed data capacity
Provide reliable, public-safety-grade mobile data capacity to support | P-based applications
Provide infrastructure which allows new higher-speed paging technology to be rolled out
Address strategic operational requirements of user departments
Permit expansion of dynamic dispatch and A VL applications
Provide additional voice communications user capacity
Provide high-capacity voice, data and video communications capacity for events
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Wireless Technology Goal 3: Provide City field forces access to appropriate City

information resour ces regar dless of location

If City staff is provided access to City information resources in the field, significant benefits will accrue.
Improvements in both the overall productivity of City staff and in the quality of the servicesthey provide
can be expected. While many of these benefits will be cost-saving, as providing water mai ntenance staff
with the exact routing of a water main, many will be life-saving, as providing fire fighters access to
hazardous materials usage and pre-fire planning documents.

This goal addresses Strategic Goal 4 of the City's Information Technology Strategic Plan: Improve
internal City operations and management's ability to make informed decisions.

Objectives:

Provide access to City network from off-site locations
Provide more information at time of initial dispatch

Wireless Technology Goal 4. Provide improved interoperability both between

City departments and between City departments and outside agencies

For the City to reach the level of operating efficiency that it seeks, City departments must be able to
cooperate effectively in the delivery of services, both on a routine and an emergency basis. Likewise,
City departments need to be able to cooperate and interoperate with a wide range of other agencies on a
daily basis.

This goal addresses the following Strategic Goals of the City's Information Technology Strategic Plan:

ITSP Strategic Goal 1: Improve the delivery and cost-effectiveness of I T services

ITSP Strategic God 3: Establish the technical infrastructure to provide electronic service
delivery channelsto citizens and facilitate economic growth

I TSP Strategic Goal 4: Improve internal City operations and management's ability to make

informed decisions

Objectives:

Provide appropriate levels of security and privacy of communication

Address strategic requirements of user departments

Provide interoperability between Police and Fire/EMS CAD systems

Provide departmental EOC space for public service departments

Provide back-up City EOC space away from downtown in event of large-scale emergency
Provide interdepartmental electronic workflow

Improve City's ability to respond to large-scale emergencies
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Wiredess Technology Goal 5: Improvethe delivery and end-user value of City

wir eless communications services

City wireless communications programs touch nearly every City department. Through improving their
value, quality and cost-effectiveness, and enabling information access where none was possible before,
the City can achieve significant improvements in ley areas. Specifically, the quality of services
delivered, community responsiveness and overall productivity will increase.

This goal addresses the following Strategic Goals of the City's Information Technology Strategic Plan:

ITSP Strategic Goal 1: Improve the delivery and cost-effectiveness of I T services

I TSP Strategic Goal 3: Establish the technical infrastructure to provide electronic service
delivery channelsto citizens and facilitate economic growth

I TSP Strategic Goal 4: Improve internal City operations and management's ability to make

informed decisions

Objectives:

Provide a consistent user interface

Reduce costs of network operation and administration

Support Mobile 9-1-1 "Phase |1" Automatic Location Information

Replace space-restricted Police & Fire Communications Centers

Replace space-restricted Station 38 facility

Provide 3-1-1 call-taking center

Provide public safety communications training facility

Address law enforcement radio tracking needs

Improve quality of end-user communications training on a City-wide basis, thereby increasing the
effectiveness and productivity of the City's investment in communications infrastructure
Decrease stress on first responders, particularly on overnight responses

1.4 Achieving the Wireless Communications Goals and Objectives

In order to achieve the City's wirdess communications goas and objectives, initiatives
were identified that would address the operationa and technical aspects of the City's
wirdess communications environment. Some of these initiatives are projects that are
currently underway; most are planned for phased implementation in the next three to five
years. These initiatives are fully described in Section 8 - Implementation Plan. In the
liging below, the key drategic initiaives are identified and assgned a priority. This
ranking is based upon severd criteria including drategic fit, relaive urgency, City
readiness, opportunity costs, and others.

Ongoing | nitiatives

Rank Initiative Estimated Cost
1. Update City Paging System $300,000
2. Upgrade & Expand SCADA Networks $200,000
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New Initiatives

Rank Initiative Estimated Cost
New Digital Microwave System $3 Million

New Remote Network Access Methodology $250,000

New Wide-Area Mobile Data Network $3-5 Million (Interim)

$6-8 Million (Permanent)

4. New City Radio System & Control Equipment $60 - 70 Million
5. New Primary Public Safety Dispatch Facility $15 - 20 Million
6. New CAD Systems $10 - 12 Million
7. Improve Communications Technical Support Capabilities $700,000
8. Improve Communications Training Capabilities $125,000
0. New Fire Station Alerting Network/Hardware $1.5 Million

10.  Convert Existing Fire Comm Center to multi-functiona
Public Service ComnV/3-1-1 cal center/Backup Public
Safety Comm/Training Facility $4 - 5 Million

A drategic legidative initiative has aso been deve oped:
1 Enactment of a Signal Booster Ordinance None
Theranking for the new initiatives is based on the following reasoning:

The New Digitd Microwave System was chosen fird, as it is the backbone upon which
al of the key City wirdess communications system depend. Serious capacity issues exist
currently that limit the City's ability to address immediate needs, and this network will
need to be updated prior to the implementation of many of the other key initiaives The
exiting microwave network is experiencing loss in reliability due to its age. Spare parts
and technicad support are becoming more difficult to acquire.  This network is no longer
supported by the manufacturer. The basdine importance of this initiative to mogt others
droveitstop ranking.

The New Remote Access Methodology was chosen second, though this initigtive will
likdy be the fird completed. It is a draghtforward project that will not require a large
capita expenditure, but will provide a platform for severd of the initiatives to follow.

The New Wide-Area Mobile Data Network was chosen next due to the criticdity of the
applications (pivotal to both police and fire digpaich), the severity of the gStuation of the
exiging solution, and the impending dimination of the current dternative solution.

The next choice was the New City Radio Sysem & Control Equipment Project, the
largest dngle dement of the City's wirdess drategy for the next ten years. This ranking
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was slected due to the time that would be necessary to develop the funding required for
this mgjor, multi-year project.

The choice of ranking of the next two initiatives, the New Primary Public Safety
Digpatch Facility and New CAD Sydems, is driven largdy by the timing for the New
City Radio Sysem. These projects should, idedly, come on-line toward the end of the
Radio Sysem project. The new facility will likely take longer to complete than the CAD
System project, so it has been placed before the CAD System project.

The Improve Communicetions Technical Support initigtive is a supporting item to the
previous severd initiatives, and is ranked accordingly.

The Improve Communications Training Cgpabilities inititive is a low-cost program that
will be of great importance to the success of the New City Radio System project, and
should be completed in time to support that project.

Fire Station Alerting is a longer-term requirement that does not need to be addressed
immediately, but should be consdered in the CAD System project, and completed in a
comparable timeframe with that project.

Converson of the exiging Fre Communications Center to a Public Service
Communications Facility must wat untii the completion of the new Public Safety
Communications Center, and is the longest-term initiative by virtue of this fact.

The Upgrade City Paging System and Upgrade SCADA Networks projects are dready
underway. The legiddive initiative can commence a any time, but should be undertaken
sooner than later.

Following isthe overal estimated budget for the implementation of the City's Srategic
initistives

FY 2003 $1.1- $1.8 Million - FY 2009 None Projected

FY 2004: $3.4 - $6.8 Million - FY 2010 None Projected

FY 2005: $25 - $29 Million - FY 201L $2.5- $3.3 Million

FY 2006: $30 - $35 Million - Fy 2012 $1.5- $2.75 Million

FY 2007: $30- $39 Million

FY 2008: $8.8- $11 Million - Total: $102.3-$128.65 Million

Funding options for these initiatives are currently under review.

(Continued)
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Thefallowing schedule is projected for these initiatives:

FY 2003 FY 2004 | FY 2005 FY 2006 | FY 2007 FY 2008 FY 2009 FY 2010 FY 2011 FY 2012

Update City Paging System

Upgrade & Expand SCADA Networks

New Digital Microwave System

New Remote Network Access Methodology

New Wide-Area Mobile Data Network (Interim)

New Wide-Area Mobile Data Network (Permanent)

New City Radio System & Control Equipment

New Primary Public Safety Dispatch Facility

New CAD Systems

Improve Communications Technical Support Capabilities

Improve Communications Training Capabilities

New Fire Station Alerting Network/Hardware

Convert Existing Fire Comm Center to Multi-Functional
Public Service Comm/3-1-1 Call Center/Backup Public
Safety Comm/Training Facility

(Continued)
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The following operating principles will guide the City in the implementation efforts and
decison-making process.

City of San Diego Wirdess Communications Oper ating Principles

Process

Wireless communications initiatives will be aigned with the City’s overal business
goals and planned with a Citywide perspective

A business case methodology will be used to plan for, and determine the business
value of, wireless communications investments

A forma method to gather and define functiona requirements and business processes
will be utilized in the eval uation and procurement of systems

Provison will be made in the re-engineering of the City’s business processes for
integration with wireless communications technology appropriate to the application

A forma method for the evaluation and acquisition of new technology will be used.
This method must consider, a a minimum, impact on the business, total cost of
ownership (TCO), vendor stability, technologica and standards compliance

Key performance measures will be defined to manage wireless communications
systems and services for providing reliable and effective service

Requirements for interoperability, both between City organizations and with other
agencies at al levels of government, will be evaluated and considered in the design
of all wireless communications systems

People

Desired core competencies for City staff involved in wireless communications
deployment and support will be defined and promoted through career paths and skills
training

Initial and ongoing training will be provided for al users of technology

Technology

Commercial-off-the-shelf (COTS) technology will be the preferred solution.
Departments will evaluate COTS technologies to ensure compliance with business
processes. The City's Communications Division, and where appropriate, SDDPC,
will evaluate COTS products and solutions to ensure compliance with technical
standards. Modifications to COTS technology and software will be minimized

The sdection of technology systems involving single-source and proprietary
solutions should be carefully consdered, and only implemented if no viable
dternative exists
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1.5 Critical Success Factors

The City has edablished a vison for how information and communications technology
would enable the City ‘worthy of our affection.” In order to achieve this vison and the
drategic wirdess communications gods and objectives, the following criticd success
factors were identified:

Strong executive sponsorship and support from City Council and City
executives on the City’ s Wirdess Communications Vison and Misson

Buy-in from City stakeholders including the various City departments
Funding and staff resource support to execute the Plan

Ongoing close communications and teamwork throughout the organization
Phased implementation strategy based on overdl City priorities

Regular progress assessment and communication of the implementation
plan objectives

Ongoing review process to ensure that the Plan gods and objectives
remain congstent with the City’ s business need

Resolution of regulatory issues surrounding both the City's current
spectrum allocations and proposed expansion at 700 MHZ!

1.6 Conclusion

The City has long been a leader in the effective gpplication of wirdess communicaions
technology. While the exising mgor systems in use by the City work wdl, they have
resched a dgnificant age and now largey require replacement, which will require a
sgnificant invesment of approximately $102 to $129 Million Ddllars.  This sStuaion
adso presents an opportunity to dSgnificantly restructure many of the sarvice ddivery
methods and practices currently used by the City. Substantid benefits in terms of both
the qudity of services ddivered and improvements in efficiency will accrue from these
invesments.

In summary, this Wirdess Communications Long-Range Plan, as a sub-dement of the
ovedl City Information Technology Strategic Plan, provides a roadmgp to more
effectively leverage the power of information technology to more effectively protect the
community, achieve the City's busness gods, and truly be a "City worthy of our
affection.”

! Thisissueisanational-level issue beyond the ability of the City to resolve on itsown. The City hasin the past, and
will continue in the future, to aggressively represent its interests before the Federal Communi cations Commission, local
frequency allocation committees and other such bodies involved in spectrum allocation and regulation.
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2. The Long-Term Planning Process
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2.1 Background

The City of San Diego (City) is the saventh largest city in the nation with an gpproximate
population of 1.3 million resdents in a 342 square mile area. The City has experienced
ggnificant growth especidly in the science and technology areas, and has gained the
preeminent postion of being known as “ Technology's Perfect Climate’” and in downtown
San Diego as“ Bandwidth Bay.”

In response to the City’s growth and its needs to provide more codt-effective government
sarvices through various channds, incduding dectronic sarvices ddivery, the City
embarked on a planning process to address its information technology directions. This
process produced the Information Technology Strategic Plan (ITSP). The ITSP is
intended to define the City’s visgon of the future for information technology and the key
drategies for achieving this vison. It will provide Citywide guidance and direction for
the management and development of IT within the City of San Diego over the next three
to five years.

The ITSP recognized that wirdess communication technology woud sgnificantly impact
many agpects of the City's use of information technology, and posed many specific
operational and technica issues apart from regular IT drategic planning concerns.  Thus,
the ITSP cdled for the development of a long-term plan for the City's use of wirdess
communications.  This long-term plan is intended to provide Citywide guidance and
direction for the City's wireless communications programs over the next ten years.

2.2 Long-Term Planning Goals and Objectives

The wirdess communications long-term planning process was Specificdly designed to be
incdlusve, busness-driven and consensus-based, as was the ITSP. The City engaged
Tech/Knowledge, Inc., an independent tdecommunications and information technology
conaulting firm to fadlitate the planning process and perform required research and
discussion in these contexts.

The specific god for this processis.

To define a phased implementation plan that meets the wirdess
communications requirements of the City of San Diegoina
systematic and cost effective manner. In meeting thisgod,
congderation shdl be given to assure that the City of San Diegois
provided with sysems that are state- of-the-art technologicdly.

The following are the City's key planning objectives

Develop atechnicaly and operationaly sound economic and
progressive plan evolving from existing communications systems
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and assets to meet service needs and requirement over the next ten
(10) yearsto provide the City of San Diego with State-of-the-Art
technology

Develop and document wireless system needs and requirements for
the next ten (10) years as seen by present wireless system users

Document and evauate exigting radio system problemsincluding
reliability, coverage ares, interference, interoperability,
intermodulation, and channd loading that must be resolved in any
new system growth plan

Pogtion the new radio system configuration to take evolutionary
advantage of emerging land-mobile radio technology including
digital voice and data, trunked or cdlular radio consderations

Pogition the new radio system configuration to make sure that
interoperability is maintained with the County of San Diego
Regiona Communications Sysem (RCS), associated users of the
RCS and other fire and police mutud ad providers. The study
should include al feasible and technologica solutions for
regiondized communications

Position the new radio system configuration to include San Diego
Unified School Didrict, Poway Fire Department and the San Diego
Community College District in the implementation plan. Assess

the feasibility of adding other partners

Assess current wirdess initiatives and how they fit into the long-
range plan and integrate to new network infrastructure(s) and
technologies. The City of San Diego wants to limit the use of
resources and technologies that do not fit into thislong-range plan

Expand or replace the exigting City-owned and operated
microwave network to incorporate radio system control
requirements and high-speed digital data transmisson capability to
minimize exposure to rapidly escaating leased circuit costs

Expand or replace the existing Police and Fire dispatch console
systems and related equipment

Develop a plan to replace current old and obsolete Police and Fire
CAD equipment
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Survey VHF and 800 MHz equipment including mobile data
terminals, pagers, radios and leased equipment and services for
continued use and/or replacement

Evauate the need for gpecid purpose communications equipment

Study the feagihility of using the 700 MHz public safety spectrum
for future sysem implementation

Provide recommendations for upgrade and automation of Station
38 Digpatch Center

Evaduate feashility of establishing a public service answering
point

Deveop a definitive multi-year system concept and
implementation plan competible with current and projected future

systemn user needs, regulatory condraints and evolving 3G and
other wireless technologies

Provide ahigh levedl annua cost estimate for the various portions
of the project

2.3 Key Stakeholders: End-User & Business Focus

To ensure the planning process properly addressed the needs of the City, extensve
paticipation was sought from City dakeholders, including many end-users of the
technology.

Ownership, guidance, and direction of the planning process was provided by the
fallowing:

Information Technology Governance Committee (ITGC) -
Comprised of department directors and other executives appointed
by the IT Executive Team

Chief Information Officer (CIO)

Director, Information Technology and Communications (IT&C)
Depatment -- Executive sponsor of the wirdess communications
planning process

Deputy Director, Communications Divison - Project Manager
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The bulk of the input was provided by both interna and externd stakeholders, including:
Departmental Management and Operational Representatives
San Diego Data Processing Corporation (SDDPC)
San Diego Unified School Didrict
San Diego Community College Didrict
Poway Fire Department

The externd agencies were involved in the process as users of the exiding City radio
sysem.

Extengve end-user and departmenta interviews were held.  Approximately 200 City end-
usrs of wirdess communicaions technology were interviewed in group Settings.
Detailed operationd reviews to better undersand specific depatmentd and divisond
issues were hdd with the following City departments and divisons

Police - Environmentd Services
Fire - Stregts Divison

San Diego Medica Service Enterprise - Park & Recredtion
Lifeguard - Generd Services
MWWD - Communications Divison
Water

Additional operationd reviews were aso conducted with esch of the non-City users of
the exiging City radio system.

Wide-ranging technologicd and indusry reseach into  wirdess communications
technologicd and market trends was conducted. Leading San Diego-area firms engaged
in the devdopment of wirdess communications technologies were aso contacted for

inaghts

The Long-Range Planning Process condsted of the following tasks and sub-tasks:

Task 1: Conduct Orientation and Planning Sessions
- Conduct Initid Planning and Kickoff Sesson
Interview & Brief IT Governance Committee
Develop Strategic Issues List
Identify Key Managers, Workgroups & Vendors
Develop Fina Project Work plan
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Task 2: Perform Detailed Citywide Needs Assessment
- Document and Evduate Existing City Radio Systems

- Paform System Coverage Area & Rdiability Study

- Survey Exiding VHF & 800 MHz Equipment

- Quantify Intermodulation & Other Interference Issues

- Review In-Place Console and Dispatch Systems and
Technologies

- Review Station 38 Operations and Technologies

- Quantify All Costs of Operation and Ownership, Including
Leased Circuit Costs

- ldentify Aging and Obsolete Systems and Equipment

Identify and Document Existing Problems, Current and Future Needs

- Interview Key Managers

- Interview Key Workgroup Representatives

- Interview System Engineers, Technicians and Managers

- Interview Key Vendors

- Review Current Wirdless Initiatives
Review City Agencies Not Currently Using City Systems

Expend & Refine Strategic Issues List

Quantify Interoperability/Regiona Communications Requirements and

Issues

Define Secure Communications Requirements

Define Issues and Requirements for Public Service Answering Point

Evauate Issues in Supporting Exigting Non-City Partners and Adding

New Potentia Partners

Task 3: Prioritize Needs & Requirements
- Collate Collected Data
|dentify and Evauate Solutions and Directions
- Study Feashility of 700 MHz Spectrum
= Evauate Associated Regulatory Issues
- Evauate Technology Options
= |dentify "Bleeding Edge" Emerging Technologies
= |dentify "State- Of-The Art Technologies for:
Public Safety Mobile VVoice Communicetions
NonPublic Safety Mobile Voice Communications
Public Safety Mobile Data Communications
Non-Public Safety Mobile Data Communications
- Fixed Wirdess Communications
» Define Backhaul Issues
= Define Other Fixed- Site Transport Requirements
» Review Carrier-Provided Service Options
- Dispatch and Console Systems and Technologies
- City Paging Sysem
- Congder Options and Issues Involving Carrier-Provided Services
Estimate Costs and Benefits
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Evauate Business Cases

Work With Staff to Prioritize Business Cases

Evauate Red Edtate/Site Related Issues

Quantify Support Issues for Communications Divison

- Network Management

- Safing Leves

- Traning

- Parts

- Test Equipment

Andyze How Exiging Initigtives Ft Into Developing Environment
Anayze How To Integrate Existing Components Into New Plan

Task 4: Develop Master Plan
- Review Data Collected and Research Results
Develop Strategic Vison, Gods and Objectives
Develop Implementation Plan, Including Schedule
- Immediate/Near Term Plan
- Intermediate Term Plan
- Long Range Plan
Prepare Cost Estimates for Each Element of the Plan

Task 5: Present and Finalize Plan
- Present Draft Plan for Staff Review
Gather Staff Review Comments
Modify Plan as Required
Present Revised Plan for Staff Review
Modify Plan if Necessary
Present Find Plan to IT Governance Committee
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3.1 City Government

The City government is a large, complex organization that serves a growing, dynamic
and diverse st of customers. Thee customers include the citizens, the busness
community, and City departments and programs. There are agpproximately 11,200
employees who provide services to an edimaed 1.3 million citizens. These employees
are organized into 24 City depatments. Of the 24 departments, four are independent
departments (i.e., Auditor & Comptroller, City Clerk, Personnel, and Retirement) who
report to the City Council, an independent board, or a commisson. The City Attorney is
an dected officid who leads the City Attorney’s Office. In addition, there are four
departments that generate direct revenues for the City and are primarily funded through
“enterprise funds’ (i.e, Water, Metropolitan Wastewater, Environmental Services, and
Development Services).

Mogs depatments obtain funding primarily from generd funds and some, such as Library
and Police, ds0 have externa funding sources. The City's total combined proposed
budget for Fiscd Year 2003 is $2.1 hillion, which represents a decrease of $257 million
over Fisca Year 2002. The City's organizationd dructure is illugtrated in Figure 1 and
Figure 2 on the following pages.

Within the City of San Diego, the Communications Divison of the Information
Technology and Communications Department (IT&C) provides primary service ddivery
for wirdess communications. Communications Divison employs agpproximatey 51 full
time gaff. 1T&C reports to the Office of Technology Services, which has a total Staff of
3, headed by the CIO.

IT&Cs FY 03 anud budget as it reaes to the City’s wirdless communications projects
and sarvices is gpproximately $5 million.  This supports the operationd maintenance of
the City's wirdess communications infrastructure and subscriber equipment, representing
over 34,130 devices.

Page 25



City of San Diego
Wireless Communications Long Term Plan
Business Environment

Voters
Mayor & Council City Attorney
City Manager Independent Commissions Adencies City Attorney's
Asst City Manager Departments and Boards g Office
Civil Service :
Deputy City Auditor & Commission Dcesgfgr r(rig)r/lt
Managers Comptroller Cor oPation
Personnel p
San Diego Data
. . Plannin Processin
City Departments L City Clerk — Commiss?on Corporatiogn
(See Detail on (SDDPC)
Next Chart)
Retirement San Diego
L Board Housing
Retirement Commission

Redevelopment
Agency

San Diego
Convention
Center
Corporation

San Diego

Geographic

Information
Source

San Diego
Workforce
Partnership, Inc.

Southeast
Economic
Development
Corporation

Figure 1. City of San Diego Overall Citywide Organizational Structure
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Figure 2. Detail City Departments Organization Under The City Manager
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The City’svision, gods, and business drivers are described below.
3.2 City of San Diego Vision
In the State of the City Address on January 8, 2001, the Mayor defined “A Vision for San

Diego in the Year 2020: A City Worthy of Our Affection.” Thisvison isencapsulated in
the Mayor’sten key godsfor the City, asfollows:

1. Establish an Ethics Commission 6. Complete the Ballpark
2. Reduce Traffic Congestion 7. Build aLibrary System

3. Create Neighborhoods We Can Be 8. Make San Diego America’s
Proud Of Safest City

4. Clean Up Our Beachesand Bays 9. Pursue Energy Independence
5. Restructure Regional Gover nment/ 10. Complete M SCP Open Space
Condruct An Airport Acquistions

3.3 Key Business Drivers

The IT Executive Team and IT Governance Committee identified the following six key
busness drivers that impact the City's IT draegic plan, and thus the Wirdess
Communications Long-Term Plan:

Improve City Services and Cost Effectiveness — The City needs to
continuoudy provide services in the most cost-effective manner while driving to
improve its ability to react and respond to its citizens. These improvements
should result in increased worker productivity and enhanced customer
satisfaction. With the Mayor calling for San Diego to become a “City of
Villages,” sgnificant investment in the provision of distributed City services will
have to be made. Information technology requirements are a key factor to be
considered in ensuring the effectiveness of this program. Use of information
technology toals, like the provison of services on the Internet would increase the
accessibility of City services across all regions.

Provide Excellent Citywide Communications Both Internally and Externally
— In the era of the Internet, the City is not only expected to be able to effectively
communicate internaly but aso to facilitate effective communications with its
externa stakeholders and customers. This means that the City needs a baseline
level of technology capabilities that enables seamless communications and
ubiquitous access to data. In addition, as the City leads the efforts in restructuring
regiona government and building a new library system, the ability to effectively
communicate and access information across the organization and with externa
agencies will become criticd.

Improve Customer Accessto City I nformation and Opportunity to Provide
Feedback — The City's citizens expect the ability to efficiently access City

information, as well as provide feedback through different channels of
communications (i.e, “high touch” and “high tech”). A recent survey indicated
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that residents want the City to provide actua services, in addition to distributing
information, via the City’s Web site. The services perceived as most useful to be
provided on the Web site were the ability to:

- Reguest City services such as streetlight repair, road sign repair, or
missed trash pick up

- Check the status of requested services
- Check water bill or meter reading

- Access information and services provided by other government agencies,
such as the County and state governments

- Pay hills, fines or taxes

Facilitate Economic Development — The City has successfully established, and
will continue to establish dtrategic partnerships with businesses and the private
sector. It will continue to be a business-friendly community and will ensure that
the City’s technology capabilities reflect the capabilities of the region. The City’s
technology infrastructure will support electronic commerce and a “one-stop”
gpproach to diminate any potentia barriers to doing business with the City.

Accommodate Political Direction and L egislative M andates— TheCity hasan
obligation not only to its citizens but dso to its eected officids to ensure
compliance with legidative mandates and politica directions. The Mayor is
seeking to increase the confidence in City leadership by establishing an ethics
commission. Information Technology can play an important role in helping to
inform, educate and facilitate communication about ethica issues within the City
and with the public.

Commitment © Public Health, Safety and Welfare — The City’'s primary
responsibility is to ensure the health and safety of its citizens. This is reflected by
the Mayor’s goals for making San Diego America's Safest City and cleaning up
the City’s beaches and bays. Information technology is crucid for public safety
communications and automation of administrative processes. Information
technology tools dso ad in the tracking and monitoring of environmenta
pollution.

- The City must respond to these business drivers with enabling technologies.

The remainder of this Long-Term Plan outlines how wirdess communications technology
will assg the City in meeting its busness goas and objectives. The subsequent sections
indude the City’s wirdess communications vison, misson, and operating principles as
well as wirdess communications drategic goas, objectives, and associated initiatives for
the next ten years.
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4. Wireless Communications
Vision, Mission, Operating Principles
and Business Requirements
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4.1 Wireless Communications Vision and Mission

The City views information technology in gened, and wirdess communications in
paticular, as an enabling tool in achieving its busness gods and objectives. Specificaly,
it is a tool that will fadlitate transformation of the City's sarvice ddivery modd for
enhanced sarvices to its citizens, and improve the effectiveness of City operations beyond
the levds which can be achieved through wired technology. This improvement is
achieved by permitting I T access directly at the point of service.

The wirdess communications Vision datement drives the long-range plan by describing
wha the City mugt achieve to reach its full potentid. The Vison aticulaies a dedtinaion
for the City and reflectsits high idedls as the City looks to the future.

The wirdess communications Mission dSatement expresses the City’s IT purpose and
describes its role, responsbility and commitment in carrying out the Strategic Plan to
enaure the redization of the City’ s wireess communications vison.

City of San Diego Wireless Communications Vison Statement

The City will use state-of-the-art wir eless communications technology:

To provide thetoolsrequired for City employeesto ensurethe health and safety of the
Citi zens of San Diego

To enable City employeesto provide outstanding customer serviceto the Citizens by
ensuring effective remote accessto City information resour ces, regar dless of location

City of San Diego Wireless Communications Mission Statement

The City will:

Effectively manage and creatively use wir eless communications r esour cesto support and
enable excellent and responsive municipal services

Maximize the ability of City organizationsto cooperatein the delivery of servicesto the
Citizensthrough wir eless technology

Provide wireless technology suited to the potential life safety risk of itsintended application
The City's wireless communicationsinfrastructure will:

Permit inter oper ability between the City and other agencies and levels of gover nment

Be adaptable to technological and regulatory changes

Be adaptable to growth and evolving operational needs

Enhance opportunitiesfor partnershipsin service delivery
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4.2

Key Operating Principles

The City will use the following key principles to guide decison making in respect to
wireless communications:

Process

People

Technology

City of San Diego Wire&ess Communications Operating Principles

Wirdess communications initiatives will be digned with the City’s overdl
business goas and planned with a Citywide perspective

A business case methodology will be used to plan for, and determine the business
value of, wireless communications investments

A forma method to gather and define functional requirements and business
processes will be utilized in the evaluation and procurement of systems

Provison will be made in the re-engineering of the City’s business processes for
integration with wirel ess communications technology appropriate to the application

A forma method for the evaluation and acquisition of new technology will be
used. This method must consider, at a minimum, impact on the business, total cost
of ownership (TCO), vendor stability, technological and standards compliance

Key performance measures will be defined to manage wireless communications
systems and services for providing reliable and effective service

Requirements for interoperability, both between City organizations and with other
agencies at al levels of government, will be evaluated and considered in the design
of al wireless communications systems

Desired core competencies for City staff involved in wireless communications
deployment and support will be defined and promoted through career paths and
skillstraining

Initial and ongoing training will be provided for al users of technology

Commercial-off-the-shelf (COTS) technology will be the preferred solution
Departments will evaluate COTS technologies to ensure compliance with business
processes. The City's Communications Division, and where appropriate, SDDPC,
will evaluate COTS products and solutions to ensure compliance with technical
standards. Modifications to COTS technology and software will be minimized

The sdection of technology systems involving single-source and proprietany
solutions should be carefuly consdered, and only implemented if no viable
dternative exists
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4.3 High-Level Business Requirements

Extensve research was conducted to develop high-levd business requirements that had
an impact on the City's wirdess communications drategies. This research effort included
24 focus groups with over 200 end users, discussons with each ITGC member,
departmenta  interviews with each City wirdess user depatment, and deailed
requirements studies with the 11 key end-user depatments. The following requirements
provide the consgtent themes articulated by City stakeholders in order of commondlity
among dl groups.

a Improve the City’ swirdess communications religbility and service

b) Improve trunked radio system coverage

C) Improve interoperability within departments and with outsde agencies

d) Develop Virtual Private Network strategy for secure computer network access
from remote locations

e) Improve public safety’ s mobile data network and AVL system
f) Improve dispatch capabilities

0 Increase capacity of microwave back-bone system

h) Improve City-owned paging system coverage and penetration
) Increase capacity of trunked radio system

) Develop replacement plans for obsolete wirdess communication equipment and
technology

k) Enhance each public service department’s fidd response and customer service by
providing a mobile data network

) Establish wirdess communication user training program

m) Develop anew joint Police/F& LSS Communications Center

n) Improve emergency operations center (EOC) radio and telephone control systems

0) Develop plan for a 31-1 non-emergency centraized cal center and public service
dispatch facility

p) Enhance disaster recovery by developing and maintaning emergency back-up
sysems

o)) Deveop City radio system interference reduction plans

The following section describes the City's key wirdess communications drategic gods,
objectives and initiatives to achieve the City's busness gods and objectives and the
vison for wirdess communications
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5.1 Strategic Priorities

This section summarizes the City's draegic wirdess communications priorities.
Wirdess communications drategic gods were defined to hep achieve the City's
Wirdess Communications vison, misson, and busness drivees  The matrix below
summarizes the City’s five Wirdess Technology Gods and the objectives established to
help achieve those gods. Key initiatives, both current and planned, have adso been
identified and linked with the drategic gods and objectives contained in the Information
Technology Strategic Plan.  This provides a mechanism for measuring the successtul
completion of the wirdess communications initiatives in medting the City’s draegic
gods and objectives. It dso provides the City with a drategic framework for evauating
and prioritizing additiond wirdess communications initiatives in the future.

Wireless Technology Goal 1. Enhance dependability of City wirdess

communications systems and related elements

While the City's wirdess communications sysems are currently quite religble, most are
no longer supported by the manufacturer and spare parts are becoming more difficult to
obtain. Much work will be necessry to ensure they maintain or improve their current
levels of dependability. Each of the initigtives planned addresses this key drategic
god.

This goad addresses Strategic God 1 of the City's Information Technology Strategic
Plan; Improve the ddivery and cost-effectiveness of I T services.

Objectives Initiatives

1. Replace obsolete equipment & 1. Design, acquire and implement new digital
technology microwave radio backbone

2. Update City paging system

3. Utilize sate-of -the-art commercia wireless data
(short term solution)

4. Design, acquire and implement new public-
safety wide area mobile data network (long term
solution)

5. Upgrade and expand SCADA networks

6. Design, acquire and implement new City radio
system and control equipment

7. Design, acquire and implement new CAD
systems

8. Improve communications technical support
capabilities

9. Design, acquire and implement new fire station
aerting network and hardware
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Objectives Initiatives

2. Improve system coverage and 1. Update City paging system

penetration 2. Ultilize sate-of -the-art commercia wireless data

(short term solution)

3. Design, acquire and implement new public-
safety wide area mobile data network (long term
solution)

4. Upgrade and expand SCADA networks

Design, acquire and implement new City radio
system and control equipment

6. Improve communications technica support
capabilities

7. Enactment of asigna booster ordinance

3. Reduce interference potential 1. Desgn, acquire and implement new digital
microwave backbone

2. Update City paging system

Utilize state-of -the-art commercial wireless data
(short term solution)

4. Dedgn, acquire and implement new public-
safety wide area mobile data network (long term
solution)

Upgrade and expand SCADA networks

6. Dedign, acquire and implement new City radio
system and control equipment

7. Improve communications technical support

capabilities
4. Provide enhanced security of 1. Deveop & implement remote network access
communications methodology

2. Ultilize sate-of -the-art commercia wireless data
(short term solution)

3. Design, acquire and implement new public-
safety wide area mobile data network (long term
solution)

4. Design, acquire and implement new City radio
system and control equipment
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Objectives Initiatives

5. Permit rapid restoration of failed 1. Design, acquire and implement new City radio

Sites system and control equipment
2. Improve communications technica support
capabilities
6. Ensure critical public safety 1. Update City paging system
communications capebility insde 2. Utilize sate-of -the-art commercia wireless data
of structures.

(short term solution)

3. Design, acquire and implement new public-
safety wide area mobile data network (long term
solution)

4. Design, acquire and implement new City radio
system and control equipment

5. Enactment of asigna booster ordinance
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Wireless Technology Goal 2: Ensure adequate system capacity for the timey

delivery of information

Strategic Plan:
ITSP Strategic Goal 1:
ITSP Strategic Goal 3:

ITSP Strategic Goal 4:

The evolving demands for mobile access to information will place significant burdens on the
City's wiredless communications infrastructure. Endeavors such as water system expansion,
replacement of existing mobile data networks, and the rollout of automatic vehicle location
technology to additional users mandates this expansion.

This goa addresses the following Strategic Gods of the City's Information Technology
Improve the delivery and cost-effectiveness of I T services

Establish the technical infrastructure to provide electronic
sarvice delivery channels to citizens and facilitate economic

growth

Improve internd City operations and management's ability to
make informed decisons

Objectives Initiatives
1. Increase reliable high-speed fixed | 1. Design, acquire and implement new digital
data capacity microwave radio backbone
Upgrade and expand SCADA networks
Improve communications technical support
capabilities
2. Providerdiable, public-safety- 1. Design, acquire and implement new public-safety
grade mobile data capacity to wide area mobile data network (long term
support |P-based gpplications solution)
2. Utilize sate-of -the-art commercia wireless data
(short term solution)
3. Design, acquire and implement new City radio
system and control equipment
4. Design, acquire and implement new CAD systems
& radio consoles
5. Improve communications technical support
capabilities
3. Provideinfrastructure which 1. Design, acquire and implement new digital
alows new higher-speed paging microwave backbone
technology to be rolled out 2 Update City paging system
4. Address strategic operational 1. Design, acquire and implement new digital
requirements of user departments microwave backbone
2. Develop & implement remote network access
methodol ogy
3. Update City paging system
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Objectives
4. Address strategic operational

requirements of user departments
(continued)

4.

10.

11.

Initiatives
Utilize state-of -the-art commercial wireless data
(short term solution)

Design, acquire and implement new public-safety
wide area mobile data network (long term
solution)

Upgrade and expand SCADA networks

Design, acquire and implement new City radio
system and control equipment

Design, acquire and implement new CAD systems
& radio consoles

Build new Public Safety dispatch facility

Convert existing Fire Comm Center to multi-
function Public Service Comnv3-1-1 call
center/Public Safety training/facility

Improve communications technica support
capabilities

5. Permit expansion of dynamic
dispatch and AVL applications

Design, acquire and implement new digital
microwave backbone

Utilize state-of -the-art commercial wireless data
(short term solution)

Design, acquire and implement new public-safety
wide area mobile data network (long term
solution)

Design, acquire and implement new CAD systems
& radio consoles

6. Provide additiona voice
communications user capacity

Design, acquire and implement new digital
microwave backbone

Design, acquire and implement new City radio
system and control equipment

Design, acquire and implement new CAD systems
& radio consoles

Build new Public Safety dispatch facility

Convert exigting Fire Comm Center to multi-
function Public Service Comnv3-1-1 call
center/Public Safety training/facility

Improve communications technica support
capabilities

7. Provide high-capacity voice, data
and video communications
capacity for events

Improve communications technica support
capabilities
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Wireless Technology Goal 3: Provide City field forces access to appropriate City

information resour cesregar dless of location

If City staff are provided access to City information resources in the fied, significant
benefits will accrue. Improvements in both the overal productivity of City staff and in the
quality of the services they provide can be expected. While many of these benefits will ke
cost-saving, as providing water maintenance staff with the exact routing of a water main,
many will be life-saving, as providing fire fighters access to hazardous materials usage and
pre-fire planning documents.

This goa addresses Strategic Goa 4 of he City's Information Technology Strategic Plan:
Improve interna City operations and management's ability to make informed decisions.
Objectives Initiatives

1. Increaserdiablefixed high-speed | 1. Dedgn, acquire and implement new digital
data capacity microwave radio backbone
2. Improve communications technical support
capabilities
2. Provide accessto City network 1. Develop & implement remote network access
from off-dte locations methodol ogy
3. Providerdiable, public-safety- 1. Design, acquire and implement new digital
grade mobile data capacity to microwave backbone
Support |P-based applications 2. Develop & implement remote network access
methodol ogy

3. Utilize sate-of -the-art commercia wireless data
(short term solution)

4. Design, acquire and implement new public-
safety wide area mobile data network (long term
solution)

5. Design, acquire and implement new CAD
systems & radio consoles

6. Improve communications technical support

capabilities
4. Provideinterdepartmental 1. Convert existing Fire Comm Center to multi-
electronic workflow function Public Service Comm/3-1-1 call

center/Public Safety training/facility

5. Provide moreinformation a time | 1. Design, acquire and implement new fire station
of initid dispatch aerting network & hardware

2. Utilize state-of -the-art commercial wireless data
(short term solution)

3. Design, acquire and implement new public-
safety wide area mobile data network (long term
solution)

4. Design, acquire and implement new CAD
systems & radio consoles
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Wirdess Technology Goal 4. Provide improved interoperability both between

City departments and between City departments and outside agencies

For the City to reach the level of operating efficiency that it seeks, City departments must be
able to cooperate effectively in the ddivery of services, both on a routine and an emergency
basis. Likewise, City departments need to be able to cooperate and interoperate with a wide
range of other agencies on adaily basis.

This god addresses the following Strategic Goas of the City's Information Technology
Strategic Plan:

ITSP Strategic Goa 1:  Improve the delivery and cost-effectiveness of IT services

ITSP Strategic Goal 3:  Establish the technical infrastructure to provide eectronic service
delivery channelsto citizens & facilitate economic growth

ITSP Strategic God 4: Improve internd City operations and management’s ability to
make informed decisions

Objectives Initiatives
1. Provide access to City network from off- 1. Develop & implement remote network
Ste locations access methodology

2. Provide appropriate levels of security and 1. Develop & implement remote network
privacy of communication access methodology

2. Utilize sate-of -the-art commercial
wireless data (short term solution)

3. Design, acquire and implement new
public-safety wide area mobile data
network (long term solution)

4. Design, acquire and implement new City
radio system and control equipment

3. Providerdiable, public-safety-grade 1. Desgn, acquire and implement new
mobile data capacity to support | P-based digital microwave backbone
applications 2. Devdop & implement remote network

access methodology

3. Utilize state-of -the-art commercial
wireless data (short term solution)

4. Design, acquire and implement new
public-safety wide area mobile data
network (long term solution)

5. Design, acquire and implement new CAD
systems & radio consoles

6. Improve communications technical
support capabilities
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Objectives

4. Address strategic requirements of user

departments

Initiatives
Design, acquire and implement new
digital microwave backbone

Utilize state-of -the-art commercial
wireless data (short term solution)

Design, acquire and implement new
public-safety wide area mobile data
network (long term solution)

Provide interoperability between Police and
FirelEMS CAD systems

Design, acquire and implement new
CAD systems & radio consoles

Provide back-up City EOC space away
from downtown in event of large-scale
emergency

Build new Public Safety dispatch facility

Provide interdepartmental electronic
workflow

Convert exigting Fire Comm Center to
multi-function Public Service Comm/3-
1-1 call center/Public Safety
training/facility

Improve City's ability to respond to large-
scale emergencies

Design, acquire and implement new
public-safety wide area mobile data
network (long term solution)

Utilize state-of -the-art commercid
wireless data (short term solution)

Design, acquire and implement new City
radio system and control equipment

Design, acquire and implement new
CAD systems & radio consoles

Build new Public Safety dispatch facility

Convert existing Fire Comm Center to
multi-function Public Service Comm/
3-1-1 call center/Public Safety
training/facility

Improve communications technical
support capabilities
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Wiredess Technology Goal 5: Improvethe delivery and end-user value of City

wir eless communications ser vices

City wirdess communications programs touch nearly every City depatment. Through
improving ther vadue, qudity and cod-effectiveness, and enabling information access
where none was possble before, the City can achieve sgnificant improvements in key
aess.  Specificdly, the qudity of services ddivered, community responsveness and
overdl productivity will increase.

This god addresses the following Strategic Gods of the City's Information Technology
Strategic Plan:
ITSP Strategic Goal 1:  Improve the delivery and cost-effectiveness of I T services
ITSP Strategic Goa 3:  Edtablish the technica infrastructure to provide eectronic
svice ddivey chands to dtizens and fadlitae
economic growth
ITSP Strategic God 4: Improve internd City operations and management's ability
to make informed decisons

Objectives Initiatives
1. Increase reliable high-speed 1. Design, acquire and implement new digital
data capacity microwave backbone
2. Provide accessto City network | 2. Develop & implement remote network access
from off-gte locations methodol ogy
3. Provide appropriate levels of 1. Develop & implement remote network access
security and privacy of methodol ogy
communication 2. Utilize state-of -the-art commercia wireless data

(short term solution)

3. Design, acquire and implement new public-safety
wide area mobile data network (long term solution)

4. Dedign, acquire and implement new City radio
system and control equipment

4. Provide a consistent user 1. Develop & implement remote network access
interface methodol ogy

5. Improve system coverage and 1. Update City paging system

penetration 2. Utilize state-of -the-art commercial wireless data

(short term solution)

3. Design, acquire and implement new public-safety
wide area mobile data network (long term solution)

Upgrade and expand SCADA networks

Design, acquire and implement new City radio
system and control equipment

6. Improve communications technica support
capabilities

7. Enactment of asigna booster ordinance
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Objectives Initiatives
6. Providerdiable, public-safety- 1. Desgn, acquire and implement new digital
grade mobile data capacity to microwave backbone

Support |P-based gpplications 2. Develop & implement remote network access

methodol ogy

3. Utilize sate-of -the-art commercial wireless data
(short term solution)

4. Design, acquire and implement new public-safety
wide area mobile data network (long term solution)

5. Dedign, acquire and implement new CAD systems
& radio consoles

6. Improve communications technica support

capabilities
7. Address strategic requirements | 1. Design, acquire and implement new digital
of user departments microwave backbone

2. Utilize state-of -the-art commercia wireless data
(short term solution)

3. Design, acquire and implement new public-safety
wide area mobile data network (long term solution)

8. Reduce interference potential 1. Desgn, acquire and implement new digital
microwave backbone

Update City paging system

Utilize state-of -the-art commercial wireless data
(short term solution)

4. Design, acquire and implement new public-safety
wide area mobile data network (long term solution)

Upgrade and expand SCADA networks

Design, acquire and implement new City radio
system and control equipment

7. Improve communications technica support

capabilities
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Objectives Initiatives
9. Improve network reliability Desgn, acquire and implement new digital
microwave backbone
Update City paging system
Utilize state-of -the-art commercial wireless data
(short term solution)
Design, acquire and implement new public-safety
wide area mobile data network (long term solution)
Upgrade and expand SCADA networks
Design, acquire and implement new City radio
system and control equipment
Improve communications technica support
capabilities
10. Reduce costs of network Upgrade and expand SCADA network
operation and administration
11. Permit expansion of dynamic Design, acquire and implement new digital
dispatch and AVL applications microwave backbone
Utilize state-of -the-art commercial wireless data
(short term solution)
Design, acquire and implement new public-safety
wide area mobile data network (long term solution)
Design, acquire and implement new CAD systems
& radio consoles
12. Support Mobile 9-1-1 "Phase Design, acquire and implement new CAD systems
1" Automatic Location & radio consoles
Information
13. Improve flexibility and capacity
of radio system control tools
14. Provide interoperability
between Police and Fire/EMS
CAD systems
15. Replace space-restricted Station Convert existing Fire Comm Center to multi-
38 facility function Public Service Comn/3-1-1 call
16, Provide 3-1-1 call-taking center center/Public Safety training/facility
17. Provide back-up public safety
communications facilities
18. Provide public safety

communications training
fecility
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19.

20.

Objectives
Address law enforcement radio
tracking needs

Provide high capacity on-site
voice, dataand video
communications capacity for
events

1

Initiatives
Improve communications technical support

capabilities

21

Improve quality of end-user
communications training on a
City-wide basis, thereby
increasing the effectiveness and
productivity of the City's
investment in communications
infrastructure

Improve communications training capabilities

23.

. Provide more information at

time of initial dispatch

Decrease stress on first
responders, particularly on
overnight responses

Design, acquire and implement new fire station
alerting network and hardware
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6. Current Wireless Communications
Organizational Environment
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6.1 Overview

The vag mgority of the City's wirdess communications activities are directed by, or
coordinated through the Communications Divison (Divison) of the Information
Technology and Communications Department. No other City depatment maintains any
daff whose principd job function entails the management or maintenance of wirdess
communications infrastructure or  subscriber  equipment. There ae no changes
envisoned in this regard throughout the time scale covered by this plan.

6.2 Division Description

The Divison is pat of the Information Technology and Communications Department. It
provides wirdess communications services and support to the City of San Diego and
other governmenta agencies through its extensve microwave network, conventiona and
trunked two-way radio sysems, multiple-address and digital spread-spectrum SCADA
telemetry networks, Citywide paging network and a variety of mobile data networks.
The Dividon is respongble for initid design, implementation, and ongoing maintenance
of these sysems. Staff dso performs desgn, inddlation, and maintenance on a variety
of nontwirdess technologies, including audio didribution systems, video sysems and
overhead paging sysems. They aso oversee contracts for commercialy provided
wirdess sarvices, including cdlular tdephones and Cdlular Digitd Packet Data services
(CDPD), aswell as other smilar services.

The Communications Divison congsts of three primary operating groups:

1) Communications Management and Support; providing Divison
direction and planning, budget preparation/fiscd management, and
clerica support to the entire Divison.

2) Communications Engineering and Support Services, reviews
wirdess needs of City, provides sysem engineering and is primary
liason with Federd Communications Commisson for dl of the
City’sradio licenses.

3) Maintenance of Electronic and Communications Equipment;
provides daly monitoring of communications networks, performs
dl radio communication equipment inddlations (mobile and fixed
base), peforms regular preventive mantenance and repar or
coordinate repair of al devicesradios on ther networks including
remote data systems for SCADA use. Currently, it is estimated that
the Divison maintains over 34,300 wireless devices.

Page 53



City of San Diego
Wireless Communications Long Term Plan
Current Wireless Communications Organizational Environment

6.3 Expense Breakdown
. FY 01 FY 02 FY 03

Cost Categories Actual Actual Budgeted
Personnel $3,323,163 $3,581,703 $3,995,598
Non-Personnel $1,084,141 $1,009,528 1,052,826
TOTAL $ 4,407,305 $4,591,231 $ 5,048,424
Personnel as % of 75.4% 78% 79.1%
Tota

TABLE 1 - COMMUNICATIONS DIviSION PERSONNEL vVS. NON-PERSONNEL Cost CATEGORIES

Category Cost Per centage
Personnel $3,323,164 75.2
Miscellaneous 98,816 2.6
DPC (non-phone) 68,447 1.4
Utilities (non-phone)* 216,112 4.8
Teephone 37,584 0.9
Motive Equipment 127,782 2.9
Cdlular Teephone Related® 6,771 0.2
Parts/Sub-Assemblies 255,370 5.8
Outside Services 149,855 34
Training/Education 13,523 0.3
Non-Capital Outlay 29,709 0.7
Capitd Outlay 57,112 1.3
Master Lease (not radio stes) 23,059 0.5
TOTAL $ 4,407,305 100%
TABLE 2 - FY 00-01 Cost DETAIL BY CATEGORY
NOTES:

Note 1: The mgority of Divison cods are personne, which account for 75% to 80% of
the Divison totdl.

Note 2: Sgnificant incresse noted in utility costs from previous year (91% increase). This
gppears to be due to higher energy costs. All other categories and line items (except
cdlular telephone, see Note 3 beow) had either margina increase, or in some cases, a
dight reduction.

Note 3: Cogs involving cdl phones dso increased to $6,771 from Fisca Year 1999-2000
which is attributed to an increase of cdlular telephone use by the Divison.

Note 4: Detailed financid informetion for the current fiscal year was not available.
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6.4 Division Staffing

. . Budgeted for
Pogition Title FY 02 EY 2003

Account Clerk 1.00 1.00
Senior Management Andyst 1.00 1.00
Associate Communications Engineer 2.00 2.50
Senior Communications Engineer 1.00 1.00
Senior Communications Technician 1.00 1.00
Supervisor

Communications Technician 24.30 25.09
Communications Technician Supervisor 4.00 4.00
Equipment Technician | 4.54 4.29
Equipment Technician 11 1.00 1.00
Electronics Technician - 2.00
Payroll Specidist Il 1.00 1.00
Senior Communications Technician 7.00 7.00
Executive Secretary 0.01 0.01
Senior Clerk/Typist 1.00 1.00
Department Director 0.50 0.50
Deputy City Manager 0.01 0.01
Deputy Director 1.00 1.00
TOTAL EMPLOYEES (FTE) 50.36 53.40

TABLE 3 - PERSONNEL POSITIONS AND COST ALLOCATION FOR FY 2002 AND FY 2003

6.5 Facility and Network Ownership

The primary network infragtructure utilizes 20 remote Stes, dl locaied on City-owned
property in City-owned buildings and tower dructures, with the exception of Mount
Soledad, Black Mountain and Lyons Peak. Property is leased from the Navy on Mount
Soledad, Pecific Bel on Black Mountain, and the United States Department of
Agriculture on Lyons Pesk. All equipment is fully owned by the City. These three dtes
ae dl conddered essentid to the City’s wirdess network, and would continue to be
required in virtualy any concelvable new network design. These cods are contained in
the budget category “Outside Services'.

Facility Annual Lease Cost

Mount Soledad $31,047
Black Mountain $10,262
Encanto $3,000
Lyons Pesk $180
TOTAL $44,489

TABLE 4 - ANNUAL LEASE COST ESTIMATE FOR FY 2003
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6.6 Use of Leased Circuits

The City utilizes a number of commercidly-provided dedicated telephone circuits
commonly known as “leased lines” The City microwave network, snce its ingdlation,
has replaced many of these circuits. However; severd circuits remain (& minimum of
géght drcuits have been identified as being integrd to the City’'s wirdess network),
including severd paths to/from the City Operations Building (COB) for use by the Police
and Fre Depatments, Lifeguard Headquarters to/from Point Loma Wastewater
Treatment Plant for Lifeguard operations, Country Club Heights to/from Mount Soledad,
and Chollas toffrom Miramar for Environmenta Services radio support, etc. The cost to
operate leased lines depends on circuit type (dictated by use) and the distance/routing of
the circuts. These circuits cost between $ 45-120 per month per circuit. The City’'s
current use of these wirdess network related circuits is consdered essentia and each will
be reviewed for potentid replacement by a fixed wirdess link or microwave path, if ©st
effective, in future phases of the Strategic planning process.

The City adso employs severd other leased lines (gpproximately 30) for distribution of
City Council medting audio. A dgnificant did-access modem pool for to the Citywide
paging system aso exists. These cogts are contained in the budget category “ Telephone’.

6.7 Cost Allocation

The mgority of the expenses related to specific radio systems, engineering projects, and
direct mantenance time (such as those reating to the Metropolitan Wastewater
Depatment SCADA system) contained in the Depatment’s budget are subsequently
alocated to the appropriate City department.

6.8 Cost/Benefit

The fdlowing andyds shows that the Information Technology & Communications

Depatment’'s internd  operations are quite cod-effective when compared to the
dterndive of usng externa vendors.

Although there may be other scenarios that show an outsource advantage, the cost issue is
aguably secondary when conddering the highly life-safety-sendgtive naiure of many of
the sysems supported by the Divison. Hence, the use of outsde vendors and
commercidly provided networks would need to be carefully weighed againg the City's
need to maintain primary operationa control and accountability for their performance.

The table below provides a rough edtimate of the cost to outsource the City's wirdess
systems support, based on recent vendor pricing.
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Typical Unit Monthly Total Annualized

Equipment Type Quantity

Maintenance Cost Cost

AVL 288 $20 $69,120
Cdlular Phones 2,170 15 39,060
Fixed Equipment 1,309 45 706,860
MDT's 786 55 518,760
LaptopsMDC's 1,500 75 1,350,000
Mobile Radios 5172 10.5 651,672
Microwave Equipment 322 110 425,040
Pagers 6,123 15 110,214
PA/Sirens 1,960 20 470,400
Portable Radios 7,972 10.5 1,004,472
Other/Misc. Equipment 6,727 10 807,240
Total Cost Before Admin. $6,152,838

Table 5 - Rough Estimated Costs of Outsourcing Wireless System Maintenance

As the above quoted costs do not provide for the costs of system adminidration,
engineering and management that would be required regardless whether or not service
was outsourced, it is quite clear that the Communications Divison provides cogt-effective
service to the City at avery favorable cost compared to typica outside vendor pricing.

6.9 Accountability and Fiscal Compliance

Higoricdly, the Divison's cost control and fiscad compliance has been very good.
Expenses have been cons stently within budget.

The Communications Divison is not only fiscdly accountable to the City and City
Council, but it is dso accountable to the various departments that utilize the wirdess
networks they provide (their internd customers). During user and department interviews,
al supported departments, agencies and end users were very satidfied with the Divison's
service and basic system performance.

6.10 Governance Framework

Governance is the inditutiondization of a process that guides how individuas and groups
cooperate to manage technology. It provides a framework for making wirdess
communications decisons. The overal objective and role of technology governance is to
ensure that the City’s technology resources are targeted a and deliver maximum business
vaue.
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The management practices utilized by the City for Informaion Technology (as a whole)

and Wirdess Communications (as a subset) are exact oppodtes of each other. Where

esch depatment is largdy independent in many respects in Information Technology

issues, the City's wirdess communications services are managed in ther essentid entirety
by the Communications Divison.

This centrdization mandates a srong cusomer focus on the pat of Communications

Divison management to ensure the diverse needs of the various City depatments are
properly addressed.

To help Communications Divison management maintan communications with the end-
user departments, the "Wireless Technology Group" has been established as a part of the
ovedl City IT governance framework. This group's misson is to review wirdess
initiatives and ensure proper aignment with departmenta needs and genera City gods.

Project management issues will generdly be addressed within Communications Divison,
with assistance as required from the City Project Management Office.
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7. Current Wireless Communications
Technical Environment
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7.1 Existing System Overview

7.1.1 Citywide Trunked Radio System

7111 Genera

The primary City radio sysem is a 19-Channd Motorola Smartnet 1l Trunked Radio
Sygem, utilizing andog tranamisson on frequencies in the 800 MHz band. This system
was initidly acquired in October 1990, and firgt placed into service in September 1992

The system services over 16,400 radios among 24 user departments and externd user
groups, and hosts over 385 takgroups, or virtual channels, on the sysem. Of these
radios, gpproximately 8,300 are in direct use by City Departments and contract users.
The balance are employed for interoperability, and inter-agency communications.

The system operatesin smulcast transmit mode from seven sites. These Stesare:

Black Mountain

City Adminidration Building
Cowles Mountain

Encanto

Mt. Soledad

San Ysdro

Whitman Ranch (North City Site)

All 19 channds are in use a dl dtes, with the exception of the North City Site, where
only 7 dannds ae in use. No recave-only stes are currently employed. The prime Ste,
home of the system's centrd controller, is located a Police Headquarters adjacent to the
Digpatch Center.

This sysdem sarves as the primary public safety radio communications sysem for the
City, saving both Police and Fire & Life Safety Servicess  Severd other City
departments depend on the system, including:

Water

Metropolitan Wastewater

Park & Recredtion (Park Rangers & Beach Maintenance Only)
Information Technology & Communications

Development Services— Building Ingpection Divison
Neighborhood Code Compliance

A number of externa agencies dso contract with the City to use this sysem as ther
primary radio communications sysem. Theseinclude:
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San Diego Unified School Didtrict (SDUSD)
San Diego Community College Didrict Police
City of Poway Fire Department

San Diego Medica Services Enterprise

7.1.1.2 System Technology

Many of the key components of the syssem are now technologically obsolete. However,
as of this writing, mog critical dements are 4ill avalable from Motorola, and the system
is dill fully supported by them. Motorola has not announced so-cdled “end-of-life’
plans for the andog Smartnet Il technology used in the system, so it cannot be predicted
with any accuracy when support of the existing system islikely to become problemétic.

7.1.1.3 System Capacity and Traffic

Despite the high number of usars per channd, the sydem treffic leves ae not
unressonable. Federd  Communication Commission regulations provide for a loading
gandard per channd for trunked radio systems of 100 users per channd. The City's
system has over 415 primary users per channel, by comparison.

Despite these high levels of users per channel, the system provides good service. In 2001
(the most recent year for which data is available), the system carried over 35,590 hours of
traffic, while only being completey busy for a totd of 3 hours and 7 minutes. On the
gystem's peek traffic day, the system carried 1255 hours of traffic, while only being busy
for 7 minutes and 36 seconds. This is a blockage rate of 0.017%, a very high leve of
sarvice indeed. For comparison, an E-911 system is designed for 0.1% blockage, the
Public Switched Telephone Network is desgned for 1% blockage, and most public
wireless telephone networks are designed for 5% blockage. This higher rate for the City's
gydem is fully judified by the routindy life-safety-sendtive naure  of  the
communications it carries.

This figure represents only tota system channd blockage, and not individud takgroup
activity. For example, the Police “INQUIRY” takgroup is quite active, and is often tied
up with severd officers waiting to make inquiries, however, this limitation is imposed by
the number of operators avalable for the task and the number of officers sharing the
talkgroup, not radio system capacity. Further, the sysem may be unable to process every
cal atempted during pesk hours due to system processor capacity. While objective data
does not support this concern, some observers suggest that the cepacity of the older
technology main system processor in use by the City may not be high enough to keep
some cdls from getting “lost”. This is generdly not a mgor problem, as the user need
only re-key and will likely be able to tak with only a second or two of delay. This does,
however, point up a concern for the long-term capability of the system to support
additiond traffic (by adding frequencies) or improve system coverage (by adding Stes) as
ether action will only add workload to the main processor.
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Further, many of the perceived delays reported in the end-user interviews are due to a
large number of usars utilizing a sngle takgroup, causng a “busy channd” and ddaying
a usy’s ahility to place a time-sengtive cdl. While this problem can be easly addressed
by dividing up user communities into additiona takgroups, the issue then arises
(especidly for police) of users needing to scan multiple takgroups to receive dl of the
traffic they need to hear to properly respond to incidentsin their areas.

While this figure represents that the system provides a high level of service under normd
operating conditions, it also raises concerns about the system's ability to perform (from a
traffic perspective) in the event of a large-scae, City-wide emergency. The system does
provide priority access for public safety, maximizing their ability to obtain quick channd
access during busy periods.

7.1.1.4 System Coverage

The topography of the City of San Diego is some of the most chdlenging in the world to
cover successfully with any radio technology. These coverage difficulties led to San
Diego being the fira large city in the U.S. with extendve cable TV penetration, decades
before most other major cities.

When the sysem was origindly planned in the late 1980's, Communicetions Divison
undertook a careful desgn process in conjunction with the system's manufacturer,
Motorola, to ensure the system would provide reasonable coverage insde of ordinary
structures. Extensve tesing by the Communications Divison verified that the system
coverage met the agreed-upon standards prior to acceptance. However since the system’'s
implementation in 1991, the City has experienced many changes in its agppearance
through its rapid growth and congruction projects. This combined with subgstantia
growth in other nearby 800 MHz radio sysems has changed the effectiveness of the
system today.

These factors have combined to degrade the overdl in-building coverage rdiability of the
gystem, a circumgtance that can only be successfully addressed in the long term through
the addition of Stes.

Aress of reported coverage concerns in outdoor areas include the following:

. Monument Road south of Vista Del Estero aong the border fence
and in the canyons

. Otay Mesa: Spring Canyon, Dillon’s Trail west of the following
streets, Sempre Viva Road, Cactus Court

. CdleDeLinea

. Thefoot of Ladera Street south to the end of Point Loma

. The vicinity of Fire Station 33 and dong the immediate area east
of I-15
. Sorrento Valey
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. San Pasgud Valley

. North sde of Misson Vadley

. East County areas East of El Cgjon
. Sunset Cliffs

. Torrey Pines City Beach

. From La Jolla Cove south, the smdl cove aress, close to the cliffs

. Cove pockets on the beach and by the dliffs from Boomer to North
Bird Rock

. Marine Beach and Windansea Beach

. Ducting effects around the Children’s Pool Lifeguard Station

The sysem dso provides magind coverage indde many large buildings, and poor
coverage in mogt high-rises, it is infeasble to desgn a sysem that guarantees good
coverage in such dructures. Many below-grade areas, canyons and arroyos are aso
problematic, due largely to the same issues previoudy discussed.

7.1.2 Mobile Data Network

7.1.2.1 System Description

The City operates a Mohile Data Network for public safety operations. At the time the
system was purchased, it represented the absolute state-of-the-art, highest-performance
mobile data system avalable. However, Motorola, the system's manufacturer, has since
discontinued support for the technology in use by the City. This sysem provides
termind-type access for Police and FiredEMS personnd to information in the Computer-
Assisted Digpatch systems operated by the City. Police personnd are dso provided with
field access to a variety of law enforcement databases accessble through ARJS, the
Automated Regiond Judtice Information Sysem. These devices are terminds only; they
have no internal processing capability whatsoever.

7.1.2.2 System Technology

The exiging City-owned Mobile Data Network utilizes a now-obsolete Motorola
proprietary system architecture operating a 4800 bits per second in the 800 MHz band.

This system utilizes 7 base dations, each operating on a discrete frequency. These base
stations are located on the following Stes

Black Mountain

City Adminigration Building
Cowles Mountain

Encanto

Mt. Soledad

San Ysdro

Whitman Ranch (North City Site)
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As mobile units move about, they automatically change radio frequencies and seek the best
sgna as they move between Site coverage aress, or as traffic gets too high on a given
channdl.

7.1.2.3 SystemUse

There are approximately 850 mobile devices operating on this network. It services the Police
Department and the Fire & Life Safety Services Department (F&LSS). No other City
departments utilize the system. Traffic is heavy, and users report frequent transmission
ddays. This is annoying to police officers running a license plate, but is highly problematic
for Fire and Life Safety Services. The Fire & Life Safety Services Department utilizes the
system to transport Automatic Vehicle Location (AVL) information. With this information
being used to make dynamic dispaich decisons regarding what unit to dispatch on a cdl,
these delays could place lives at risk. These delays may contribute to dynamic dispatch
processing delays reported by Fire Communications personndl. If this system were to fall
completely for any reason, F& LSS would lose their capability to dynamically dispatch.

At the time the system was nitidly designed and bid, the system serviced only the Police
Department. F&LSS users were subsequently added. Finaly, the network was used to carry
F&LSS AVL transmissions needed to enable dynamic dispatch. Due to a lack of available
spectrum in Southern Cdlifornia, it was not possble to add frequencies to support this
additiona traffic. When the growth of the community and increased demand for services are
factored in, it is clear why system performance has degraded to its current level.

7.1.2.4 System Coverage

The system is intended to provide vehicle-based coverage of the entire City. While this is a
far easier task than providing portable radio coverage, dead spots il exist.

Reported areas of margina coverage include the following:

. Otay Mesa: Spring Canyon, Dillon’s Trail west of the following streets;
Siempre Viva Road, Cactus Court

. The vicinity of Fire Station 33 and along the immediate area east of -15

. Sorrento Valley

. San Pasqud Valley

. East County areas East of El Cajon

7.1.2.5 Areasof Known Concern

These devices are no longer manufactured or even supported by Motorola. Parts are no
longer available from Motorola, as well. The City has been forced to acquire components in
the secondary market to keep this system running. This effort has been successful to date, but
there is no guarantee of ongoing success.
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7.1.3 VHF Radio Sysems

7.1.3.1 System Description

The City of San Diego's VHF high band radio sysems, a one time the City's primary
mobile communications resource, is dill quite extensve.  Although the mgority of the
users have migrated to the 800 MHz trunked system, these VHF systems continue to
provide highly dependable service despite equipment that is quite old. Condging of
multiple mountain-top and close-in radio dtes and a large number of mobile’hand-held
radios, the system dill supports many City departments including Trangportation, Water,
Environmentd Services, Generd Services, Park and Recreation (except Park Rangers and
Beach Maintenance, who are on the Trunked System), Library, F&LSS, and Police.
F&LSS and Police Depatment now utilize VHF dmost exclusvely for mutud ad
operations.

The primary remote dtes for the 800 MHz trunked radio system aso use a smplex VHF
frequency to override the trunked radio system’s controller and provide 800 MHz users
backup operation in the event of amgor systlem failure.

7.1.3.2 System Technology

The radio sysem consds of a wide variety of equipment manufacturers and age. Unlike
trunked radio sysems, the technology utilized in this sysem (and most VHF high band
radio systems) has not changed rapidly. Older radios can continue to function properly
for many years with proper maintenance, athough some components are no longer
manufactured.

7.1.3.3 SystemUse

F&LSS operates four smplex VHF frequencies. Two frequencies were previoudy used
as digpaich and tacticd channds and are currently used for fire ground and mutua ad.
The Governor's Office of Emergency Services (OES) sponsors a statewide VHF simplex
mutud ad channe known by mogt fire fighters as the “White Channd.” White 1 is the
key communications dement of the Fire Mutua Aid Plan, and is used to coordinate fire
equipment that has responded from other fire agencies. This frequency is often the only
mutud ad channd avalable, paticulally if the responding fire unit was from outsde of
the county, or is from an agency that operates primarily in the VHF range, such as the
Cdifornia Department of Forestry, the United States Forest Service, or the United States
Bureau of Land Management. A fourth frequency is a countywide smplex mutud ad
channd known within the county as “Red.” These smplex frequencies can be “patched”
or connected directly with into the City’s 800 MHz trunked radio system as required.
F&LSS maintans VHF radios for mutuad ad purposes in al suppresson and supervison
vehicles for mutuad ad purposes in  keeping with daewide FIRESCOPE
communications recommendations.
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The Police Department mainly uses only one VHF high-band frequency. Known as the
Cdifornia Law Enforcement Mutua Aid Radio Sysem (CLEMARS), CLEMARS is
esentidly the law enforcement verson of Fre White 1. This channd is currently the
only tool immediatdly avalable to permit City officers and operaions to communicate
directly with the Cdifornia Highway Petrol. VHF radios are ill ingdled in supervisors
and K-9 units, but are no longer ingtdled in the mgority of Police vehicles,

The remaining users of the VHF high band radio system use the various frequencies for
basc dispaiching and operaions within ther departments. Street  Divison and
Environmental Services Depatment operate separate repeaters while the Highway
Maintenance operates on one smplex channd. The smplex Locd Government channd is
used by for Park & Recrestion, Library, and Generd Services Departments.

7.1.3.4 System Coverage

Congdting of five primary radio dtes (recelve and tranamit), five receive-only stes, and
one back-up dte, the system provides excelent City coverage for both mobiles and
portables.

The primary dtes are Lyons Peak, Mount Soledad, San Yddro View Pak, Mount
Woodson, and the City Operations Building (COB). The receive-only sStes are Black
Mountain, City Adminigratiion Building (CAB), Encanto Communications Site, Cowles
Mountain, Country Club Heghts, and Point Loma (Point Loma includes CLEMARS

tranamit capability).

The Chollas Operations Station, Stuated on a 420-foot ridge centrally located within the
City, houses additional VHF receivers, and back-up high band tranamitters. This dte
sarves as the system’ s hub.

The Fire Communications Center aso houses backup transmitters and receivers.
7.1.3.5 Areasof Known Concern

Since much of the tarain in San Diego condggts of rolling hills and valeys interlaced with
shap canyons, the nature of VHF propagation often provides better coverage in these
areas than 800 MHz. In fact, the portable coverage at VHF has far fewer dead zones and
week spots that the 800 MHz system. At the time the City implemented its trunked
system, FCC regulations dd not permit the use of trunking a VHF frequencies, nor were
adequate frequencies available to expand the capacity of the sysem. The move to 800
MHz was effectively mandated, both by FCC rules and the availability of spectrum.
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7.1.4 Paging Sysem

7.1.4.1 System Description

The City operates a large, high-capacity, wide-area radio paging sysem. The City
Paging System is a key drategic tool for Fire and EMS operations that has been
embraced by many City operations. Ther foremost need is for a paging system thet will
vey quickly notify recipients of messages with a high degree of dependability. This
requirement for dependability is the reason commercid paging services cannot meet the
needs of F&LSS.  Thus, the City will need to continue to provide this service for the
foreseeable future. Once the infrastructure has been established, the incrementa cost of
adding an additiond user to the paging system is very low indeed -- essentidly the cost of
the pager and a few minutes of gaff time to program it into the paging sydem. Given
these facts, it is likdy that the City will reasonably continue to provide the bulk of its
own paging sarvices long into the future.  The system operates in the 150 MHz frequency
range. There are over 6,000 pagers currently operating on the system.

7.1.4.2 System Technology

The sysgem utilizes Golay Sequentid Code (GSC) dgnding, which transmits pager
addresses, or cap codes, at 300 baud, and message data at 600 baud. This technology was
developed in the late 1970's and was first implemented in the early 1980's.

To improve trangmisson time and ensure Smultaneous reception of emergency dispatch
pages, Fire and Life Safety Services utilize the “Carbon Copy” feature of the GSC
protocol. This feature provides for transmisson of the same message to up to 16 pagers
a once without repegting the message information, conserving artime, and permitting
the quick delivery of emergency pagesto al involved parties Smultaneoudly.

For comparison, a digpatch page sent in a traditiond sequentid fashion would take as
long as 72 seconds to reach 16 parties;, with Carbon Copy, it only takes 12 seconds to
reech dl 16 parties or only one-sxth the time It is cdear from this performance
difference that this cgpability (or something comparable) must be retained in any system
upgrade.

The Golay technology is no longer supported by its creastor, Motorola, and the paging
equipment industry no longer manufactures pagers which can operate with this format.
When replacements are required, the City has no dternative but to purchase
reconditioned pagers in the secondary marketplace. The City has had success in locating
and procuring used GSC pagersto date.

7.1.4.3 SystemUse

The City Paging System is seen by the Fire and Life Safety Services Department as a key
dispatch notification system. It serves as a hot-backup in the event of transmisson issues
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with the landline-based dation derting system, and as a primary notification when units
are in the fidd. The sysem is adso avalable for use by other City departments, with
limitations to preserve system capacity and throughput for Fire operations.

7.1.4.4 System Coverage

This sysem, fird implemented in 1986, utilizes a centrd paging termind connected
(currently) to four transmitters, located a Mt. Woodson, Lyons Peak, Mt. Soledad, and
the City Adminigration Building. Additiond tranamitter Stes are envisoned for the near
future. Potential locations include Cowles Mountain, Lake San Marcos, and San Ysdro,
aswd| as other Sites.

7.1.45 Areasof Known Concern

There have been some concerns expressed regarding coverage in certain  buildings,
particularly penetration into some hospital aress. A generd desire dso exists to enhance
coverage into Northern and Eastern San Diego County, to enable the system to reach
more off-duty personnel.

Given the older technology in use, these pagers are not the very smal devices typicaly
seen in today's market. This actualy places the devices at increased risk of damage,
because the device's greater Sze makes it easier to catch the device on passing objects or
people, and didodge the pager from the wearer's belt.

Smilaly, the City's paging termind, the device that is the hub of the paging network, is
no longer manufactured. This is a criticd sngle-point-of-failure for the entire network,
as it controls dl paging activity. A backup termind is currently inddled as hot-standby
unit, and would be utilized in the event of the fallure of the primary device,

7.1.5 Digitd Microwave and Fiber Network

7.1.5.1 Digital Point-to-Point Microwave

The City’s microwave network supports public safety and public service data and radio
communication sysems. This high-speed network is divided into two basic loops and a
series of short hop spurs. Each loop is designed to operate at DS-3 capacity of 45 Mbl/s
(equivdent to 28 DS-1 or T-1 1.544 MbJ/s circuits). The loops are identified as the Public
Service Loop and the Public Safety Loop with the Chollas Public Service Disgpatch
Center currently acting as a common centrd hub. Each loop is protected at the DS-1
leve, which provides the required redundancy in the event of alink falure,

The Public Safety Loop largely utilizes Haris Modd Number DVM6-45 radios and
Semens multiplexers located & the following facilities:
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Chollas

San Ysdro View Park
Encanto

Mount Soledad

Black Mountain
CowlesMountain

Police Headquarters

Fire Dispatch Center

San Diego Wild Animd Park

All but one of these paths operates in the 6 GHz frequency band. The remaining path
operates on 18 GHz Motorola radios. This loop adso has five microwave spurs, which
provide communications with the following Sites:

Fire Station 38/Black Mountain,

Black Mountain/Wild Anima Park,

Wild Animd Park/North City Site (Whitman Ranch),
City Adminigration Building/Police Headquarters.

The spurs use Motorola 6 or 18 GHz radios with 4 X DS-1 circuit capacity, with the
exception of CAB/Palice Headquarters which has DS-3 capacity.

The Public Service Loop coversthefollowing Sites

Mount Woodson
Point Loma
Lyons Peak
Chollas

This loop primarily operates on Alcatedd Mode MDR 4000 series radios and multiplexers.
Fire Station 21 is conddered a spur on the Public Service Loop, utilizing Motorola 18
GHz radios and multiplexers at four X DS-1 bandwidth capacity.

All of these microwave systems use the same type channd bank, Siemens Model Number
9004 PCM series or equivalent.

This sysem provides the necessary linkage between radio dtes, dispaich centers and
other City owned facilities supporting the City's VHF radio system, 800 MHz trunked
radio system, 800 MHz mobile data termind radio network, and Water's SCADA radio
system.

The sysem dso caries traffic for the San Diego Metropolitan Trangt Authority between
Point Lomaand Mount Woodson.
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All City-owned microwave sysems are operating within equipment design specifications.
However, the Public Safety Loop is near capacity, with only one spare F1 link avalable.
Any expanson of the City’s public safety communicetions sysem will require additiond
microwave capacity.

The Haris radios were manufacture-discontinued effective  January 31,  2000.
Maintenance support will be avalable from Harris until January 31, 2010, subject to the
avalability of parts.

Motorola no longer manufactures microwave radios, these products were sold to Tadiran
in the mid-90s, and are no longer manufactured. Forma parts support for these products
has aso been discontinued.

Alcatd has dso placed the radios owned by the City in a “Maintenance Only” datus,
parts support is scheduled to be terminated in 2005.

The Semens channd banks are smilarly obsolete. These transmission products were
sold by Semens in June 2001 to Link America, a Texas firm specidizing in “end-of-
product-life’ technologies.

7.1.5.2 Fiber Network

The City currently operates severd high-capacity fiber optic cable paths. These operate
between the following locations. The Depatment responsble for them is liged in
parentheses:

City Operations Building and City Administration Building
8 Multi-Mode Fibers, Linusea DS-3 (IT&C)

Police Headquartersand Maintenance Control Center
8 Sngle-Mode Fibers, Linuse at DS-3 (IT&C)

Point Loma Wastewater Treatment Plant and Sunset Cliffs Bridge

24 Sngle-Mode Fibers. This cable is dedicated to the Department's
COMNET control sysems network (including dudge pipdine vave
control). Two dstrands are provided to SDDPC for City SANNET
connectivity. (MWWD)

Sunset Cliffs Bridge and Metro Biosolids Center (MBC)

Continuation of previous 24-grand, Single-Mode cable, plus an additiond
8-drand, Single-Mode cable that connects to the find dudge pipeline
vave vault before reaching MBC. The separate cable is dedicated to
dudge pipeine vave control. The man cable 4ill provides 2 drands to
SDDPC for SANNET. (MWWD)
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MBC and North City Water Reclamation Plant

24-grand, Single-Mode cable. This cable is dedicated to the Department's
COMNET control systems network only. No other users are on this cable.
(MWWD)

MBC and Metro Operations Center (MOC)

24-grand, Single-Mode cable. This cable is dedicated to the Department's
COMNET control systems network. Two strands are provided to SDDPC
for City SANNET connectivity. This cable provides the backbone high-
gpeed connection from Point Loma to MOC, where MWWD's centrd
network hub is located. (MWWD)

The Semens transmisson equipment in use on the IT&C-owned cables is aso obsolete;
its continued support was dso transferred to Link America.

The Metropolitan Wastewater Department has now adopted the practice of ingdling dark
fiber optic cable when it ingdls new wastewater lines, the Water Department has not yet
done the same, but is consdering doing so.

716 SCADA

The City of San Diego operates two fully independent wirdess Supervisory Control and
Data Acquisition (SCADA) networks.

7.1.6.1 Water Department

The firg network was ingdled in 1997, shortly after the budget was approved for the
Waer Depatment.  This network was designed around five primary mountaintop
locations (Cowles, Black Mountain, Mount Woodson, Mount Soledad, and San Ysdro
View Pak). Recently additiond sysems were inddled on Encanto and the City
Adminigration Building to improve downtown coverage. Each dte employs a Multiple
Address Sysem (MAS) mader radio, which communicate to the Remote Termind Units
(RTU) inthefied.

This sysem utilizes separate licensed frequency pars a each gdte for a tota of 14
frequencies.  The origind frequencies for the initid five-dte system are 952/928 MHz
MAS pairs, which were obtained in 1994. The last two stes use 941/932 MHz (shared
dlocaion) pars. Data from these dtes are routed through the City's digitd microwave
network, and then through a dedicated leased line to the Water Department’s central
SCADA magter complex.

The Water Depatment's SCADA network currently monitors functions and data from
severd hundred locations and has the capability to control some equipment a severd
remote facilities. Daa acquistion of fidd data (water levels, water pressure, water flow
rates, vave pogtions, efc), darms (mdfunctioning equipment, extreme temperatures,
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water level s#t-points, intrusion, etc.), and historic trends are performed a the centra
SCADA master complex located at the Alvarado Water Treatment facility.

The centrd SCADA unit conggs of two Channe Service Units and Data Service Units
(CU/DV) that communicate to the Chollas microwave facility through an Advanced
Digitd Network (ADN) dedicated circuit from Pecific Bdl.  Chollas utilizes a
complementary CSU/DSU with a Time Divison Multiplexer (TDM) which converts the
daa into five separate serid data links which connect through the City’'s microwave
system (through both the public service and public safety loops) to the appropriste MAS
measter radio.

The Water Depatment, with the asssance of their consultant, EMA, is planning on
expanding the SCADA sysem by both wirdess and fiber-based connections. The
recommended expanson requires additiond new microwave inddlations, which will
condg mogly of short-hop spurs to specific Water Depatment dtes, as wel as
ggnificant reinforcement of the existing microwave backbone capacity to cary the traffic
from the new spurs.

7.1.6.2 Metropolitan Wastewater Department (MWWD)

A scond SCADA nework was laer inddled for the Metropolitan Wastewater
Depatment (MWWD). Since a the time the sysem was being implemented the City
was unable to acquire licensed MAS frequencies, this network currently utilizes non
licensed 900 MHz digita spread-spectrum (DSS) technology.

Smilar to the Water Depatment SCADA sysem, this network uses mountaintop
locations for their madter radios. There are Sx magter stes including: Cowles Mountain,
San Ysidro View Park, Mount Woodson, Country Club Heights (near Mt. Soledad)?,
Point Loma (City radio Ste, not the trestment plant), and Black Mountain on five DSS
zones. However, unlike Water's SCADA Network, the data from each ste directly feeds
MWWD’s Metropolitan Operations Center 11 (MOC2), and does not utilize the City’s
microwave system for backhaul.

MWWD, with the assgance of the Communications Divison, is in the process of
expanding the network to include severa more RTU locations. The primary system can
eadly be expanded snce it has provisons for eight DSS zones with only five zones
currently being utilized (Cowles and San Ysdro share one zone). Additiond hardware
would be required a MOC2 if additiona DSS zones were to be employed.

While this technology has worked wel so far, it is likdy it will become increesngy
problematic in the future, especidly for longer pahs. This is due to the rapidly
increasing number of usersingaling these smple, low-cog, license-free connections.

2 This sitewas originally constructed on Mt. Soledad. It was recently re-located to the Country Club Heights location,
dueto the high level of radio frequency noise associated with the many other radio userslocated at Mt. Soledad. This
“high noise floor” degraded the reliability of communications below an acceptable point.
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Communicetions Divison has recently obtained sx 941/932 MHz frequency pairs for
MWWD, and intends to begin migration to these licensed pairs to mantan sysem
dependabiility in the near future.

Communications Divison not only engnered and inddled dl communications
equipment for both of these wirdess SCADA networks (primary dtes and dl fidd
RTUs), they dso continue to monitor operationd status and provide maintenance on a
daly basis.

7.1.7 Point Loma Trunked Radio System

7.1.7.1 System Description

The Point Loma Wastewater Treatment Plant is located on the west sde of the Point
Loma peninsula. The location is effectively blocked from most land based radio traffic
including most cdlular and pager sysems. The City’s 800 MHz trunked radio system is
aso nonoperationa at this location. The Point Loma trunked radio system was nddled
to provide radio coverage for loca wastewater treatment plant traffic as wel as to
provide limited access (links are only provided on cetan MWWD takgroups) to the
Citywide Trunked Radio System.

7.1.7.2 System Technology

The trunked radio system is a five-frequency Motorola SmartWorks sysem using five
Motorola Quantar 800 MHz radios. The system links to the City's Point Loma Radio
Site facility via four UHF frequency pars. Four Motorola 800 MHz Spectra radios
(antennas are ether dummy loads or megnetic mounted quarter-wave antennas indde the
radio vault), each st to a different Point Loma takgroup, are coupled to a Generd
Electric Phoenix UHF transcelver. At the Point Loma Radio Ste, these four links are
coupled to four MWWD takgroups on the main Citywide 800 MHz Trunked Radio
Sysem.

At five key locetions in the plant requiring sysem control handset-style remote control
units are deployed. These are connected by in-plant cable to Spectra control stations co-
located with the other system equipment to provide system control.

The Point Loma Lifeguard 800 MHz conventiona repesater is dso located in the plant’s
radio vault.

7.1.7.3 SystemUse

The trunked radio system has eight primary takgroups supporting the plant’s operations.

Most of the sysems activity is on ther loca operations channd known as “ComC’,
which isther central control facility located at the Metropolitan Operations Complex.
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There has not been any problem reported of system “busies’ or other channe crowding
iSSues.

7.1.7.4 System Coverage

The plant occupies 40 acres of land. The operaing dructures are large, mosily
subterranean concrete-lined tunnels.  The radio vault is located in the warehouse facility,
essentidly in the center of the plant. The 800 MHz trunked radio system uses separate

receive and transmit 3dB gain omni-directiona antennas mounted on a 30-foot pole. The
system’ s coverage was reported to be adequate around the plant itsdlf.

Coverage is extended into the plant's extensve network of pipe gdleries with a bi-
directiond amplifier located a one of the tunnd’s entrances. This feeds a “lesky coax”
digtribution system that distributes the sgnd throughout the gdleries.

7.1.7.5 Areasof Known Concern

The exiging sysem will continue to support the plant’'s operations for many years to
come even if gaffing or facility requirements are increased.

Due to the dements, a higher levd of preventive maintenance is required for outdoor
equipment & thisSte.

7.1.8 Radio Digpatch Centers

The City operates a number of digpaich facilities for the control of its fidd forces. These
are listed and described below:

7.1.8.1 Police Dispatch

The City Police Communications Facility is located in Police Headquarters a 16" &
Broadway Streets near Downtown. It operates in purpose-built dedicated space in a
multi-gory, multi-function building constructed to Essentid Fecilities Act sandards.  The
facility is operated on a 24-hour bass, and is the City's Primary Public Safety Answering
Point (PSAP).

The fadlity is equipped with 32 telephone call-taking postions, and 12 radio control
positions. Three of the radio control postions service lead dispatchers. The 91-1 cdl-
taking podtions are PEl Vesta, behind a Nortd Networks Meridian 1 Option 61C fully
redundant PBX. Radio controls are Centracom |1+ CRT-type workstations. All cdls are
recorded, however some rdiability issues have been experienced of lae with the
recording systems, originaly purchased in 1996.
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The facility has a totd doaff of goproximatey 180, 140 of whom are communicators.
Normd shift gaffing is 9 radio operators on al shifts and from 10 to 25 cal takers
depending on the time of day, and the day of the week.

A Litton PRC CAD system supports the operation. Each cdl taker and radio postion is
equipped with CAD capability. Radio postions have full law enforcement data base
access.

If the facility were to become unavailable for any reason, backup services are ogtensibly
provided a the City Emergency Operations Center, though few services are in fact
edablished a that location. The 9-1-1 backup agency is the San Diego Sheiff's
Department, dthough no facilities exist there to communicate with San Diego City units.

7.1.8.2 FireDispatch

The City Fre Communications Center is located in Kearny Villa a a purpose-built
dedicated two-story facility condructed to Essentid Facilities Act sandards.  The facility
is operated on a 24-hour bass. It isconsidered a secondary PSAP.

The fadility is equipped with 7 cdl-taking positions, and 9 radio control postions. The 9
1-1 cdl-taking postions are PEl Vesta, behind a Nortel Networks Meridian 1 Option 61C
fully redundant PBX. Radio controls are Centracom I+ CRT-type worksations. All
cdls are recorded, however some reliability issues lave been experienced of late with the
recording systems, originaly purchased in 1996.

Tota daffing of the facility is currently 47: 32 communicators, 8 sysem datus
controllers, 4 supervisors and three captains. There are plans to civilianize this operation
in the near future.

A TriTech CAD system supports the operation. Each cal taker and radio postion is
equipped with CAD capability. The CAD provides data to dynamicdly dispatch units
(dynamic dispaiching means that the physcaly cosest avalable unit, as determined by
an AVL system, is digpaiched to each cdl).

If the facility were to become unavailable for any reason, the EOC located in Downtown
would become the dedtindtion facility. This facility has no computer service provisons
of any kind, and al digpatch operations would revert to completely manual.

7.1.8.3 SDMSE Digpatch

The San Diego Medica Services Enterprise Dispatch Facility is co-located with the Fire
Communications Center, but is located on the ground floor of the facility in a separate area
from the FCC. This facility addresses non-emergency EMS operations communications
requirements, such as inter-facility transports, Basic Life Support (BLS) incidents,
wheelchair transports and the like.
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It is staffed by Rurd/Metro employees. There are 17 total employees;, 1 manager, 2
supervisors, and 14 call takers/radio operators. There are 9 operating positions; 6 are used by
cal takers, 2 are for radio, and one for the supervisor. An additional radio postion will be
added if cal volume continues to increase. The telephones used in this center are Nortel
Networks 2616-type sets served by the previoudy referenced Nortel Option 61 C; the facility
is not considered a PSAP, and does not have 91-1 equipment per se. The radio controls are
provided by Motorola Spectra Control Stations, rather than by consoles.

This facility is served by the same TriTech CAD system that serves the FCC. However, the
same dynamic dispatch procedures are not followed. MDT/AVL units are not currently
ingtaled on BLS units as they cannot be purchased anymore, and their use has been restricted
to ALS and Fire equipment. SDMSE would like to indtitute the same dynamic dispatch
procedure, but doing so would require the implementation of an dternate MDT/AVL
technology. If dternate communications technology were available, ALS and BLS units
would be identically equipped.

If the facility were to become unavailable, the same emergency procedures in use by the Fire
Communicetions Center would be followed.

7.1.8.4 Lifeguard Dispatch

Lifeguard dispatch operations are based at Lifeguard Headquarters, located at Quivera Basin
in the Mission Bay area. Thisfacility is operated on a 24-hour basis.

No dedicated employees provide communications services, the postion is rotated among the
more senior lifeguards on a daily basis, and shifts (with the exception of graveyard) are short.

The facility is equipped with a single Motorola Centracom Il button/LED-type radio control
position, and two PEl Vesta 9-1-1 workstations. This facility is consdered a secondary
PSAP. The facility has law enforcement database access through a single SUN terminal.
Two VHF marine radios are dso ingalled to permit the facility to maintan a watch on
Marine Channel 16, the international cdling and distress frequency, as wel as to
communicate on another frequency simultaneoudly.

The fecility has no CAD or automated dispatch/records management tools of any kind.

There are no direct backup provisions for this facility.

7.1.8.5 Public Works Dispatch - “ Station 38"

The “Station 38" public works dispatch operation is located a the Chollas Operation
Station. The facility is operated on a 24-hour basis, acts as the primary dispatch point for
severd depatments, and serves as the primary after-hours answering point for most
essentid City services. Departments served by this facility include:
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Department/Division Status
Environmenta Services After-Hours
Metropolitan Wastewater Primary
Park & Recreation

Park Rangers Primary

Beach Maintenance Primary
Transportation

Street Divison After-Hours
Water Primary

Station 38 is daffed by a team of 12 employees. There is one full-time supervisor, three
full time dispatchers, and 8 other part timefhourly dispatchers. Saturday and Sunday day
shifts are covered by two people. Weekend evenings are staffed by one. One person is
on graveyard shift regardless of the day of the week.

The facility is equipped with 4 Motorola Centracom I+ CRT-type radio control
postions. A cal sequencer connected to a PEI key system is used for telephone service
and provides for basc queuing of cdls. A Motorola Alphamate paging unit is provided
at each workstation, as they make extensve use of the City Paging System.

While the facility does not have a CAD system as such, they utilize a number of different
work order management systems for a variety of departments. These include:

Department/Division System
Environmenta Services EPACS
Metropolitan Wastewater SWIM
Transportation/Street Divison SAP Synergy

The facility has a Dictgphone Red-To-Red 30-channd logging recorder. All rdlevant
telephone and radio traffic is recorded.

If the facility were to become unavailable for any reason, backup services are provided at
the City Emergency Operations Center, though few of the required services are
established at that location.

7.1.8.6 Environmental Services Department Dispatch

This operation is located a the Depatment's Miramar Operations Fecility. The facility
operates generdly from 6:30 AM - 500 PM, Monday through Friday. After-hours
sarvices are provided by Station 38. The facility utilizes 2 dispaich personnd.  They
work staggered hoursto provide full day coverage.

The facility is equipped with two Motorola Centracom I+ CRT-type radio control
consoles.  Telephone service is provided by sandard City dectronic dtation sets. A
control dation radio is provided in event of console or communications link falure. A
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portable Nextd unit® is provided for the dispatcher’s use; Nextd service is heavily used
throughout the Department.

The facility has no CAD system per se; rather, the Department's standard service request
automation tools are utilized.

7.1.8.7 Sreet Division Dispatch

Street Divison maintans a two-person dispatch operation located in the same building as
Staion 38. This activity operates only during business hours, after-hours are handled by
Sation 38. Telephone service is provided with standard City eectronic dtation sets,
Radio dispatch accessis via hand-hdd radios.

These personnd use the SAP/Synergy work order management system used by the rest of
the Divison.

7.1.8.8 Parking Management Division Dispatch

Paking Management Divison currently mantans a dispaich operation a ther
Headquarters at the World Trade Center San Diego. It conssts of a single operator using
ahand-held radio.

This operdtion is staffed Monday - Friday from 9:00 AM to 5:30 PM. Outside of these
hours, Parking Management daff switch ther radios over to the Police INQUIRY
talkgroup, and use them as a digpatch and access point.

The digpatcher has two distinct computing tools a their disposd. Fird is a sandard SUN
termina for law enforcement database access, and the second is on the Divison's Parking
Ticket Management System.

Meter Collection personnd are not on the Trunked Radio System; they utilize the Street
Divison VHF sysem, and coordinate with Station 38. The Divison wants to provide
these 9 individuads with 800 MHz radios as soon as possble to integrate them with the
balance of their operation.

7.1.8.9 City Emergency Operations Center Dispatch

The City Emergency Operations Center is located in the City Operations Building in
Downtown. It is located in space which formerly housed the Police and Fire communications
centers prior to the construction of their current facilities. In addition to its intended
emergency role, the space currently serves as the offices of the City's Emergency
Management staff on a day-to-day basis.

3 Nextel offers a control station radio that can be interfaced with the Centracom equipment, if such a connection would
be desired.
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This facility is intended to act as the backup communications center for most City
communications facilities, including:

Police Communications Fecility

Fire Communications Center

San Diego Medicd Services Enterprise Dispatch Fecility
Station 38 Public Works Communications Center

The facility is divided into a number of physica spaces intended to service specific functions.
The largest (formerly housing the Police call-takers) now serves as the operations room of the
EOC. Immediately off of this room are three others; one is a media center, and the other two
condtitute the backup Police Communications Fecility. The cdl-takers sit in one room, and
the radio positions are in ancther.

The large room that housed the former Fire Dispatch Center now serves as the backup facility
for Fire, SDM SE, and Station 38. The call-takers and radio positions share common space.

One Centracom |1+ CRT-based console is provided for Police use. A second console is
planned to be added to accommodate the operational demands of the upcoming Superbowl.
All other Trunked Radio System access is provided through a series of 11 Motorola Spectra
model control stations connected to DGT-9000 model remote control units dispersed
throughout the facility. One of these is dedicated to Station 38; One is dedicated to SDMSE
operations. The balance is divided for use between Fire and Police operations.

A 1A2-type key telephone system with 30 button sets provides access to 19 lines dedicated to
9-1-1 access. There are 12 call-taker positions for Police use, and 7 for Fire ad EMS. No
enhanced 9-1-1 features, such as Automatic Number Identification or Automatic Location
Identification, are provided.

No access to Computer-Assisted Dispatch resources of any kind are provided for Police, Fire,
EMS or Public Works. No capability for law enforcement data base access could be
identified.

Many of the facilities ostensibly provided are not fully operable, and require extensive

rehabilitation before they could be placed into service. As currently extant, the conditions at
this facility pose serious questions about its adequacy to address the needs of the City.

7.1.9 Policeand FirelEMS CAD Systems

7191 Genera

Computer-Asssted Digpaich systems ae the hub for dispaich of the fidd forces,
primarily from the communicationg/dispatch center, but dso may serve command posts
or on-ste deployments as well. The Motorola Smartnet 11 technology in use by the City
dlows voice radios to incdude digitd identification in ther trangmissons.  This
identification is often known to the CAD system which dlows dispachers to directly
identify the officer to whom the radio was assgned, viaan dias
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Voice radio communications have been supplemented by Mobile Computers in the
vehicles. This wirdess technology alows messages entered a the CAD system to be
trangmitted digitdly to the fidld unit(s) and vice versa

At this time, the Police and FirelEMS operations work completely independently of each
other; thereis no provision for information sharing between the two systems.

7.1.9.2 Police CAD System

The Police Department has a CAD system from Litton PRC, Inc., now a subsdiary of
Northrop Grumman. It was inddled in 1990-91 and has undergone severa upgrades,
most recently to new sarver hardware.  PRC is one of the mgor suppliers of CAD
gystems in the USA. The largest set of deficiencies rdlated to the CAD system is related
to its age and undelying technology. Support is 4ill avalable, but dl future
modifications requested would be custom work, and would not be integrated into a
maintenance contract.

Functiondly, the sysem works wdll, is rdiable, and meets the users current needs, but
does not provide a user interface that takes advantage of current technology or ergonomic
improvements, nor does it have support for severd desired capabilities. The anticipated
life span of a CAD sysem is 12 to 15 years, with some number of upgrades required
dong the way. Around the twelfth year technology will generdly outrun the sysem's
architecture and its ability to keep abreast without an upgrade so mgor that replacement
must be congdered as a viable option. The last few years of operation are often smply
“make-do” while the replacement process takes place. The Police Department's system is
a tha point; the current CAD system is reaching the end of its redigtic lifespan and the
process for its replacement should begin.

The CAD sysem is integrated with the Voice Radio digitd 1D and Mobile Computing
capabilities, but many of the processes are dower than desired. The radio ID display isa
particular irritant as the scrolling process for the display is described as dow and
cumbersome. As the radio traffic increases, digpatch is becoming more dependent on the

ID display.

The Police Department does not currently have Automatic Vehicle Location (AVL) or
Mapping capabilities integrated with the CAD sysem. AVL is dready highly desred
from the fidd perspective. These capabilities will become even more dedrable (in fact,
likdy an absolute necessity) as the Wirdess E-911 Phase Il changes are implemented,
and these cdls are sent directly to the “agpparent PSAP’ for handling. The ahility to
deploy and monitor “bait vehicles’ — cars s&t out in high-risk areas for auto theft that can
be remotdy tracked and controlled -- would be greatly improved if the Dispatch Center
had AVL/Mapping capabilities. These tasks are currently performed by an outsde
contractor.
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7.1.9.3 Fire/EMSCAD System

F&LSS has a CAD system from TriTech Software Systems that was upgraded as a part
of the edablishment of the San Diego Medicd Services Enterprise partnership with
Rurd/Metro Corporation. F&LSS actudly operates two digtinct dispatch operations, the
firsd providing responses to Fre and Emergency Medicd incidents and the second
providing responses for non-emergent Emergency Medical Services requests.  The CAD
sysdem sarves both operations. The sysem is rdativey full featured, including mapping
cgpabilities, but gill has some performance issues a the time of the interviews that the
vendor was addressing.

In addition to having the integrated voice and data capabilities smilar to the Police
Depatment's CAD sysem, the Fire system is integrated with a Station Alerting System
that derts the Fire Stations to an incoming cal. This sysem uses a combination of wired
and wireless communications.

A key dement of the overdl derting network is the City Paging Sysem. Tied to the
CAD sydsem, it recaives digpatch information via a custom interface, and then transmits it
to the appropriate individuals.

The current Mobile Data Termind (MDT) system is closdly tied to the CAD sysem. The
MDTs provide the transmisson dement for Automdic Vehicle Location information,
used by the Fre CAD sysem to perform dynamic dispaiching; the assgnment of the
physicaly closest unit to an incident. The current levels of MDT network traffic do not
permit the podtion update rates desred by Fire Dispaich. A mgor issue impacting Fire
Communications and Dispatch operations is the current MDT system. Replacement
pats have not been avalable for severd years and the Depatment is required to
cannibdize units to keep others running. At this point the fird response units ae
prioritized for MDT equipment. As necessary other units with MDT equipment have it
removed to make it available for the first reponse units.

7.1.10 AVL Sygem

The City currently utilizes Automatic Vehicde Location (AVL) technology for two
groups. Fire and Life Safety Services, and Environmental Services. Neither gpplication
utilizes a dedicated network; the Fire network operates through the City's private Mobile
Data Network previoudy described in this document.

The Environmenta Services system, used for tracking refuse collection trucks on their
routes, utilizes CDPD public network technology provided by AT& T Wireless.

The City does not own a specific communications sysem dedicated to Autometic Vehicle
Location transmission.
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7.2 Voice Communications Issues, Goals & Directions

7.2.1 Police Depatment

Law enforcement activities conditute the largest single function utilizing the City trunked
radio sysem. City Police, School Police, Community College Police, and Park Rangers
al combine to make the largest group of users by fa on the sysem. Thar needs, in
many ways, are the most demanding requirements the system can face. In the review of
the system, the consulting team spoke with patrol officers, investigators, supervisors and
managers throughout the Depatment to attempt to deveop an accurate st of
requirements for a syssem. Severd items sood out.  First and foremost was

interoperability.
7.2.1.1 Interoperability and Regionalized Communications

Recent mgor public safety events have highlighted the continued need for radio sysems
that provide multi-agency interoperability.  The implementation of sysems that are
desgned to maximize sharing and interoperability, while keeping up with date-of-the-art
technology, provide the greatest enhancement to public safety operations. Public safety
workers must be able to communications with each other effectivdy, efficently and
Securely.

7.2.1.1.1 Internal Interoperability

From the interna perspective, exiding interoperability is farly good, though agencies
dill usng the VHF radio systems are a a sgnificant handicap in this respect. There is
patching capability in the dispatch consoles that can address this need, however, should it
aie. There is a desre to move additiond Water Department users to the 800 MHz
Trunked Radio Sysem; any actua movement will be driven by avalable funding. The
Environmentd Services Depatment is unlikdy to move given funding issues. Stredts
Dividon -- the remaning lage VHF user -- is dso unlikely to relocate soon. Again, this
is due to funding.

Currently, there are a number of City-wide talkgroups in use, though there has not been
aufficient traning in their use, and many potentid users ae not wdl acquainted with
them. Emphasis should be made in future training efforts regarding these talkgroups and
their use.

7.2.1.1.2 External Agency Interoperability

As the seventh largest city in the United States, the City of San Diego has been in the
forefront of building interoperable sysems that provide public safety workers with
effective communications with Federa, State and Loca agencies throughout the region
The City’s current 800 MHz Radio Network — built in 1991 - was a modd by which other
800 MHz systems were designed throughout the world. It was the most technologicaly
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advanced system available a the time it was purchased and ingdled. The County of San
Diego’'s Regiond Communications System was patterned after, and desgned to be
compatible with, the City's syssem. Now, as the City of San Diego gets ready to design
and build the new 800 MHz network, these same principas must be included in the
desgn of the new network.

From an externd agency perspective, there is a long lig of other governmenta agencies
with which the City requires communications on a regular bass. The City has dready
exchanged trunking system keys with the RCS, and approximately 8,000 RCS units are
progranmed to operate on the San Diego system. Likewise, many City units are
programmed to operate on the RCS.

The RCS is a hybrid digital/andog Motorola Smartnet |l sysem. The RCS has sdected
digita operation for lav enforcement. This means that the City's anadog-only radios,
purchased when digitd technology was not yet avalable, cannot communicate directly
with other agencies on those agencies regulaly used digitd takgroups. They can
communicate with RCS agencies, but only on specidly-desgnated andog mutuad ad
talkgroups. These takgroups are not routinely monitored, and thus much of the ease of
interoperability islost. Interoperability is possible, but only by specid arrangement.

What is desired is that these communications can be arranged on an immediate basis, by
the end- user, without digpatcher involvement.

Users reported problems in successfully operating on channds or talkgroups not in the
primay zone in the radio. This is often an issue on large incidents, or when
interoperation with other agencies or City Departments is required. While it may be
posshle to resolve this issue through improved user training, we beieve the better
goproach is to remove the complexity from the end user, and move it into the system
itsddf. One direction would be a dynamic regrouping agpproach with a CAD interface.
This technology would permit the dispaicher to dynamicaly assgn users to gppropriate
tactica or interoperationa channels without user action.

Air Patrol feds that for taking to different agencies, the “County RCS radios can do
everything that the San Diego City sysem can do and ten times more” This opinion is
probably due to the number of surrounding Cities currently utilizing the RCS.  They
regularly interact with the Sheriff’s Office on RCS, and have a RCS radio in the arcraft,
but the Sheiff's Office can't contact them if they need assstance except through
Digpatch. We have been s0 far unable to ascertain if this is a policy issue, or a technica
meatter. Air Patrol further reported “the County can use the LawAir halling talk group for
their arcraft, and ther air units ligen to that dl the time but because it's on a different
system than our system, we can't even scan that channd with our radios. We have talked
to them about linking that to one of our channes that isT't used, but so far, nothing has
come of it” There is no technica prohibition for this problem, so this could be
accomplished by digpatch via current patching capabilities.
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7.2.1.1.3 Potential City RCSParticipation

We have reviewed the potentid for City participation in the Regiond Communications
Sysem. Certainly the City has cooperated with the RCS, and many postive and effective
seps have been taken to work with the RCS. Our review of Communications Divison
operations has not identified any additiond steps that we would recommend to improve
cooperation with the RCS.

The City of San Diego has dgnificant and intengve radio infrastructure needs. The
current radio network supports over 16,000 users serving 12 agencies as primary users.

In addition, users are made up of the County of San Diego and surrounding city’s public
safety usars for mutud ad purposes to provide interoperability and redundancy in
communications.  Should a fallure occur with the City of San Diego radio network, then
the County’s RCS is avalable as a backup and vice versa.  This leve of redundancy is
extremdy beneficid to the locd public safety community.

The County’s RCS cannot support the number of users tha the City’s network has nor
the quantity of radio traffic generated by those users. An dmost complete re-design of
the RCS would have to take place in order to accommodate the City of San Diego’s radio
needs. The cost of such an undertaking would be high — and it is uncertain that any
sgnificant benefit would be obtained for the effort and expense.

Further, the exising technology used by the RCS is proprietary to a single vendor, as is
the City's current system. A replacement system based upon newer, “open
technologies, like APCO Project 25 (that did not exis a the time of implementation of
ether sysem) will prevent the City from being locked into a sngle vendor solution, and
dlow the forces of the market to work in the City’s interest. Also, the manufacturer’s
dated product direction for the technology used in the RCS makes it likdy that wel
within the planning horizon of this document, the RCS will migrate to APCO Project 25
compatible equipment that would be fully interoperable with anew City system.

Therefore, it is not recommended that the City of San Diego join the RCS for these
reasons. It is recommended that the City and County continue to maintain and strengthen
cooperative and interoperable ties, including the potentid of linking the sysems to
provide direct interoperability.

7.2.1.2 Secure Communications

One of the most commonly dated needs for voice communications is for secure
communications. The exiging sysem does not provide for generdly secure
communications, as it is andog in naure.  The sysem has been equipped with limited
secure communications cgpability, however users must check out specid radios to utilize
the cepability. Few do so. Only the most senstive operations bother, and then,
infrequently.
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This requirement extends not just to Police users, F&LSS, Park Rangers and MWWD
reported needs for secure communications.

Most communications that require privacy are currently conducted over the cell phone or
Nextd. Of course, these communications are not secure, in the sense that they can be
readily receved by an experienced individuad with ordinary communications test
equipment.  The communications can dso be monitored by the carier's daff a their
switching office. Notwithganding these limitations, these communications ill afford a
far degree of privacy, especidly in comparison to the City's current radio system.
Further, few individuds possess the expensve test equipment needed to monitor cell
phone traffic, and carriers have policies to minimize unauthorized employee monitoring.

APCO Project 25 standards® for public safety radios (developed considerably after the
City implemented its network) contain provisons for the robust encryption of traffic,
while maintaning the abllity to securely interoperate with other agencies. Many modern
public safety communications sysems (Orange County, for example) run dl law
enforcement traffic encrypted, but dl fire and locd government traffic in the “clear”.
These strong encryption capabilities are avalable as standard options of most radios that
arelikdy candidates for use by law enforcement on an updated City radio system.

Regardiess of the specific system that San Diego chooses to replace the existing network,
it will be technicdly feasble to encrypt al law enforcement communications, in fact, it
will probably be technically feasible to encrypt most communications on the systent.

Jurisdictions have taken a variety of gpproaches concerning the public’'s right to know.
Some have provided audio feeds on the Internet for ordinary dispatch takgroups. Some
have permitted the media (and anyone else who cares to pay for it) to purchase radios on
the system, programmed for receive-only operation on sdected talkgroups. Others have
elected to shut out the media and the public entirdly, and provide no access whatsoever.

The City of San Diego will determine which method will be mogt effective based upon
the design of the new radio infrastructure.

7.2.1.3 System Traffic and Access Issues

Channd loading was dso a particular concern. Many users reported “delays in accessing
the sysem,” but it is unclear from their comments if those ddays were due to system
buses, or a busy takgroup. Casud monitoring of the syssem suggedts the latter, and this
opinion is supported by the system datistics that show totd system busy time of less than
two-one hundredths of a percent.

4 APCO Project 25 provided consensus standards for manufacturers of digital radio equipment. These standards allow
for improved interoperability by addressing channel bandwidth, bit rate and access and modulation methods.

> We say “most”, because non-public safety users may opt for lower-cost radios without encryption capability. If cost
were not an object, and one elected to purchase all radios with encryption, then all system communications could be
encrypted.
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7.2.1.4 Improved System Coverage

Users complained about the poor coverage of the system outsde of the City. With the
frequency reuse requirements with which we must contend here in Southern Cdifornia, it
would be difficult to directly solve this problem. For mutud ad purposes, current
capability exists to program interoperable RCS takgroups into Police Department radios
to assg with this issue.  Improved training in the use of the 800 MHz Internationa
Public Safety Mutua Aid frequencies would provide some functiondity in even more
distant locales.

Police users adso complained about poor coverage inside the City -- indde buildings.
Since the system provides little direct radio-to-radio smplex operation (and the users are
not well-trained in its operdion, ether), users are effectively dependent on being able to
reach the syssem to communicate with anyone, even their partner just outsde a hundred
feet avay. While not as vociferous about this issue as the Fire & Life Safety users
discussed later in this document, they were ill very concerned about the problem. Al
had encountered dtuations where their persond safety was in immediate jeopardy
because of an inability to communicate effectively from indde a building.
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7.2.2 Fre& Life Safety Sarvices Depatment

The Fre and Life Safety Services Depatment has three complementary principa
branches, each with its own unique requirements.

Emergency Services, which caries out a traditiond fire suppresson
and EMSfirg-responserole.

San Diego Medical Service Enterprise, a joint venture with
Rural/Metro  Corporation that provides ALS and BLS transport
Services.

Lifeguard Services, responshble for a wide range of water safety and
rescue activities a the City's beaches and coastd waters, as well as
marine patrol in the Misson Bay area, among other missons.

In reviewing the needs of the F&LSS operations, the Department's grestest concern is
judtifiably focused on the exising MDT system, which is discussed in detall in Section
2.2 of this report. Stll, severd issues came to the forefront as drivers for any new or
revised voice communications system.

7.2.2.1 Improved System Coverage

For F&LSS®, the greatest single concern expressed was for improved Trunked System
coverage. This overdl need has severd faces. Fird, the existing system does not provide
effective in-building radio coverage.  Paticular complant was made regarding the
Convention Center, high-rise buildings, and hospitds. Lifeguards reported very poor
coverage dong the coast north of Misson Beach.

This is a complex and difficult issue to address. It will not be feasble to provide
“awtime, anyplace’ coverage in a city of the sze and geogrephic complexity of San
Diego. The commercia network providers such as Verizon, AT&T Wirdess Sprint,
Nextd and so on each have spent mid-to-high-eght-figure sums on system infrastructure
to cover the City to the extent they have today, and even a that level of expense, such
flawless coverage € udes them.

As a generd matter, measures to improve coverage in the City, such as adding additiona
receive-only Stesto the Trunked Radio System, should be evaluated.

Currently, mogt fireground communications operate entirdly through the Trunked Radio
Sysdem, and only vey occasond use of dgmplex, or direct radio-to-radio
communications are made. It may be necessary to revist this stance for severd reasons.
Fird, a dated dedre of many firefighters interviewed for this project was for “an
emergency button that would dways get through”  This would be a “lagt ditch”

6 A referenceto “Fire’ or “F&LSS’ should be construed to apply not just to the Fire Service, but also to the EM Sand
Lifeguard operations of the Department, unless otherwise noted.
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communicetions tool, one that can dways be depended upon, and one that any firefighter
with aradio in the areawould have a high likelihood of hearing.

The other face of sysem coverage is the amount of geography outsde the City limits
covered by the sysem. Under frequency coordination rules, an agency is supposed to
enginer its system in such a manner that it does not provide substantial coverage more
than four miles beyond the jurisdictional boundaries of that agency. This redriction
conflicts directly with the desres of the Fire Service. Fire units often respond on mutud
ad cdls outsde of the City, and the responding units want to be able to use their radio
sysem. The solution to this quandary is to ensure more effective system sharing and
interoperability links with adjoining jurisdictions, as wel as enhanced education and
improved procedures regarding the use of mutua aid channels.

7.2.2.2 Interoperability Issues

As suggedted in the previous section, Fire regularly operates with many other adjoining
agencies on a full range of response scaes, from a single engine response b a campaign
fire. Effective communications with these other agencies on these incidentsis amudt.

An obvious solution is, as dated above, more effective system shaing and
interoperability links with other agencies, notebly the RCS. However, while the RCS
provides reasonably good coverage over most of the County -- even in unpopulated and
rurd areas -- it does not provide much capacity for Smultaneous conversations.
Generdly, rura dtes are covered by only one or two frequencies, so once multiple
talkgroups are brought into use, system busies become the order of the day. This is a not
an issue that can be fixed quickly or easly, though the RCS is dready consdering
potentia solutions.

The City continues to ingdl VHF radios in its fire agpparatus, this practice should
continue. It is caled for under the FIRESCOPE Communications Plan, and provides
City equipment and personnd with the necessary tools to interoperate effectively with
resources of the United States Forest Service, the Cdifornia Department of Forestry and
Fire Protection, and any other agencies abiding by the FIRESCOPE Plan. The City's
VHF radio systems are likely to be the tool used to manage responding distant mutud aid
resources if amagor disaster were to strike the City.

7.2.2.3 Improved Subscriber Equipment
A number of specific requests for improvements and modifications to the portable and

mobile radio equipment were made. These are described in detall in Section 7.5 of this
report, “ Subscriber Equipment”.
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7.2.2.4 Lifeguard Service-Specific Issues

For the Lifeguards, sysem coverage is the greatest issue. The coadd terrain in which
they operate is the mogt chalenging in which to provide dependable radio coverage in the
City. In many places, portable radios cannot hear the sysem a dl, and only smplex
communications can function. This same coverage chdlenge dso impacts Police, Fire
and EM S resources responding to assist in a Lifeguard incident.

The Lifeguard Service would like to move away from wirdine-based communications
technology for its Misson Bay operations. Maintenance of the in-place cabling and
digtribution terminasis a problem, and has led to serious safety concerns.

Even in a wirdess scenaio, it is important to be able to identify when a Lifeguard has
gone out on a rescue to ensure backup. The addition of both Unit ID display and ingtant
recal recorders at both Dispatch and Main Tower |ocations would be invauable.

7.2.2.5 Contract Dispatching Services

Fire & Life Safety Services currently provides cortract digpatching services for one
customer: the Poway Fire Depatment. There is interest on the part of the Department in
expanding this service to include additiona jurisdictions.

As dl of the other potentid customer agencies use the RCS for their communications, it
will be necessary to improve the Fire Communications Center's capabilities in regards to
RCS operation. This required connectivity can be accomplished for the lowest possible
cog through the ingdlation of control dations programmed for the RCS, or with the
highet degree of functiondity by implementing direct console connection to the RCS.
Additiond interfaces for recording would aso be required.

Mobile and fixed data connectivity would be required for these agencies to permit ther

proper integration into the routine dispatch process. This would be problematic in the
current mobile data environment due to the lack of available equipment.

7.2.3 Water Department

Interviews with the Water Department personnel -- both staff and manegement -- did not
identify much in the way of unmet needs From a dImple voice communications
perspective, they are largdy happy with the existing trunked radio system, and only
desre to migrate additiond unitstoit.

On a generd basis, their concerns and issues were consistent with those of the Police and
Fire Depatments. Battery management and coverage issues were the grestest concerns
noted. It is likely that the sysem and equipment improvements needed to support Fire
and Police will probably sufficiently address their needs aswell.
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As noted with dl depatments, extendve use is made of public network devices and
services for voice communications.

Many needs and concerns regarding mobile data communications were addressed; these
are discussed later in this document.

Severd of the Depatment's personne associated with their reservoirslakes and
recregtion programs on the east sde of the City (and beyond) use Globddar sadlite
phones. It is hoped by the Water Department that improvement of the 800 MHz trunked
radio sysem will eventudly diminate the need for these devices, which are codly to
operate and do not interoperate with City radios directly.

7.2.4 Metropolitan Wastewater Department (MWWD)

The Metropolitan Wastewater Department (MWWD) is a dgnificant user of the City
Trunked Radio System, and of City-issue Verizon cdlular telephones.

The primay concern noted was sysem coverages MWWD has many equipment
locations -- notably pumping dations -- tha by their nature tend to be located in the
bottoms of canyons and other such low points. The exiging system does not provide
reliable portable radio coverage in these locations, in fact, there are many dtes from
which vehide-mounted mobile radios cannot communicate.

By the heavy concrete-and-sted nature of their congdruction, many of the Department's
operding facilities are very difficult to cover with ordinary radio sysems, and require
specid designs to provide effective communicetions. The efforts so far have been quite
successtul, but need to continue as the Department upgrades its facilities.

In addition to the mobile and portable units operating on the Citywide system, the
Department operates a 5-channd dngle-ste standaone trunking system a its Point Loma
Wadewater Reclamation Fecility. This system has only very limited cagpacity to intertie
with the larger City network, and this issue is problematic. Operators a the plant cannot
easily communicate with workers a upstream facilities.

In generd, with the above-noted exceptions, the Trunked Radio System is addressing the
needs of the Department effectively.

7.25 Gengrd Sarvices Depatment

The General Services Depatment has not been a mgor user of City-owned radio
systems, asde from their operation of the Station 38 dispatch facility. Generd Services
is responsible for awide range of concerns, including:

Central Stores/Print Shop
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Equipment Maintenance

Fecilities Maintenance

Purchasing

Storm Water Pollution Prevention

Mog of the fidd communications carried out by these functions are performed by dtaff
usng a mix of Nextd devices and Verizon cdlular telephones, an arangement which
seems satisfactory to the users. They dso have pagers on the City Paging System.

It is a concern from an emergency management perspective that so few of this
Department's many vehicles are equipped with City radios.  In responding to a large-scae
emegency, the efforts of these individuds will be among the most important to
coordinate; as logigics troops, they must be adle to function effectivdy to permit the
operations gtaff to work at al, in many cases. Ye, in an emergency, this group will be
completely dependent on the availability of commercid services for its communications.

This concern dso extends to a cost-effectiveness perspective; it is likdy tha many
individuals who are currently equipped with cdlular telephones or Nextd devices may be
mostly being called and calling back to a single location for coordinetion of ther efforts.

It is not unusual today to see sgnificant numbers of public network devices in use instead
of private network devices. Public network devices are inexpensive to purchase, and
obtaining sarvice is adminidratively trivid; Private network devices are severd times
more costly to purchase, require the use of scarce capitd dollars (cellphones are often
acquired on supply budgets as expendables), and must be planned for a year or more
ahead. Yd, in most cases, ultimatdy, the private network device will provide the lower
cost of operation over the long term.

7.2.6 Trangportation Department

7.2.6.1 Sreet Division

The Street Divison, commonly referred to as “Streets’, employs over 340 people. This
divison mantans dreets, ddewaks, dorm drans, dreet Sgns traffic sgnds, Street
lights, bridges, fences, aleys and severd dirt roads. Some of their services include Street
sweeping, tree trimming, tree planting, pothole repair, road resurfacing, routine repar and
emergency repar, dl requiring condant communicatiions between crews/supervisors and
dispatch.

The Chollas Operations Station is the location of their headquarters and main dispatch.
Street Divison Dispatch currently operates during business hours with two dispatchers,
and are located in the same building as Station 38. After-hours operations are handled by
Station 38. The Street Divison dispatchers use two hand-held radios ingead of radio
consoles.
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The Divison usss one VHF high-band repeater channel and one VHF high-band smplex
channel. The repeater channd is used as the primary dispatch and the smplex channd is
mosly used by highway/road maintenance crews only. Both sysems utilize severd
receve Stes and severd trangmitter dtes.  Receiver voting is peformed a the Chollas
fadility.

Many City employees have persond cdl phones and use them to communicate on City
business in preference to usng their City radio, or because the cdl phone is just eader
and allows a two-way conversation.

Personnd interviewed expressed a desire to migrate to the 800 MHz system, provided it
would provide comparable coverage. The Depatment has many functions and activities
that do not relate directly to each other, and would benefit from being separated into
talkgroups.

In emergencies, the Divison frequently coordinates along cross-functiond lines the
ability to “regroup” radios into appropriate tak groups by aea would dso be of
ggnificant vdue.

7.2.6.2 Parking Management Division

Parking Management Divison is respondble for parking enforcement, impounding of
vehicles and parking meters. This Divison largely operaies on the Citywide 800 MHz
Trunked Radio System using three talkgroups.

The Divison adso has a daff of 9 meter collectors who operate on the Street Divison
VHF sygem. The Divison is very desrous of bringing these people over to the 800
MHz system with the rest of their operation to amplify coordination, as ther digpatch
operation cannot be reached by these users.

7.2.7 Pak & Recreation Department

The Park and Recreation Department operations are divided into five divisons. Three
are based on geographic location (Coastal, Metro and Inland Parks) and two are function-
specific (open gpace management and golf course operations). The Department also has a
Park Planning Divison and Adminigrative Services Divison.

7.2.7.1 Parks
The Coastd Parks, Metro Parks, and Inland Parks Divisons daily maintain al park and

recregtion facilities within the given boundaries. Many paks have Pak Rangers for
enforcement of City park rules and regulations (not for police patralling).
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7.2.7.2 Open Space Division

The Open Space Divison (dso known as “Northen Paks’) manages the City's
Maintenance Assessment Didricts (MADs). This includes severa open space parks dong
with the responghility of complying with the Multiple Species Conservation Program.
This Divison regularly coordinates with other departments and non-City agencies, and
requires the ability to interoperate with them.

7.2.7.3 Radio Usage

The mgority of the Depatment operates on the City’s Loca Government VHF high-
band smplex frequency. This Depatment has the grestest number of VHF high-band
handheld radios, which operate adequately from person-to-person at any given park.
However, this form of communicaion isn't dways sufficent for communicaions with
off-gte supervisors, or other parks.

Many Park and Recregtion personnd use persond celular telephones to supplement their
communications.  When required to report an emergency they often use cdlular
telephones due to concerns of privacy and premature media notification.

Pak personnd dso need the ability to communicate directly with many of the other
departments. particularly Police and Fire.  Two takgroups on the City-wide 800 MHz
Trunked Radio System have been set aside for use by Park Rangers. Beach Maintenance
dso utilizes the trunked system, which has worked wel for them. It appears that the
Depatment would benefit from a migration to the Trunked System, though the costs of
such amove will have to be carefully congdered.

7.2.8 Environmental Sarvices Department

This Depatment operates severd divisons. Refuse Disposd, Energy Conservation and
Management, Environmentd Programs,  Environmenta Protection, Resource
Management, and Collection Services.

7.2.8.1 Collection Services

This divison is probably the mogt visble of al the Depatment’'s divisons. It has the
respongbility of weekly resdentid and commercid refuse collection throughout dl aress
of the City. This divison communicates primarily on one VHF high-band repester
channd. They ae digpached from ther Miramar facility, cdled “Sation 31". The
collection trucks are aso equipped with GPS and CDPD radio/modems for AVL and

dynamic digpatching.
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7.2.8.2 Environmental Programs

The Environmentd Programs Divison is responsble for the enforcement of the Solid
Wasgte Code, remova of illegd dumping and litter, dead anima collection, and oversight
of the City’s recyding programs involving the public including education. This divison
primarily uses the Locad Government VHF high-band smplex frequency to tak to
Staion 38 dnce they often interact with many of the other Public Service departments.
Thelr supervisors use Nextel Direct Connect for thelr primary communications.

7.2.8.3 Radio Usage

The Depatment (including the other divisons not discussed above) operates on severd
radio sysems, lagey the VHF Locd Government channd and Environmenta Services
Dispaich channe. Significant use is dso made of Nextel devices. Severd groups have
shown an interes in being aile to communicate with other divisons directly without
having to go through their dispatchers. For example, refuse collection trucks need to talk
to Station 38 and Environmental Programs often need to speak to Station 31.

7.2.9 |Information Technology & Communications Department

IT&C Communications Divison is, of course, the “owner” of the Trunked Radio System,
and they operate severd takgroups on the system for their own use.

The Divisgon aso has mogt saff equipped with pagers on the City System.,
No express new requirements for wirdess voice communications were identified during

the interview process.

7.2.10 Non-City Sysem Users

The City has three externd “cusomers’ who currently utilize the City Trunked Radio
System as ther primary communications network.

These are the City of Poway Fire Department, which aso contracts with F&LSS to
provide dispatch services, the San Diego Unified School Didrict, which operates a fleet
of more than 550 buses and its own Police Department; and the San Diego Community
College Didrict, who utilize the system both for maintenance operations as well as ther
own Police force.

7.2.10.1 Poway Fire Department
The Poway Fre Depatment, while being in generd quite hgppy with the current

arangements in which the City Fre Depatment provides contract dispatich and
communications services, sill had clear opinions, concerns and desires for the future.
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Interoperability ranks as a magor concern. Interoperability issues between the City Radio
System and the RCS have led Poway toingdl both City and RCS radios in their units. Now
that they have two radios in each unit, they would ultimately like to have both radios capable
of the same functions, instead of having to use them to accomplish differing functions.

They are concerned about an inability to talk directly to units without “going through a
dispatcher”. This concern extends to the perception that the system has no room for “chat
channels’; those that can be readily used for smple intra-company operations.

While they find general system coverage adequate, they have also expressed concern about
the poor in-building coverage provided.

They aso expressed concern about potential delays in the 91-1 cal handling process. The
concern was not for the processing time for cals received a the Fire Com Center; the
concern was for delays incurred prior to the cal reaching the secondary PSAP. The City of
Poway contracts with the San Diego County Sheriff's Department for law enforcement, and
so the Sheriff provides Poway’s primary PSAP. A review of this operation is beyond the
scope of this project.

The Mobile Data system issues impacting City users also impact them; they have no MDTs
in their staff vehicles, as they have had to reserve them for use in line fire apparatus. Their
data communications concerns are identical to those expressed by the City Fire Department,
discussed later in this document, notably in such areas as Company inspection tools and EMS

reporting.

They would like to see a CAD-fidd intertie developed to smplify personnel accountability
issues at large incidents.

7.2.10.2 San Diego Unified School District

The San Diego Unified School Didtrict is the largest non-City user of the City Radio System.
They operate over 20 takgroups on the system, including their own Police Department and
over 550 radios in school buses. Radios are also located at al school campuses for
emergency/disaster use.

Their greatest concern was coverage. They expressed concern about poor in-building
coverage systemrwide, and poor hand-held radio coverage, even outside, in the Paradise Hills
area. They aso indicated the system had poor coverage in El Cgjon, and did not address their
need to communicate along the route buses take to their Camp located near Mt. Palomar.

They indicated a desire to be able to regroup bus radios in an emergency to an emergency
only-talkgroup that would alow Police to communicate directly (and with some degree of
privacy) directly with the bus involved in the emergency.

They desire the ability to more smply reconfigure their dispatch consoles, notably the ability
to add user-programmable aiases to the consoles. They would aso like the ability to send
text messages to the radios, as this would enable them to eiminate many pagers.

Page 96



City of San Diego
Wireless Communications Long Term Plan
Current Wireless Communications Technical Environment

The Didtrict is currently implementing an |P-based video monitoring network. They would
like to be able to transmit pictures from that system to units in the field, as a long-range godl.
Initially, they expect to provide access to this network for their Police units through the use
of 802.11b wireless LAN “hotspots’ at each school.

7.2.10.3 San Diego Community College District

The San Diego Community College Digtrict operates 4 colleges located throughout the City,
and a a large number of remote sites throughout the County. They use seven talkgroups on
the 800 MHz system, for both law enforcement and maintenance staff.

Their concern is system coverage; the system does not provide in-building coverage, and
even outdoor coverage is poor at their Miramar College site -- ironicaly, the site of the City
Police Academy. Outdoor coverage is poor at their headquarters. They also need to cover
stes beyond the City limits in eastern areas of the County that are not well covered by the
City system.

The Didtrict operates a complete dispatch facility at its headquarters in Mission Vdley, with
full CLETS access and its own CAD/RMS system. A new CAD/RMS system is currently
being implemented.

They are currently using Mobile Data Computers in their patrol units, with CDPD-based
access to their system.

7.2.11 Inteference

The City of San Diego trunked radio system has had several instances of interference: 1)
Nextel stes, and 2) loca non-City Bi-Directional Amplifier (BDA) systems, used to provide
coverage into structures, going into self-oscillation.

For the VHF systems, there is ill some interference coming from Mexico, from both
adjacent channel and co-channel operations.

On the 800 MHz voice system, at least ten Nextel sites have been identified as interference
sources. The problems are greatest along the Northern beach coast where there is some
terrain shidding from the smulcast sites and the City signal strength is low. Much of the
problem is overload of the City radio front ends. As these sites have been identified and
Nextel notified, the carrier has been cooperative in turning down the power or revamping the
frequency matrix for each identified site.

There have been some instances, particularly in the downtown area where a broad-band
interfering signal source has caused problems. These have been traced to non-City BDA
systems used for in-building signd reinforcement. These can go into self-oscillation if there
is not enough isolation between donor site antenna and in-building antennas, and if BDA gain
is set too high. These are easy to adjust, once their location has been determined.
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7.3 Data Communications Issues, Goals & Directions
7.3.1 Gened

It is generdly congdered that the “gold sandard” for mobile and portable data
communicetions is to be able to do anything (from a network perspective) from the fied
that one can accomplish dtting a a dek. This is an achievable god over the planning
horizon of this study.

This target is technologicdly achievable wdl within the mid-term (5-year) set of gods
for the City. Efforts beyond that point should be focused on improving technology
penetration throughout City operations, and in improving sysem peformance and
increasing throughput.

The review of City operations indicates that effective fidd data communications for City
daff is drategic. There are many departments within the City that will be able to present
excdlent busness cases for making the investment required to achieve our previoudy
described “gold standard” of connectivity. However, the sze and scope of City public
safety operations require a cetan amount of absolutely dependable data
communications, notably for Automatic Vehide Location goplicaions (which drive
dynamic digpatching, the assgnment of the closest unit to an emergency), and for the
recept of digpatch information in fiedd units generated by the Computer-Assisted
Digpatch systems.

The sysems used by the City for these vita life-safety communications should be owned,
operated and maintained by the City. This is necessary for the following reasons 1) to
maximize the likdihood of ther avalability by redricting access from non-City users, 2)
that restoration priorities in the event of falures are the City's and, 3) that the City can
decide the level of effort and extent of resources needed to restore service. If a nonCity-
owned solution were to seem attractive for some reason, these three concerns would need
to be reasonably addressed as part of the review of the option. If these issues could be
resolved in the City's favor, then a vendor- based solution could be of value.

Applications other than AVL and Dispatch information do not have the same degree of
time-sengtivity.  Even most other uses by public safety personnd ae not as criticd.
Thus, it is gppropriate to consder the large-scde use of vendor-provided services for
these less-sengtive gpplications.

This presents a quandary, however. The most advanced technology (of which we are
aware) that is currently under development for public safety application will provide, a
mogt, 460 Kilobits per second (Kb/S) in a 150 KHz channd in the 764-776/794-806 MHz
bands. While higher speeds may be possible in other recently alocated bands, notably
4.9 GHz, the FCC is dill deciding how these bands will be used, and no equipment will
exig until thisregulatory picture abilizes.
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Thus a quandary: The public safety users, who require the greatest bandwidth, are limited
to the lowest performing network option. Fortunately, there is a solution. Products and
devices exit tha permit a computer to operate over two (or more) different
communications networks transparently to the operator. If the high-speed, vendor-owned
network is avalable (and works where the user is located), then the transmisson will use
the high-speed vendor network. If it is not, it can use the more moderate-speed City
network without any operator involvement. This capability will be ussful to the City
when making the trandtion from vendor provided service to City-owned and operated
srvice.

7.3.2 Access Technologies

In the past, most information technology systems utilized a dedicated termind approach,
such as the IBM 3270 technology. While many mainframe-based systems 4till exist, both
within the City and with partner agencies, these systems have been converted for access
over amodern TCP/IP-based network, such asis now utilized throughout the City.

When describing the manner of access desired for mobile workers, the departmenta IT
daffs interviewed by the consulting team said -- without exception -- “we need network
access”  There was little focus on specific gpplications, other than to note which might
be of vadue to fied forces, very few agpplications were not identified as vauable. Thus, as
a gened matter, the City's long-term mobile data/computing requirements are clearly a
generdized NETWORK access need, rather than only for certain daia in cetan
goplications.

7.3.3 Police Depatment

7.3.3.1 Mobile Data Computers/Field Data Access

In the world of Law Enforcement, transparent, high-speed access in the fidd to dl the
data you can access by going back to your dtation is surely consdered a “holy gral”.
Technology has now reached the point where such accessis now feasible.

Information resources to which field personnel desire accessin the fied include:

DMV records & photos

Mug shots /Ca Photo access

Ability to upload digitd photos from the fidd

Ability to upload instant street maps and tactical assgnments
ARJS

Crime trends and andyticd information

CAD higoricd data

Eader review of prior incidents

Building diagrams, particularly gpartment buildings
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Redl-time video

Other GIS data

Ontline manuds, incduding schools information, such as contact numbers,
maps, aerid photos, etc.

The exiging mobile data network is incapable of addressng most of these requirements.
The utility of the current CDPD interim solution is redtricted by its rdativey low speed
of 19.2 Kb/s. Higher speed transmisson dternatives will be needed to address these
requirementsin the long run.

7.3.3.2 Automatic Vehicle Location/Global Positioning System Use

Automatic Vehice Location (AVL) technology has two perspectives. The firgt view
permits dispatchers to know where the field forces are; the second permits the field forces
to navigate more effectively toward the scene of an incident.

Fire has used AVL technology effectivdly for severd years now to perform dynamic
dispatching. Police desre the same capability. This technology is adso an important tool
for officer safety. With AVL, the location of the officer in trouble is known within a high
degree of accuracy, and help can be quickly routed.

Now the second perspective: navigation. Fire, EMS, Police and Public Works personne
dl requested a vehicular mapping system, with an automatic routing capability. Such a
device would advise the shortest route for responding equipment to take to the scene of a
cdl. This is of great potentid utility, especidly given the dynamic digpatch operation,
where a crew can easly find themsdves on arun in a part of the City thet is far from their
regular didrict, or an officer is asdgned a cdl in a different Divison. Such routing
technology could easily save lives on critica responses.

7.3.3.3 Reated Concerns

Officers interviewed aso made a specific request that system maintenance be performed
a atime other than the current 3 AM to 4 AM, given the high level of patrol fidd activity
during those hours. An update time of between 7 AM and 8 AM was suggested as being
more appropriate based on typica activity levels
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7.3.4 Fre& Life Safety Sarvices Department

The City's Fire & Life Safety Services Department has been among the leaders in the
City in the ealy integration and subsequent drategic goplication of mobile data
communications technology. These technologies will only grow in importance in the
future, serving to reduce response times and improve both the qudity and effectiveness of
the vital services this Department provides to the people of San Diego.

7.3.4.1 Response Technologies

Fre/EMS dispatch operations are aided by TriTech’'s Computer Aided Dispatich (CAD)
software, Trimbles GPS-based Automatic Vehicle Location (AVL) sysem, and
Motorolas Mobile Data Termind (MDT) technology. Wirdess derts for firefrescue
response are sent via he City-owned paging network, the City-owned MDT network, and
alimited number viathe PAm.Net (Cingula/RAM) network.

The use of pagers for this Depatment has been very successful. Currently only a
company’s captain and engineer have pagers. Severd requests have come to light for
firefighters to also be equipped with pagers. Doing so would provide grester redundancy
(if a pager mafunctioned or if a person was awvay from the rest of the crew) and would
dert dl members smultaneoudy, potentiadly improving initid responsetime.

Fire crews use pre-written fire plans which are housed in their vehicles for review and
guidance during a response.  Each set of pre-fire plans is written specificaly for each
response didrict. However, F&LSS dynamicaly digpatches utilizing the AVL
information to respond the closest unit regardiess of regular assgnment. With no access
to this vitd response data, the responding unit is a a serious disadvantage. In an ided
environment, dl pre-fire plans, response rouing information, access codes for private
communities, etc. should be available to al field units.

Feld access to web based programs could provide access to their CAD system, improve
peed in identifying hazardous materids, paramedic reports, and more timely access to E
mail, including a capacity for vehicle to vehicle text messaging.

Access to the extensive City GIS resources by field responders and commanders was aso
identified as being of great tacticd vaue. However, such access would require a network
of dgnificantly higher speed than those generdly avaldble in the maket today to
function wdll.

7.3.4.2 Reporting Technologies

The Depatment dso sees dgnificant advantage in being able to access their RMS in the
fidd. Such access will enable companies to write their response reports in the fiedd as
well as input ingpection data when origindly generated. This speed-up in the reporting
process is likdy to improve the qudity of fidd reports. Beng able to access higtoricd
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information interactively -- such as a given location's previous ingpection records -- was
a0 identified as having subgtantid vaue.

The State Emergency Medicd Services Authority (EMSA) is conddering implementing a
forma program to adopt a standard format for the creation and transmisson of Electronic
Feld Patient Care Records. Once such a standard is developed and promulgated,
commercid equipment to meet this need should become available.

7.3.4.3 Mobile Data Terminals/Field Data Access

The Depatment's AVL sysem requires that to maintain pogtiona updates, the
equipments MDT mugt reman powered on. This diminaes the &bility to track
equipment that is currently not in service. ldedly, the AVL sysem needs to operate
without the engine running and/or MDT turned on.

It has been reported by many that the current City-owned MDT units are difficult to read
during responses, the text is often garbled, response time is dow, and the units are poorly
maintained with keys often missng or broken.

F&LSS has been activdy seeking funding to augment (or even replace) ther exiding
mobile data equipment with commercidly provided technology, as the Police Department
has begun to do. The use of this technology would provide a substantid improvement in
speed; however the bandwidth would gill be inadequate for agpplications such as GIS,
Internet access, and interfacing with the Depatment's RMS program, or to directly
display most modern applications. The ided solution would be a Mobile Data Computer
(MDC) providing a graphica user interface (GUI), connected to a high-speed wireless
network for transmission.

Lifeguards adso require AVL and mobile network access their very low daffing levels
mean that resources must be leveraged to the greatest extent feasible.

The use of MDCs open up a wide range of otherwise difficult or impossible services such
as fidd-initiated paging, inteligent forms for a variety of reporting applications, GIS
gpplications, reading/sending attachments to E-mail, etc.

7.3.4.4 Other Technologies

There is ds0 a great ded of interest in Automatic Personne Location Sysems (APLS)
which would not only determine a person’'s location geogrgphicdly (latitude and
longitude), but dso have the ability to determine which floor they are on. This “third
dimendon” requirement creates severd problems the leest of which is it needs to
function indoors away from sandard GPS satdllite coverage. This type of technology is
currently not commercidly available.
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7.3.5 Water Department

As one of the City's leading “enterprise departments’ that touches every San Diegan, the
Wae Depatment has dgnificant data communications requirements that  extend
throughout the Department. Recently, the Water Department engaged the consulting firm
of EMA, Inc. to prepare planning efforts related to the Department's needs in Loca and
Wide Area Networks, and the Department's SCADA system.

7.35.1 Fixed Wireless Data
7.35.1.1 LAN/WAN

In summary, the EMA report divides the Department's networking requirements into two
primary networking environments, Enterprise Business WAN, and Operations, SCADA
& Control Sysem WAN. They recommend the implementation of a new high capacity
subsysem of the exiging City microwave network, dSructured to address the
Department's requirements as devel oped in the report.

7.3.5.1.2 SCADA

The Water Depatment currently utilizes a wirdess Supervisory Control and Data
Acquistion (SCADA) system that operates on five discrete 900 MHz licensed channel
pairs. Approximatdy 70 remote Stes report to five mountaintop Stes (Mt. Soledad,
Cowles Mountain, Mt. Woodson, Black Mt, and San Yddro View Pak). This
ingalation of the origind phase of this sydem was completed in 1999. The
implementation required extensve enginering and support  efforts  from  IT&C
Communications Divison. These SCADA sysems primarily support monitoring and
basic contral of pumping stations, pipelines, and other remote locations.

They ae in the process of expanding the SCADA sysem with the guidance of their
consultant, EMA, who recently developed their Information Sysems Mager Plan. A
condgderable amount of the future SCADA expanson will center around the requirements
of the new Alvarado Plant.

The Depatment aso remotely monitors the amount of externa corroson on pipelines at
approximately 80 locations throughout the City usng AT&T's CDPD wirdess network.
This corroson control process does not require much data bandwidth; in fact these
remote Sites are typically only accessed once aweek.

7.3.5.2 Mobile Wireless Data

Project-rdated information is entered in the field, and is later uploaded into their database
a the end of the day when the work crew returns to their shop. Idedly, al customer
service work orders should be fully accessble and modifigble directly in the fidd. Such
access would dlow the fied crews to remain in the fied longer providing better customer
service, and making more cals each day.
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The Depatment's water consarvation fied investigators regulaly communicate with
ther office and report on therr findings. These fiedld survey crews aso require information
to be looked up on aregular basis. All such lookups are currently performed manualy.

Many crews may dso benefit by having current GIS mapping information avalable to
them in the fidd. Current locaions of pipeines, vaves and covered or difficult to find
manholes are just afew items that field crews may need to identify directly in the field.

An integrated wirdess network could provide field access to al Department databases,
al necessary email services and access the Internet.

Meter reading crews aso utilize an Itron hand-held device for collecting meter data. The
information is stored in the device, and at the end of the day the data is uploaded from the
devices when they are placed in their battery chargers. Water is currently investigating
the cost effectiveness of utilizing Automated Meter Reading (AMR) technology.

7.3.5.3 GPSAVL

The use of GPS for field crews, water conservation crews, and meter reading crews
would enhance the accuracy of address data and provide documentation of work
performed, particularly where address data is otherwise not available. GPS data is adso
vauable when updating or adding information into GIS. Autometic Vehicle Location
technology has aso been identified as a desirable technology for use by the Department.

7.3.6 Metropalitan Wastewater Department

MWWD operates a wireless eight-zone digita spread-spectrum (non-licensed) SCADA
network. Currently the system is configured to operate only on five of these zones. Data
is gathered from six data collection hubs located & Cowles Mountain, San Ysdro View
Park, Mt. Woodson, Country Club Heights, Point Loma, and Black Mountain. This
sysem monitors flow and level conditions & severd of ther facilities (water reclamation,
bio-solids processing, treatment plants, etc.), pipdines and drainage sysems. The
mgority of the sysem is used to tranamit darm type conditions (flow rate too high or
low, levelstoo high, etc.) to their Metro Operations Center (MOC) “ComC” facility.

MWWD dso mantans a did-up data acquistion sysem that supports agpproximately
150 additional remote data sensors. The system polls the remote sensors severa times a
day. Each remote sensor has a separate phone line attached, making this system an dedl
candidate for replacement with wirdess technology providing a lower long-term cost of
operation.

Currently, they do not have the ability to detect pipeline leskage. It is our understanding
that given the combination of new, recently rdleased software, and the expanson of the
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SCADA network to include al criticad locetions, this type of lesk detection would be
possible.

Ther field crews use a work-order syssem smilar to other departments. They have been
invedtigating “pen based” sysems such as ruggedized PDAs (with Blackberry/Motient or
CDPD connection) or some form of Pam/tedephone combination unit. This agan is
another ided application for a City-wide wirdess mobile data network. The ability to
add GPS and access GIS data is criticad, snce the mgority of their pipelines ae not
easly found on a standard map.

MWWD is currently sponsoring a pilot project caled “Canyon Overflow Prevention
Sysgem” (COPS). The water levels a nine critical locations are being monitored to
prevent flooding in canyons and easements around the City. These COPS systems
monitor two trigger points and manhole cover postion (to detect intruders). A Globastar
o gmilar sadlitebased interface is used to communicate this data back to their
operations center. If this pilot program is successful, the Depatment plans on their
expanding their COPS network. They estimate over 5,500 citizens could be served by the
ealy flood waning sysem provided by this network. If an dternative transmission
method were in place, this network could be operated over City-owned facilities.

The Department dso operates a Remotely Operated Vehicle (ROV) that is used to inspect
pipelines and outfal a ocean discharge outlets. The ROV is used throughout San Diego
County and sometimes in Mexico however, it is modly used around Point Loma The
ROV s typicdly controlled from a boat; a times they would like to be able to provide a
video feed to the shore.

7.3.7 Generd Sarvices Department

7.3.7.1 Equipment Division

The Equipment Divison is respongble for the mgority of San Diego's mobile fleet of
vehides and motive equipment. Ther operations include not only full service garages
they dso have fidd crews doing emergency road cdls. Information is often gathered
manudly on paper and later, after returning to the yard, entered into their database. This
process is cumbersome and often dow if several emergencies hgppen a one time. A
wireless mobile data network would dlow for faster response and greater information
accuracy.

Also, severd of the Divison's vehicles are essentid to operations or perform specid
functions that are a times criticd. During emergencies or times when these vehicles are
urgently needed, the exact location of these vehicles become vitd. If they are
unattended, or the driver does not respond to their Nextel or cell phones, these vehicles
could be located more effectively if they had an Automatic Vehicle Location (AVL)
system.
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7.3.7.2 Facilities Maintenance Division

The Fadlities Maintenance Divison is responsible for upkeep and maintenance of more
than 1,400 City-owned faclities. The Divison provides cudtodid services, mechanica
savices (induding HVAC), dectrical services, engineering services, locksmith services,
plumbing services, and dl forms of facility congruction services.

Many of these facilities have energy management systems for centrd control.  With this
gystem HVAC systems are monitored and adjusted daily. The Division is now interested
in having these controls on a wirdess network to dlow adjusments to be made by fied
crews.

Due to the large number and variety of buildings in the City, building-related diagrams
(schematics, flow charts, parts lists, etc.) and other important documented information
typicdly required for faclity maintenance is difficult to access from the fidd. Having
the &bility to access up-to-date building information while in the fidd would save
ggnificant time over having to research or locate these documents. The mgority of the
maintenance supervisors and engineers dready Uutilize laptops. A high-speed wireless
network would dlow timdy adjusments to Hegting, Ventilaiing and Air Conditioning
systems (HVAC) and provide access to these robust databases.

Easy access to building plans and other related data would adso be hepful to the Fire
Depatment. A one-dop location containing dl building-rdated information could
possibly assst a number of other City departments as well.

7.3.7.3 Purchasing Division

The Purchasng Divison dso has severd people in the fiddd handling contract disputes,
providing contract negotiations, etc.  These people need up-to-the-minute accurate
information regarding City inventories, current contracts, vendor information, efc. The
gpprova process aso needs to dlow for quick field processng, paticularly for just-ine
time contracts.

7.3.7.4 SormWater Pollution Prevention Program

This program oversees the sorm water management and discharge control compliance
for the City. This program conssts of seven categories ranging from code enforcement
to public education. However, responghbility for daily mantenance of the City’s storm
water conveyance system is not an ement of this program.

The Storm Water Pollution Prevention Program fidd crews peform surveys, evduate
watersheds, test water qudity, and enforce dl storm water-related ordinances. These
crews have need to access a wide variety of information including data on previous
offenders, sorm drain locations, contour eevations, previous water qudity data, etc.
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7.3.7.5 Mobile Wireless Data

The Depatment's need for wirdess access is not much different than other City
depatments. A high-speed wirdless network could provide access to the various City
databases and provide access to the Internet and E-mall.

7.3.7.6 GPSAVL

The use of GPSAVL would gregtly enhance the Equipment Divison's ability to locae
key motive equipment paticularly during an emergency. GPS would dso assig in
collection of accurate data for the Storm Water Pollution Prevention Program's surveys
and enforcement programs.

7.3.8 Transportation Department

7.3.8.1 Parking Management Division

The Paking Management Divison is currently conddering the implementation of
eectronic parking citation issuance and management technology.  Adapting this to
indude a red-time (or near red-time) communications ement could provide a boon to
City policing operdtions -- as citations are issued, a background process can check for
outstanding wants agang the vehicle in question, as wdl as identifying candidetes for
“booting’”. Wanted vehicles can then be brought to the immediate atention of law
enforcement, rather than noting after the vehicle islong gone that it was, in fact, wanted.

7.3.8.2 Sreet Division

The Street Divison maintains the City’s dreet drains, traffic 9gns, traffic Sgnds, and the
roads themselves. They engage over 200 field crews and receive severa hundred work
requests every day. In order to more effectively manage this operation, the Divison
patnered with SAP America, Cybertech Systems and ESRI to develop an Enterprise
Resource Planning tool known as the SAP Synergy System. This program integrates
severd management tools specific to street maintenance with GIS.

The SAP Synergy Sysem contans dl of the City's pertinent dreet information
(including an extensve database of dl assats, resources, location data, etc.) and currently
offers three primary modules. Pavement View, Sweepers and Work Management.

The Pavement View module cdculates an Overadl Condition Index (OCI) for each road
in the City. When combined with other street data (such as inclines, distances, etc.) and
the annua budget for street paving, it then can determine what Streets need to be paved
each year. The program aso produces the necessary paperwork used for bid processing.

The Sweepers module creates route maps for the Street sweepers. Each sweeper is
equipped with a recording GPS unit and the data is uploaded every night and entered into
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the Sweepers module. Since the data includes the postion of the brushes (Up or down), it
can determine which routes were done and which ones need to be completed. The City
receives a number of complaints when a route or Street is not done according to the
schedule.  The information produced from this program has ultimately reduced the
number of cdtizen complants. Street Divison has identified severd benefits to receiving
thisinformation in acloser to red-time manner.

The Work Management module is very complex and handles dally assat tracking and
sarvice requests. Assgnments are distributed on job sheets (or shop papers) where space
is provided to “check off” the jobs as they are completed. These job sheets are then
returned to their supervisors a the end of the day. The supervisor then enters the data on
their PDA and returns them to ther office to upload the data to the SAP Synergy System
for processing.

In addition to citizen and other City worker-placed service requests, the Divison adso
supports specid fiedd crews -- conading mosily of interns -- that use avoice recognition
input device coupled with GPS data to go around the City recording observations of
problems and potentid issues.

The Divison has been investigating severd wirdess options for field data entry including
CDPD, dthough most solutions tested to date cannot provide the required throughput.
The SAP Synergy System is ancother ided candidate for operation on a high-speed
wirdess network. This same software and communications technology could wel form
the core of more integrated systems solutions across the City.

A web based interface designed for citizens to report road hazards, etc. will go online
within a few months. The citizen will recelve an automated email response back when
the job is completed.

7.3.8.3 Traffic Engineering
The Traffic Engineering Dividon operaes and mantans the City's traffic dgnds and
changegble message signs. They would like the cgpability to communicate to them via a

wirdess network for updating programming and change messages when necessaxry. A
future Citywide high-speed wirdess network could easly provide this connectivity.

7.3.9 Pak & Recreation Department

The Pak and Recreation Department has few information technology uses compared to
other City departments. Thisis not due to any lack of potential gpplications.

The Depatment has potentid for many applications that could serve as force multipliers,
permitting scarce adminidtrative resources to operate more efficiently, and fied forces to
get the information they need quickly to better perform ther jobs.

Page 108



City of San Diego
Wireless Communications Long Term Plan
Current Wireless Communications Technical Environment

Automatic Vehicde Location would be of dgnificant vaue, both for Pak Rangers
(paticularly from an officer safety perspective) and for Beach Maintenance (from a
performance tracking and operations coordination perspective).

The Depatment is currently implementing a Park Foredry sysem; it would be of
sgnificant value for gaff to be able access this systlem wirdesdy.

Recregtion Center stes have aneed for high-speed Internet and SANNET access.
Also required is the ability for the Department to send broadcast messages regarding a
vaiety of unusud and emergent Stuations out to dl locations. With more than 80

different field locations to contact, a phone tree Smply cannot spread warning messages
quickly enough.

7.3.10 Environmentd Searvices Depatment

Environmenta Services operates a flet of 200 refuse collection trucks equipped with
Automatic Vehicle Location (AVL) sysems that transmit GPS-derived postioning data
These trucks aso have sensors that report whenever the arm is lifted indicating when and
where a pick-up was made. This data is reported to the dispatch center via AT&T's
CDPD network. Information on truck location dlows the dispaichers to “dynamicaly”
dispatch vehicles to provide faster response to complaints of missed trash pick-up and
other citizen service requests, which dso has the added benefit of minimizing over-time
costs.

Environmenta Services has been experiencing some difficulty with the CDPD system
with some data packets being dropped. They suspect hat these dropped packets may be
the result of routing difficulties through SANNET. This issue has not yet been resolved
as of thiswriting.

The Depatment aso has a sgnificant number of other employees in the fidd including
hazardous materids personnd, Environmentd Services supervisors, and  code
enforcement officers.  Their primary mode of daa communication is through E-mal
usng GroupWise. Some use PDAs for emal and data collection, then later upload their
files when they return to ther office Many of the supervisors dso use Nextd's
messaging and E-mall sarvices. Severd of the fidd crews and other dtaff often require
access to large files such as three-dimensond drawings of landfills while they are away
from their office  These fidd personnd could be served with an expanson of their
CDPD system with MDC technology or a City-wide high-speed wireless network.

Environmentad Services dso uses the City-owned paging sysem. Feld personne often
request pages through their digpatcher which can teke severa minutes. The technology
used to expand their wirdess network should aso include the ability to access the City's

paging sysem.
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The Depatment is currently invedtigating the use of Sybasg's iAnywhere oftware
program to provide connectivity regardless of network or devicee They have been
looking a developing a wirdess LAN using the 802.11b protocol, or potentidly newer
technology such as 3G when that becomes available

7.3.11 Information Technology & Communications Department

Communications Divison's Fixed Maintenance Unit monitors the status and security of
dl tdecommunications fadiliies.  This is done through the City-owned microwave
sysem. The primary control point is located a Communications Divison's headquarters
a Caminito Centro. Station 38 Digpatch also monitors these conditions and can dispatch
gppropriate response during evenings and weekends. Currently there are no specific plans
to provide this monitoring cgpability on any wirdess network, though such capability
would be highly desrable.

The Divison's fidd technicians would be benefited gregtly by the ability to access the
vaious sysem management, diagnosic and monitoring capabilities from  remote
locations, such access would permit a single technician to troubleshoot problems that
would otherwise have required the involvement of severd.

As many of the technical staff spends much of their day in the fidd, wirdess access to the
City's usud suite of productivity tools would also be of greet service.

7.3.12 Other Agencies

Adde from the Poway Fire Depatment, which utilizes the City's MDT network, neither
of the other two voice radio system “customers’ utilize the City's data network.

San Diego Unified School Didrict is experimenting with IEEE 802.11b “hotspots’ at
school dtes, San Diego Community College Didrict currently utilizes CDPD service for
its Police units.

The Didrict is dso beginning to test feeding Closed Circuit Tdevison (security) images
back to their headquarters dte via therr data network. They indicated that it would be
very useful to be able to tranamit these imagesto officersin the fidd.

7.3.13 Inteference

No inteference complants have been noted regarding the City's exiding daa
communications network. This does not mean that the problems do not exist; they may
merely be masked by the other problems which regularly impact the proper operation of
this network.
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7.4 Dispatch, Console and Control Systems Issues, Goals & Directions
7.4.1 Police

7411 CAD

The overdl gods of the City in developing an integrated operationa environment are to
creste a work efficient environment; provide each person with access to the system(s) to
the greastest extent possible; reduce the amount of voice radio or hard copy to the
minimum required; and designed for growth and extenghility.

There is ds0 a dated long-term desire in the Police Department to perform “dynamic
dispatching”, where the closest available unit can be sent to the scene of an emergency,
potentidly improving response  times  Sgnificantly. This functiondity cannot be
implemented without Automatic Vehicle Location technology, which could not be eedly
added to the existing data network due to capacity issues.

The Dispaich Center currently has limited cgpabilities for video transmisson/reception
from the certain fidd units engaged in pecidized survellance operations. While there is
no short-term plan to expand these capabilities, the capability to receive and distribute in-
vehicle video, a least in specid circumgances, must be consdered in any long term
planning.

The Police Depatment is in the process of implementing a new RMS system, with the
intent of integrating Fiedd Reporting into the MDCl/lgptops used by fidd personnd. The
wirdess technology for RMSFdd Reporting is different from that for CAD reated
interactions. CAD sydem interaction with mobile computers is primarily short in
duration and performed in red time. RMS/Fed Reporting involves a longer period for
the data entry and generates far larger files for ultimate transmisson across the wirdess
network. It is seldom performed in red time generaly being done when convenient for
the officer. The information tranfer is often not performed until the officer is a the
ddion. Given the lage file szes the trandfer is dso more suited to wirdess LAN
technology than the CDPD or private radio alocations commonly used for MDC
implementations.

There are a0 deficiencies with the various facilities that the Police Department uses that
could be improved by wirdess technology. All faclities are wired for Locd Area
Networks that provide access to the various automated sysems. The access is thus
limted to only cetan physcd locaions within the fadlity itsdf.  This rests in
personnd having to seek out vacant postions to transfer data from their laptop to the
gysdems savers for permanent entry.  Wirdess communications in the dations proper
could greatly smplify this access, and dlow the return of officers to the fidd more
quickly.

A final deficency rdaed to infrastructure that was commonly mentioned is the lack of a
consstent security policy for accessing the various networks (both wired and wireless).
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7.4.1.2 Police CAD/RMS System Needs

The following specific needs were identified for the Police CAD syssem. Many of the
needs identified are common to both the Police and Fire operations.

The ability to extend the reach of their CAD/RMS capabilities beyond
the dations and vehicles themsdves. Currently available technology
can extend communications up to 1000 feet from the vehicle

Data cepture/retrieva a the incident ste with transmisson back to the
systems for processing

Higher wirdess bandwidth both for routine communications and to
dlow integration of fiedd reporting, location/person photo images,
fingerprints, voiceprints, and other large file Sze applications

Better interfaces with externd systems to securdy transfer needed
information

A uniform security policy, or & least consstent interpretation of the
security policy for networks that alows interfaces to be developed and
implemented within the guiddines of the policy

Upgrades of the Mobile Data communications sysems in a manner
that fosters regular replacement/upgrade of equipment and the ability
to upgrade incrementaly to new technologies

The &bility to consolidate data from different sources for anayss and
retrieval by field personnd

The ability to utilize wirdess LAN solutions when wired solutions are
impractical

Integration of Automeatic Vehicle Location and Mapping capabilities

The ability to utilize wirdess technology to st up temporay
commeand gations

Improved coordination for mgor incidents or incidents in areas with
access redtrictions to improve the ability to move equipment in and out

Improved cross-agency coordination between Police and Fire systems,
induding the ability to automaticaly generate incidents in the other
sysdem. For example, a Police cdl-teker handling an assault cdl
should be &@ble to trigger a FirelEMS response if needed with a
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keysroke, without trandferring the cdl or manudly cdling the other
agency

Improved Inter-Agency communications capabilities  for  multi-
juridiction or mutud ad Stuations

The ability to manage radio takgroup assgnments for unitsin the field

These common needs spawn individud implementation needs within esch department,
but the underlying infrastructure or cgpability is the same for each.

7.4.1.3 Radio Control

The Police Communications Center currently utilizes Motorola Centracom 11+ CRT-
based console for radio control. Our discusson with the dispatch Staff revedled some
issues with the in-place radio control equipment.

Their greatest complaint focused around the emergency dert trigger function of the radio
system. When activated by a fidd unit, the darm activates on al consoles in the Center,
functiondly “locking up” access until the darm is cleared. By far, the preferred method
would be for an activation to go to the “home’, or primary, console for the talkgroup in
question, instead of tying up dl consoles.

The operators dso frequently need to patch multiple takgroups together to permit units
to communicate quickly, generdly in emergency Stuations The dispaich daff indicated
a desire to be able to cross-patch more than two talkgroups, a cgpability which currently
exigs. Additiond training on this functiondity seems indicated to permit the operaors to
make the best use of the available technology.

Disgpaich daff dso dedred the ability to communicate eedly and quickly with other
agencies, paticularly other law enforcement agencies and the Fire Depatment. Severd
of the communications daff indicated that hotline intercoms between the centers would
samplify and expedite operations.
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7.4.2 Fre& Life Safety Services

7421 FireEMS
74211 CAD

The Fire Depatment has a CAD sysem from TriTech Software Sysems that was
upgraded at the time of the establishment of the medicad services partnership. The Fire
and Life Safety Depatment actualy operates three distinct dispatch operations, two are
co-located at the Fire Communications Center, and provide responses to Fire incidents
and Emergency Medicd Services requests, and the third operation is for Lifeguards, who
are located a the Lifeguard Operations Fecility on Misson Bay. The CAD system serves
both operations located a the Fire Communications Center, but do not directly serve the
Lifeguard operations. The sysem is rdaivey full feaured, including mapping
capabilities.  In addition to having the integrated voice and data @pabilities Smilar to the
Police Depatment's CAD system, the Fire system is integrated with a Station Alerting
Sygsem that derts the Fire Stations to an incoming cdl. This system uses a combination
of wired and wireless communications.

One of the largest deficiencies in the Fire Department operaions is the current Mobile
Daa Temind sysem which has continued in use wdl beyond its ussful life
Replacement parts have not been available from the manufacturer for severd years, and
a times the Department is required to cannibdize units to keep others running. At this
point, the first response units are prioritized for MDT equipment. As necessary other
units with MDT equipment have it removed to make it avalable for the firs response
units.

A rdaed deficiency arises from the barriers to expanding the reach of ther wired
networks. Often these are physicd barriers that could easlly be overcome with wireless
technology. There is a pilot project utilizing PAm PRilots for tracking the treatment for
EMS patients. The Pdm PRilot's data is handed off with the patient and upon arriva a the
hospital transferred to their syssem.  There is, however, no direct link that dlow this data
to be captured for reporting. The Department gill daffs a postion a8 EMS hospitals who
acts as the rday point for information between the hospita sysem and the Fire
Department system as security guidelines prevent the direct link between the systems.

The process for collecting and reporting data a fire scenes is pretty much manud and
thus one-way. This becomes more so asthe MDT unit inventory shrinks.

The Fire Department uses a variety of tools that conditute their RMS system. There has
not been a dngle product avalable that meets ther full needs. The basic tool is now
Sunpro Fire RMS.  Much of their data gill resdes on the old mainframe based system
because it was not converted and put into the Sunpro sysem. The CAD data comes
across to the Sunpro system dectronicdly. This system is used primarily to provide State
reports, but it is intended to expand to ingpections.  Ingpection reporting is considered a
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good candidate for wirdess technology. Other than the State reports, reporting is a

separate function.  There are discrepancies in the data collection process that require

human intervention to avoid loss of or incorrect reporting of the activities that actudly

take place. The data required to produce the reports resdes in multiple locations,

requiring several searches and extraction of data to be consolidated in a front end (such as

one built usng Microsoft Access or Seagate Crystal Reports) for the report generation
process. This process would be considerably more efficient with a consolidated database.

The Depatment feds there is a significant deficency in not taking advantage of other
potentid sources of information that would assst them. Examples are San Diego Gas &
Electric for gas entry/exit data, MWWD for drainage condderations, CaTrans dreet
video systems, Public Works data on road maintenance/closures, and the like. The
Department would ultimately like to integrate this data into CAD and use to assd in red-
time dynamic response planning.

Support for a mgor fire requires that the onSte commander acquire variety of different
types of information. The current process requires multiple queries to multiple sources
and istime consuming and inefficient.

743 FrelEMS CAD System Needs

Many of the needs related to the use of wirdess technology are common to both the
Police and Fire operations. Theseinclude:

The ability to extend the reach of their CAD/RMS capabilities beyond
the stations and vehicles themselves

Daa capturelretrievd a the incident dte with transmisson back to the
systems for processing

Higher wirdess bandwidth both for routine communications and to
dlow integration of fidd reporting, location/person photo images, and
other largefile Sze applications

Better interfaces with externd systems to securdy transfer needed
information
A uniform security policy or a least consgtent interpretetion of the

security policy for networks that alows interfaces to be developed and
implemented within the guidelines of the policy

Upgrades of thear MDT communications sysems in a manner that
fosters regular replacement/upgrade of equipment and the ability to
upgrade incrementdly to new technologies

The &hility to consolidete data from different sources for anayss and
retrieva by fied personnd

The ability to utilize wirdess LAN solutions when wired solutions are
impractica
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Integration of Automatic Vehicle Location and Mapping capabilities

The ability to utilize wirdess technology to set up temporary
command dations

Improved coordination for mgor incidents or incidents in areas with
access restrictions to improve the ability to move equipment in and out

Improved Inter-Agency communications capabilities  for  multi-
juridiction or mutud ad Stuations

Support for multiple jurisdictions to better enable the Department to
provide contract dispatch services

These common needs spawn individud implementation needs within each department,
but the underlying infrastructure or cgpability is the same for each.

7.4.3.1.1 Radio Control

The Fre Communications Center currently utilizes Motorola Centracom |1+ CRT-based
console for radio control. Interviews with the dispaich saff did not reved any mgor
concerns focused on the radio control equipment.

The principal concern of the digpaich staff was focused on their ability to communicate
eadly and quickly with other agencies, particularly the Police Depatment and adjoining
fire agences  Severd of the communications daff indicated that hotline intercoms
between the centers would ssimplify and expedite operations.

If the Department is successful in adding additional contract dispatch agencies, it will be
necessary to improve the Fre Communications Center’s connectivity to the RCS.  This
can be accomplished a the lowest cost through the inddlation of control dations
programmed for the RCS, or with the highest degree of functiondity by implementing
direct console connection to the RCS.  Additiona interfaces for recording would aso be
required. The appropriate connection methodology should be sdected based upon the
needs of the potential contract dispatch client.

7.4.3.1.2 Sation Alerting

While the exiging methodologies for ddion deting usng daa networking are
satisfactory, there is concern for the future because the current devices were custom:
mede for the City. Such devices ae now commercidly avalable from a number of
sources, and could be readily engineered into the system if circumstances dictated.
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7.4.3.2 Lifeguard
74321 CAD

At this time, the Lifeguard sarvice has no automated information management tools. Al
reporting and documentation is fully manud. However, this service would benefit
greatly from implementation of these devices The Lifeguard service is very thinly
manned compared to the other emergency response agencies in the City, and “force
multiplier” technologies are likdy to have subgtantid beneficid impact when applied to

this agency.
7.4.3.2.2 Radio Control

Currently, the radio control sysem in use is a buttor/LED-type Motorola Centracom |1
console.  This is being upgraded to a Centracom I+ CRT-based console that will be
much smpler to use, and can integrate many of the disparate devices currently present in
the Communication Center.

This console will be a remote from the Fire Depatment system; this technology will
permit the ingdlation of intercoms and other tools to enhance coordination between the
Lifeguard service and the rest of the F& LSS organization.

Each main tower operates as a mini-digpatch operation for the segment of the water for
which they are responsble. When a tower guard goes out on a rescue, they advise the
main tower that they are going out. Occasondly, cals are missed. It would be of vaue
for each main tower to be adle to identify the radio that is tranamitting, to mitigate this
loss of data and speed backup response to the rescue.

7.4.4 Station 38

The equipment a the Station 38 facility appears older than it is. The equipment is of the
same vintage as the rest of the CRT-based consoles in use throughout the City (most were
indaled a the time of the Trunked Radio Sysem implementation), but the more
indugrid environment of the current Chollas facility seems to have been borne harder by
the equipment at that Ste.

The consolesin use are the common Centracom |1+ CRT-based systems.
The recording system, while functiona, requires specid tape that grows harder to find.
The workgtations are smdl, and do not have adequate space for the reference information

necessary for their tasks. They do not provide the kinds of ergonomic adjustments and
support generdly desred for full-time, St-down dispatch operation.
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While the facility has access to the full range of each of the public works department-
goecific information sysems, the widdy differing user interfaces are confusng to the
gaff, and pose an opportunity for the introduction of errors. Most of these systems do not
provide CAD systemtlike features that would smplify the wide range of tasks these
operators must perform.

Paging is peformed manudly, usng the now-obsolete Motorola Alphamate paging
device,

7.45 Emergency Operations Center (EOC)

The exiging City EOC serves not only as the EOC, but dso as the primary backup
communications facility for Police, Fire, EMS and Public Works operations. Our review
of the facility indicated that many of the key components that would be required to
function in the event the facility was required were not fully operable.

All of the cdl-taking postions are equipped with obsolete Dictaphone Cdl-Check instant
recall devices, though we could locate none that functioned.

The fadlity is not ADA-compliant. A long dar climb is required to enter or exit the
fadlity.

A potentid concern is the facility's location in the heat of Downtown.  Previous
recommended practice regarding the placement of EOC facilities has been to place them
in or near the geographica and political centers of city operations and staff. In the tragic
occurrences of September 11, 2001, New York's two-year-old EOC (located in the 7
World Trade Center Building) was destroyed as a result of the attacks, complicating il
further New York's ability b respond to the incredible tragedies of that day. This attack
has rased many serious questions about the long-established practice of locating EOC
fadilitiesin the center of cities.

Most of the Fire Communications Center Saff who are interviewed clamed some
knowledge of operationd procedures which they would be required to utilize in the event
they were required to operate from the EOC. The Public Works communications steff is
aso largely conceptualy aware of what would be required to relocate to the EOC. For
Police, only supervisors and managers seemed to be aware of the procedures and
practices.

The following steps need to be taken to provide the City with an effective backup
communications facility, as wel as effective EOC communications.

Update radio control equipment to Centracom |1+ CRT-based consoles
to minimize differences between primary and secondary facilities
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Replace obsolete 1A2-type key telephones used for 9-1-1 answering
with Nortel/PEl equipment used in other City PSAPs and onfigure for
enhanced 9-1-1 services such as ANI and AL

Provide remote access to various required computer systems, such as
CAD sygsems, lawv enforcement databases for authorized users, and
departmenta work order management systems

Provide regular formal training with annud refresher courses on
operaionsin the backup facility

Perform forma quarterly technology tests to verify proper operation of
sysems

Perform yearly operationa exercise of operating from backup facility’
The need to take these actions isimmediate; there are no effective dternativesin place
for backup of these critical City dispatch facilities.

7.4.6 Digpatch Fecilities

The City's key public safety and service digpatch facilities are dl currently a, or nearing,
physica capacity. No expanson space is avalable in the exising Police, Fre/EMS, or
Public Service facilities, yet the City expects increases in demand for services and
facilities as population increases during the 10-year planning horizon.

No space exists in the curent Police and F&LSS dispaich facilities to accommodate the
ggnificant amount of equipment that will be required to support a new City Trunked
Radio, Microwave and Mobile Data Systems, which will need to be inddled in pardld
with the exigting technology.

Another issue that arose in the review of both Police and Fire/lEMS dispatch operations
was the lack of adequate backup facilities if the primary facilities were unavailable for
any reason. The City EOC clearly lacks the required capability to act as an effective
backup. While incoming 9-1-1 calls can be re-routed to non-City fadlities, the incoming
traffic would quickly swamp the smdler centers currently targeted to receive them. Also,
few effective communications facilities exist to dispatch those cdls to fied forces once
they have been received.

" The backup facility should be configured so that it can operate in a“load-sharing” mode with each of the
primary facilities. If configured in this manner, the backup center can be readily tested without requiring
complete, high-risk relocation, and can be used to address unusually high-traffic periods by supplementing
the primary facilities. The telephone switches used to support both Police and Fire PSAPs can be readily
configured to support this mode of operation.
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Training is dso a problem, as no space is avalable a dther digpaich facility for off-line
training of new communications personnd.

It is apparent that the City requires a multi-function communicetions facility to address
these needs. Thisfacility would provide the following functions

9-1-1 Primary Public Safety Answering Point

Primary Police Communications Center

Primary FirelEM'S Communications Center

Secondary Lifeguard Communications Center

Backup City Emergency Operations Center

Prime dte for wireless communications network infrastructure

This facility will require a mgor undertaking for the City. It is edimated that the cost of
such a facility will be between $15M and $20M. However, it is essentid that the City
plan for, and provide space and growth capabilities, for these criticdl life saving services.

Given the criticdity of the public safety communications function, a backup facility is
adso vitd for the City's critica public safety services Use of the primary facility can be
denied by anything that could force an evacudaion of the center, such as a hazardous
materid incident nearby. The backup facility should operate on a "hot-standby” bass,
capable of immediate operation.

Idedlly, the backup facility will be equipped with the same components in use a the
primary fadlity. This will permit the on-duty gaff, upon reocation from the primary
gte, to immediately resume operations without delay. Further, common equipmert will
permit the use of the backup facility as a traning dte for new City digpatch deff,
enabling highly redlidtic training without placing anyone at potentid risk.

Providing this fadlity with City-drategic day-to-day activities, such as the 3-1-1
function, the Station 38 Public Service digpatch operations, and radio operator/call-taker
traning will ensure that the facility does not fdl into disrepar, as is often the case with
facilities used only for backup purposes. With proper engineering d the communications
gysems, the fadlity could dso be used in pardld with the exiding facilities, providing
supplementd digpatch and call-taking capacity in the event of alarge-scae emergency.

The exiging Fire Communications Center would be ided for this purpose, once primary
Fire Communicetions activities relocate to a new center. The exiging Police
Communications Center and supporting equipment space would be returned to other uses.
The exiging Station 38 space would be re-purposed as additiond communications
equipment/technical space.
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7.5 Subscriber Equipment

In the end-user interviews, dmog dl had strongly held opinions regarding some aspect of
the communications equipment they use in their dally tasks.

Mog of the daff interviewed are tired of carrying around multiple — sometimes up to four
— communications devices, some of which are heavy. Everybody wants one multi-
function device, or perhaps, redizing that not dl devices work dl the time, two multi-
function devices, with ability to send and receive text messages, and ability to use it as a
radio and a cell phone.

This desre may not be that difficult to implement. The new XTS 5000 Models Il and Ill
handheld radios from Motorola provide a 4 line by 12 character, fully bit-mapped display
that supports the Wirdess Application Protocol (WAP) standard, and Short Messaging
Service (SMS) standard. It can aso make telephone calls over an appropriately equipped
network.  This cgpability is dready extant in the current network, dthough it is
infrequently used to avoid system buses from channds tied up with lengthy telephone
interconnect traffic.

The second most-mentioned improvement that respondents want is hands-free use of the
communications device(s).  This is paticulaly important to firefighters.  Similarly,
ambulance crews would like voice-activated radio, especidly if a paramedic is in the
back of an ambulance by themsdves. For example the City of Carlsbad utilizes
footswitches on the floor in their ambulances as a solution to this problem.

7.5.1 Portable Radio Equipment

The most common sat of complaints from portable radio users involved the radio's
battery. These included:

They become loose and |ose the connection

They don't take afull charge

It's hard to tell when they are charged

These complaints were very common across the entire base of portable radio users, but
were particularly common among 800 MHz users.

Ease of use. Respondents just want to be able to communicate quickly and effectively
with the minimum of fiddling with the device If radios had only two buttons most
respondents would be satisfied.
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Specific requests were made during the end-user interview process. While most of the
gpecific requests came from Fire & Life Safety personne, many of these improvements
would address issues faced by other City usersaswell. These requests include:

Improved coverage from inside buildings and hospitas
Additiond radios - one for each person

Improved functiona compdibility with bresthing apparaus -
current audio accessories are not compatible with BAs currently in
use

Bone-conduction microphones & speskers, or radios integrated
into their masks, such as are found in Europe (e.g. Inter- Spiro)

Function Locks for volume and channd settings

Brighter colors and/or luminescent gtrip for radio external case —
hard to see a night when dropped

Waterproof to resst both body moisture insgde their turnouts and
fire-fighting water

Lighter weight

Smdler radios

Larger screen

Easer navigation features

Voice indication of takgroup/channd sdtting of radio on channd
change

Voice command of radio functions

Improved inter-department  interoperability, particularly  between
PD, Fre, Lifeguards and Harbor Patrol, without having to switch
to SDMA talkgroups that require dispatch interaction

Universd hailing channd that dl radios would scan automaticaly
-- must not require sysem access to function. An
officerffirefighter down in a buldng may not be ade to
successfully access the system, but they can probably successfully
communicate on-Ste directly

Mohile charging capability for portable radios in the unit

Ability to “cha” easly and quickly within smdl groups without
going through dispatch

Want to be able to communicate better ingde buildings. The

signd to dert for a possble building collgpse is the ar horn, but
sometimes firefighters can't hear thet in abuilding
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Would like radios to be able to scan, recognize each other and set
appropriate channel stalkgroups automatically

Need multiple levels of radio cost and sophigtication; functiondly
unnecessary  (and  fiscaly  ingppropriate) to give mantenance
worker the same radio as a police officer or fire fighter

7.5.2 Mobile Radio Equipment

Few users commented on the in-vehicle radios directly; the users focus was on the
portable radio equipment. Certainly, it would be necessary to integrate many of the
channel/takgroup management and scan features described for the portable radios into
the vehicular equipment as wdl to maximize the desred functionality.

The only specific vehicde-focused comment came from the School Didrict, who are quite
concerned that any new or revised system be able to accommodate radios with very basic
functiondity and low acquisition codt, as they had a large fleet of school buses (over 550)
that had only the most basc of communications needs. They adso have a need for the
ample radiosto be able to be regrouped dynamicaly, particularly in an emergency.

7.5.3 Paging Receivers

While users expressed generd satifaction with the paging system, the equipment in use
is far from current. This circumstance is mandated by the sgnding technology employed
by the paging network. Thisissueisdiscussed in detall later in this document.

The following concerns were noted regarding the pagers:

Users strongly desire newer technology, smaler pagers

The Out-of-Range natification feeture, which currently exids, is of
greet utility

Improved backlighting of display - too hard to read in low ambient
light environments

Elimination of rechargesble batteriess which require life-cycle
management, and moving toward disposable batteries, which do
not

7.5.4 Mobile Daa Terminds

Many specific comments were receved from users regarding the inadequacies of the
exiging Mobile Data Sysem. However, dnce the sysem is obsolete, manufacturer-
discontinued, and must be replaced; and, snce any more technologicaly current solution
would inherently address the overwhelming mgority of the concerns raised, the bulk of
these concerns will not be addressed in detall here.
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There is one specific issue that merits review -- access to the MDT/MDC from outside of
a vehide. With mogt current technologies, an officer (or firefighter) must be in therr unit
to access the sysem. Often times, the exigencies of a dtuation prevent a user from
waiting in ther vehicle for a response from a remote database or for a transmisson to
execute when the system is busy. Thus, a portable access device is desired that would
permit access to the in-vehicle device from the area adjacent to the vehicle.

The following generd comments were noted regarding MDT/MDC operation, and merit
condderdion in planning anew system:

Trying to read the MDT in avehicle bouncing down the Street is
difficult
Trying to type in amoving vehicle bouncing around is difficult

Itishard to seethe MDT keys at night. Touch-screen technology, like
that frequently used in restaurant point-of-sde terminds, might help
this problem

MDT screen blurs from vibration
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7.6 Fixed Wireless

The City has subgtantia needs for fixed, point-to-point wirdess communications systems.
These are the systems that tie together key points of communications with high-capacity,
high religbility links thet are be truly dependable.

7.6.1 High Capacity Solutions

A properly engineered (to public safety standards) fixed wireless link is a least 99.999%
relidble, which means datidticdly tha the dircuit is unavailable less than sx seconds in a
year. This is the levd of dependability the City has received from its currently ingaled
fixed wireless systems.

The City is facing requirements for dgnificant additiond transmisson cgpecity. The
Waer Depatment desires a network capable of transmitting multiple DS-3s to connect
its key fadlities. The condruction of a new Trunked Radio System would create very
ggnificant needs for additiona interconnection facilities. The addition of recaiver dtes
will require new spur links to Stes not currently served.

The exiging backbone network -- while it has served wdl for many years -- isin need of
replacement. Almogt dl of the current components are no longer manufactured, and parts
support will become a long-term chalenge.  The network is not centrdly timed, and so
has difficulty supporting sophisticated data applications of the kind desired by City users
both today and in the future.

Based on observations and the avalable data regarding usage projections, the
replacement system will require either OC-3 or 3 X DS-3 capacity radios (155 Mb/s) for
most backbone locations. The decison regarding the sdection of the OC-3 or the 3 X
DS-3 capacity would depend on decisons the City made regarding bandwidth
management choices, as discussed in the following section.

7.6.1.1 Bandwidth Management

While the scope of this project does not include addressng overdl City transmisson
networks, cetainly the City's requirements are substanti. SANNET uses an extensve
network of telephone company-provided high-speed circuits to provide services. The
needed revisons to the microwave network will provide dgnificant added transmisson
capacity. However, as the City adds capacity to its networks, the ability to manage and
utilize that bandwidth as cogt-effectively as possible grows even greeter.

One toaol that the City can use to more efficiently utilize its tranamisson cgpacity is caled
a Digitd Access Cross-Connect System, or DACS. A DACS dlows individua DS-0 (64
Kh/s) level channels of a condituent DS-1 (T-1) or higher leve signd to be “patched’, or
individudly crass-connected to each other.
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This capability adlows a network operator to “groom” the backbone. For example,
according to the EMA Network Recommendations Report, the Water Department
requires 147 DS-0 circuits for SCADA transmission to the Centra Operations Fecility.
This equates to 6.125 DS-1 circuits. Without a DACS, it would be necessary to provision
7 DS-1 backbone circuits to carry the traffic; the remaining 21 DS-0 circuits would be
wasted -- representing a waste of more than 14% of the required bandwidth.

With a DACS, only the 147 DS-0 circuits would be provisoned, and no backbone
capacity iswasted.

Management is dso smplified. If a route needs to be removed from sarvice for any
reason, the network can be quickly reconfigured to switch traffic to dternate routes
without having to dispaich a technician to make the changes. The changes are dso far
faster and less disuptive than with manuad methods. Further, provisoning can be done
centraly, reducing the amount of work required to implement new service or changes,
and minimizing the likelihood of unplanned outages dueto fidd errors.

A DACS solution is the smplest gpproach to this management; however, it would not be
capable of integrating SANNET's carrier-provided ATM-based capacity.  Alternatively,
more complex cdl-relay-based solutions dlow transmissons to function a the packet
levdl without requiring partition into treditiond DS-O levd channds.  This is the most
efficient approach to the backbone, and would potentidly permit transparent integration
of SANNET transmission capacity and City microwave system transmission capacity.

The City should evduae these issues and develop an integrated bandwidth management
drategy to ensure it receives the maximum vaue for its bandwidth dollar.

7.6.2 Fixed Medium-Capacity Solutions

It is certanly technicdly possble that the City's high-capacity backbone can provide
cost-effective didribution to moderate-Sze, high-importance facilities such as police area
dations and amilaly szed facilities. Such service can be provided by the use of a range
of products operating on ether licensed or nonlicensed frequencies, and can be
engineered to meet the 99.999% avalability sandard desred for public safety
communications facilities

While the implementation of such sarvices is not technicdly chdlenging, the economics
involved are somewhat less trangparent. A detalled cost comparison between existing
methodologies and a fixed wirdess solution will be necessary prior to making specific
need satements in this regard.
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7.6.3 WirdessLANs

There is a dgnificant pent-up demand among City departments for the implementation of
wireless loca area networks, in particular for networks which utilize IEEE 802.11b “Wi-
Fi” standards.

During initid interviews with ITGC members, upon being asked “What are you looking
for from wirdess technology for the future?’, dmost without exception they replied,
“wirdess LANS’, astheir first reponse.

Wirdess LANs are very useful. They are dso inherently insecure. The integrd security
cagpability, the so-cdled “Wired Equivdent Privacy”, is eadly defested with cracking
tools generdly available on the Internet, even though it uses 128-bit encryption. The
built-in security features are worse than worthless -- they provide the user with a fdse
sense of security.

While these networks are not secure, that is not to say that they cannot be made secure.
The same tools used for Virtua Private Networking (VPN) and remote access work very
nicely over wirdess LANSsto provide a highly secure operating environment.

For any implementation of wirdess networking to provide the necessary degree of safety
and security for the confidentid data used by the City, we must make one basc
assumption: the wirdess network -- that is to say the trangmisson medium itsdf -- is
insecure and can never be trusted to provide security.

If we make the assumption that the wirdless network -- again, ANY wireless network® --
is inherently insecure, we can then take steps outside of the transmisson chan to render
that communication secure. Thisis the basic presumption of VPN technology.

An effective VPN/Remote Access drategy is ultimately a the heat of any effective
wirdess data plan for the City. It is with the use of these tools that the City can
implement a consstent, reliable, proven and managesble gpproach to permitting system
access from outside the wired environment.

However, the City has not, to date, developed standards and practices for remote access.
This is a source of frudration to ITGC members, who, in interviews, reported remote
access’VPN as the technology they second most desired, after wireless access.  Clearly,
the City needs to define such standards to provide this highly cost-effective technology.

8 Multi ple independent sources have alleged that several San Diego-area members of the media monitor traffic on the
existing City MDT system. Thereis certainly no technical reason this cannot be so. It requires only a PC with an
appropriate sound card (not all will work) and software available for free on the Internet. The putative user must have
sufficient technical skill to make a minor modification to their receiver, as processed and recovered audio will not
work, and initial alignment reguires aminor degree of technical sophistication. Most users are unaware that traffic on
the existing system is NOT encrypted. Datais transmitted completely in the clear. System “security” is derived from
the obscure modulation methods used by the system.
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7.6.3.1 Implementation, Operation and Management |ssues

To dfectivdly implement Wirdess LAN technology throughout the City will require a
combination of skills and expertise.

Wirdess LAN equipment manufacturers atempt to smplify the amount of effort required
to implement a wirdess network from a radio frequency perspective. But like any
wirdess system, proper atention to engineering consderations will result in a network
with higher long-term rdiability, generdly reduced initid codt, and grestly reduced cost
of ownership through reductionsin time spent troubleshooting mysterious failures.

Since these technologies operate in frequency bands not exclusve to them, a system
operator must be prepared to address highly technica RF interference issues, particularly
in an environment as diverse as the City's.

A hybrid effort will be needed for the City to implement these technologies optimdly.
Clearly, the network desgn and operations daff from San Diego Data Processng
Corporation must address the desgn of the wired transport dements. This work would
include provisoning LAN segments or VLANs to cary the “contaminated” wirdess
traffic back to the VPN concentrator/access device apart from the trusted wired traffic,
and making whatever configuration changes in the City network that may be caled for to
trangport thistraffic.

Communications Divison will handle the design, condruction and operation of the radio
frequency dements of the network, including access device placement, coverage design,
troubleshooting of RF trangport, and interference identification and resolution.

Exiging support procedures can be followed. However, front line support personne will
require additiond training on the support of the access devices.

7.6.4 SCADA

The Water and Metropolitan Wastewater Departments have made sgnificant investments
in the implementation of Supervisory Control and Data Acquisition (SCADA) networks
to control and monitor their far-flung resources. The investment made in these networks
has been appropriate and highly codt-effective compared to other dternatives, and should
be continued. These networks will continue to be expanded to service additiond dtes
and upgraded where necessary.

These networks are of the greatest sengtivity to the proper operation of the water and
sawer network of the City; these systems absolutely require public safety-grade

dependability.

Any potential use of an improved City wirdess data network for these gpplications must
meet the same leved of rdiability as any public safety gpplication. A thorough program
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of testing must be caried out, and pilot implementations performed to verify the results
of tedting, prior to any large-scae implementation of new technologiesin these systems.

7.6.5 Other Applicaions

Other, lower-bandwidth needs exis for point-to-point wirdess communications
throughout the City. Potentid applications include:

Irrigation Control

Park Lighting Control

Traffic Management

Message Board Control

Facility Control (HVAC, Lighting, Security)

For some of these applications that do not require full two-way control or complete
assurance that a command was recelved, paging technology can be utilized to provide a
very low cost control cgpability. A specidly modified paging receiver provides control
outputs that can be used to control relays connected to a load, or text to a remote display
device,

For more demanding applications, it is likdy tha an improved City data network will be
able to cod-effectively meet these requirements.  Assuming satisfectory testing, it is
possble that F&LSS might diminate the current carier-provided T-1 currently
provisoned to each fire station to provide network connection and dation derting. Such
amove could save hundreds of thousands of dollars annudly.
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7.7 3-1-llssues

The City of San Diego, as one might expect from the nation's seventh largest city, is
organizationaly complex. It can be difficult for the average citizen to discern which City
operation should be contacted to address a particular issue or service requirement.

Many of the individual departments have been quite progressive in their implementation of
“customer-friendly” practices, and have implemented effective technology solutions to support
those practices.

However, it can still be an exercise in frustration for a citizen to find the correct contact in City
Government to address their problem.

This is the promise of the 31-1 municipa access number: to provide a single, al-purpose number
that citizens can use to provide a single point of entry into the complex municipa environment
for non-emergency matters.

Some cities have implemented 31-1 operations with a particular focus. For example, Chicago
publicizes its system more as the non-emergency access point for police issues, such as cold
report cals and noise complaints, asit is staffed by police personnel. San Antonio's focus is more
on access to municipal services. Each city's unit, however, provides full access for al callers to
any required municipa service.

Because of the highly divergent nature of the various City departmental methods and practices,
systems and technologies in use, it is improbable that the City can currently achieve the kind of
cost reductions that could be attainable if department call center operations could be centrally
combined into a single unit. This is a desrable long-term goal that could be achieved with an
intensve, high-level program, focused on the development of enterprise software solutions that
would provide a common user interface and integrate databases effectively and transparently.

The long-term directions laid out in the City's Information Technology Strategic Plan of
integration and similar systems will go along way toward achieving this goal.

What is achievable today is an initia single point of contact that can directly address common
citizens issues, ensure calers are routed to the correct location, and reduce the time and
frustration level of the community in its efforts to reach its government. This approach is being
taken in cities as an immediately implementable approach to enhance service ddivery.

The City of San Diego aready operates an important resource that can be built upon as the
foundation of a sound 31-1 operation: the Station 38 Dispatch Center located at the Chollas
Operations Center.

One option is to combine this operation with the exigting City Information Center function, and
give it the charter of ensuring calls are routed to the proper function within the City. As
integration of tools and resources between departments improves, the role of this call center can
be expanded appropriately over time.
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7.8 City-Owned Paging System
781 Genegd

The City-Owned Paging System provides criticd support to the daily operaions of the
Fire and Life Safety Services Depatment, as wel as other City operations. In the
F&LSS agpplication, the City’s system cannot be readily replaced by private carier-
provided paging, due to the speed required and criticdity of the misson. Therefore, the
system will need to continue in operation if, for no other reason, than to support F&LSS
needs. Once present, other departments can readily “come adong for the ride’, (within
limits, to ensure artime for emergency pages) and recelve highly dependable paging
service for costs competitive with commercid services.

However, it appears the technological obsolescence now requires City to make a mgor
investment in the sysdem. The primary encoding forma for the current paging sysem
(Golay Sequentid Code, GSC or “Golay”) is no longer supported by its crestor,
Motorola, and the paging equipment industry no longer manufactures pagers which can
operate with this format. Smilarly, the City's paging termind is no longer manufactured,
and the end of direct support is clearly on the horizon.

Complicating the switch is the F&LSS use of the “Carbon Copy” feature of the GSC
protocol. This festures provides for the transmisson of the same message to up to 16
pagers a once without having to repeat the message informetion, conserving airtime, and
permitting the quick ddlivery of emergency pagesto dl involved parties smultaneoudy.

The paging indudsry trend had generdly been to replace Golay-based systems (which
only operate a 300/600 baud) with a UK-developed standard called POCSAG. (Post
Office Code Standards Advisory Group) This format operates at speeds of 600, 1200 and
even 2400 baud. Unfortunately, this format does not support any functiondity smilar to
the Carbon Copy feature, and even operating at its highest speed, would ill require
twice the time to dert the same number of pagers. A further disadvantage 4ill is that to
achieve this speed, a sgnificant price must be pad in terms of reduced pager senstivity.

Thus, it would be necessary to dgnificantly increase tranamitter power and/or the number
of dtesto achieve the same leve of reiahility previoudy enjoyed.

A newer format has been created that is designed to specificadly support large, carier-

owned paging systems that has enjoyed wide acceptance in the paging community. This
format iscaled FLEX™.

7.8.2 FLEX™ Technology

Created by Motorola, FLEX technology addresses the paging industry’s need to expand
beyond the limitations of other paging protocols currently avalable. In addition, it
provides the platform for advanced paging services. The FLEX protocol has become the
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worldwide de facto standard for one-way high-speed paging. Since the firgt shipment of
this technology in January 1995, over 35 million FLEX-based paging devices have been
shipped. It provides the fastest paging speed available anywhere, quadruples the capacity
of exigsing POCSAG sysems and dgnificantly improves paging rdiability. It mantains
data integrity by providing prudent error protection aganst multi-path reflections and
amulcagt interference, and by keeping the pager continuoudy in synchronization with the
paging transmission.

The FLEX protocol enables paging speeds up to 6400 bits per second (bps). This is
achieved through multiplexing up to four data streams into one 6400 bps transmission.
Each data stream, or phase, operates independently and pagers may decode multiple
phases or a dngle phase; a sngle phase pager may be less costly and operate with longer
battery life.

The FLEX protocol is a fully synchronous multi-speed sgnaling code that is optimized
for throughput, efficency and flexibility. With its greater rdiability, FLEX technology
offers improved page ddivery. This means that heavy traffic-hour delays are minimized,
thus reducing or diminaing redids into the paging termind and subsequent over-the-ar
re-transmissons. Not only does this lead to increased user satisfaction, but aso ensures
more efficient use of infrastructure resources such as telephone inputs and air time.

FLEX technology gives pager usars exceptiond protection againg dgna fading, which
trandates to improved page rdiability for dl paging services especidly dphanumeric
and information services. When there is a variation in sgnd srength, the FLEX protocol
is able to withstand a 10 millisecond fade at dl speeds and 4ill accurately decode the
information. The FLEX protocol improves reliability through checksum vaidations (an
eror detection mechaniam); message numbering which dlows for missed message
retrieva; and pogitive end of message control (by specifying the length of a message).

In pagers that utilize the synchronous FLEX protocol, a bettery can las more than five
times longer than in pagers running on POCSAG. The pager works in tandem with the
transmitting Station and searches for its cgp code only a fraction of the time, therefore
saving power. Thisimproved bettery life dlows the use of smaller batteries.

Findly (and possbly the most important), the FLEX protocol provides “dynamic group
cdling” that is essentidly the same functiondity as the Golay Carbon Copy. With the
use of this feature, and the higher base speed of the FLEX technology, it would be
posshble to dert 16 pagers of a fire cdl in 25 seconds vs. 12 seconds in the current
environment, even a the lowest FLEX speed. Further, the robust encoding of the FLEX
protocol makes the signa more likely to be successfully and accurately decoded, even a
low sgnd levels.

The trandtion to FLEX need not be ingantaneous, a phased trangition can be made. Both
FLEX and Golay pagers can be readily accommodated on the same channel with a new
terminal, as described below.
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7.8.3 New Technology Will Permit Broader Use of Paging

Many City departments and outside agencies would like to utilize the City sysem, but
report having been discouraged from doing so by cost or usage limitations. There have
been concerns regarding long aphanumeric transmissons from other departments and
agencies ddaying the transmisson of life-safety emergency pages that have driven
previous adminidrative decisons regarding acceptable use. A revised paging technology
changes this need entirdly. Between the higher speed avalable for the transmisson and
the priority processng supported by most modern pagng terminds, Fire and Life Sefety
Services can be assured of improved performance compared to the existing system, while
dlowing other departments to enhance their operations as well.

Many modern paging terminds support priority page processng levels, assgned by cap
code. Le us say that sx levels are supported in the termind. (For purposed of
discusson, we will number them 1 to 6 in decreasing priority.) For example, Fire pagers
would have Level 2 routindy assgned for their persond cgp code, and Park and
Recreation would have Level 6. On a routine bass, P&R's pages would be queued if any
of Firds pages were in the sysem, and held until al Fire pages had been sent. However,
P&R may have edablished a cap code that is used to send immediate advisories of
missing children. This cap code could be assgned Levd 2, s0 it would be sent with the
same priority as a fire call, or it could even be st as a Level 1, and be sent in front of fire
cdls. Thus, the priority can be established based on the nature of the page, rather than
the day-to-day status of the individua pager user.

In congdering the delays potentidly imposed on lower priority users in a prioritized
environment, it should be congdered that the total transmisson time of a sngle address,
240 character adphanumeric page in a 1600 bps FLEX system is approximatey 1.6
seconds, versus 8.6 seconds in the current Golay system.

With the combination of prioritization and increased transmisson speed, the system can

be safdly opened up to both more users and more uses without negative impact on the
mogt important daily use -- Fire and Life Safety digpatch.

7.8.4 Infradructure Additions

While users report that the exising system is, as a generd matter, reliable, there are a
number of areas where system coverage is desired but is not currently provided, and areas
where added rdiability and building penetration would be of vaue. Coverage is dso
needed outsde of City Limits to ensure quick daff notifications of emergency Stuations
requiring callback aswell as more routine matters.

IT&C Staff envison adding tranamitters a three additiond Stes to improve penetration
and rdidbility. Specific dtes under review as of this writing include Cowles Mountain,
which will improve coverage in the eastern areas of the City, much of the Mesa, and in
Misson Valey; San Yddro, which will improve coverage in the border aress, and Lake
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San Marcos, which will dgnificantly improve coverage throughout the North County
area.

An open issue is that of East County coverage. While the population in the area is
rdaively low, there are a comparatively large number of police officers and fire fighters
who live in the Eagt County, and many requests were received to improve coverage in the
east. Lyons Peak, in its current configuration, does not provide the needed coverage into
this aea This dte ether needs further development or needs to be supplemented with
another Ste suitable to cover the East County area.

Adding a tranamitter on Cuyamaca Pesk would certainly enhance the coverage in that
areg; it would aso cover two-thirds of Imperid County (and wel into Arizona) with
paging-grade sgnd, as wdl as putting a very audible sgnd into much of centrd and
western Orange County and southern Los Angeles County. Since the City is co-channd
with the Sdton Community Services Didrict in Imperid County and the Midway City
Sanitary Didrict in centrd Orange County, the City of El Monte in Los Angeles County,
as wel as Cambria CSD and te City of Santa Barbara further north, a more cautious
approach to coverage will need to be taken. The State of Arizona also operates a system
a its prison in Yuma on this frequency. While other, lower Stes may prove viadle to
address the eastern coverage needs, the City may wish to consder relocating certain of
these users to dternate frequencies as another option to permit broader coverage without
creating harmful interference.

The paging terminad should be more directly connected to the City's WAN, so that
dphanumeric pages can be more readily placed from on-network devices, including
mobile devices, reducing the City's dependence on the Alphamate, a now-discontinued
paging entry device widdly used throughout the City. Eliminaion of the Alphamates will
dso pemit the diminaion of a dgnificant number of andog teephone lines currently
dedicated to this task. Departmenta paging servers can be established to provide this
connection using the Telocator Network Paging Protocol (TNPP).

7.8.5 Advanced Pager Technologies

Many users have indicated a desire for two-way paging, both to send a message in
response to a page as wdl as to smply confirm response.  Certainly, it would be of value
to be able to pogtively verify receipt of a dispatch by an EMS crew, or to permit text
messages to be sent from the field by a supervisor back to their office.

This capability has grown to become a very important dement in carier-provided
paging; more than 40% of dl pagers in use today are two-way devices. However, this
technology poses chalenges for the City's use.

Fird, the pagers are only currently available to operate in the private carrier band around
900 MHz. There are no such devices that can operate in the spectrum currently in use by
the City. Second, it would be necessary to edtablish a consderable infrastructure to
receive the devices response transmissions, which operate at less than half of a Wait.
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The pagers are dso consderably more expensive; the lowest cost devices cost $185.00
each in smdl quantities vs. $81.00 for the top-of-the-line one-way FLEX pager.

With the departure of Motorola from the paging business, many of the companies who
were manufacturing products for Motorola have begun to market these products
themsdlves, often at afar lower cost than at which they were sold by Motorola.
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7.9 Public Network-Based Systems

There is no quedtion that City employees and operations have grown to become very
dependent upon Public Network Systems. These systems and services have formed an
important (but not very visble) link in the City's operationd backbone. If the City's
access to these sarvices were denied for any reason, City operations would sustain a
subgtantid  negative impact. This section describes the City’s use of the various public
systems.

79.1 Cdlular TeephonesOther Mobile Telephones

The City operaies over 2,000 cdlular telephones with its primary cdlular telephone
savice provider, Verizon Wirdess.  Additionaly, over 2,000 City employees have
personaly-owned cdlular tdephones through an employee service plan. Our end-user
interviews disclosed tha many of these personaly-owned phones are used quite
frequently for City business, often by employees who were unable, for a variety of
reasons, to obtain a City-provided phone. The City sgned this agreement in November,
2000, for an initid period of two years, with three one-year renewa options.

The City adso has an agreement with Nextd Communications for services These
devices, which operate in the same radio spectrum as the City's primary radio systent,
are a hybrid device that combines the functions of a portable telephone, pager, and
portable two-way radio.!® The City operates several hundred of these devices. Key user
concentrations are in the Police Depatment, Environmental Services Department,
Generad Services, SDDPC, and among City Public Information Office)ss. MWWD has
expressed a dedre to increase their usage of the Nextd devices. These groups have
generdly sdected this technology for the two-way radio functiondity it provides.

Additionaly, the City has entered into a technology partnership agreement with Verizon
Wirdess. This agreement provides for the City to have “first look” privileges with new
technologies as they are rolled out into the marketplace. The City is now beginning tests
on Verizon's higher speed data services, called Verizon Express Network, which are
expected to provide transmission speeds as high as 144 Kbl/s.

It is unlikdy that the City's use of Cdlular Mobile Teephones is likely to decrease.
Interviews with City oaff indicate that many members (regardiess of depatment or

° Both the City's system and the Nextel system operate in the 800 MHz band, in some cases on adjacent frequencies.
However, the devices are completely non-interoperable; a Nextel device uses a completely different modulation
scheme and technology backbone from the City's system. These differences have been the source of significant
interference with the City's radio system, and have been the focus of ongoing resolution efforts by IT&C staff for
several years. Thisproblemisdiscussed in more detail in the “Interference” sections of this document.

10 While the technol ogies used by the City's radio network and the Nextel system do not permit direct interoperation, it
ought to be technically feasible to devise an interface that would permit connectivity between the systems. Such an
interface would provide an ability for a Nextel conversation to be heard on the City radio system, and vice versa. This
would be potentially useful in several applications to promote both internal and external interoperability, notably with
Federal agencies that have made wide use of the Nextel network. This interface is not currently commercialy
available.
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assgnment) prefer to use telephone devices over City radio systems. Key factors driving
this preference include a full duplex (teephone-style) connection; perceived security of
communications, ease of use Sze and portability of equipment; and relative ubiquity of
service, even ingde gtructures where City radios may not function religbly.

7.9.2 Mobile Data Transmisson

For purposes of this plan, we have divided the City's mobile data communications
requirements into two principad categories High-Speed services, namey those that
operate at a speed of 64 Kilobits/Second or greater; and Low-Speed services, those that
operate below 64 KilobitsSecond.

At this time, a wide variety of vendor-provided services are available that operate at the
higher-speeds required to make feasble the deployment of advanced networking
technologiesto City field forces.

7.9.2.1 Low-Speed Data
7.9.2.1.1 CDPD (Cdlular Digital Packet Data)

CDPD is a packet-based data tranamisson service that operates on idle cdlular telephone
frequencies. The sarvice is only available in the San Diego area through AT&T Wirdess.
The City has had extengve experience with this service.

The City has been utilizing these sarvices snce 1997, origindly to address daa
transmisson needs of the Police Department. As previoudy documented in this report,
the exiging City MDT Network is deficient in many regards. It was too dow and
equipment was not available to address the needs of the applications desired by the Police
Department. This technology has proven itsdf to be an acceptable dternative to the City
MDT Network, and its use has been expanded to other departments.

CDPD technology, with its inherent 19.2 Kb/s speed limit, is not a long-term solution to
the City's mobile data transmission requirements. Speeds greater than 400 Kbi/s are
probably necessary in the long run. CDPD, aong with other, more recently introduced
technologies can sarve as an effective bridge technology between the current
environment (nothing) and the higher-performance applications envisoned by mos City
departments.

Further, industry sources have indicated a plan to begin phase-out of CDPD sarvices in
favor d newer dternatives. CDPD service is not expected to be available beyond the end
of 2004.
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7.9.2.1.2 Palm.Net, Blackberry, Two-Way Pagers & Other Messaging Devices

The City has a smdl base of usars (gpproximatdy 100) who are currently utilizing
Pam.Net services to provide remote access to E-mail, cdendaring, and other such
“productivity” applications on PAdm Pilot Persona Digitd Assgtant devices, known as
PDAs. This sarvice is carried on the Cingular Wirdess Data Network (formerly known
as RAM Mobile Deta) and operates at a speed of 9.6 Kb/S. This is the same network that
provides transmisson services to the very popular Researchrin-Moation (RIM) Blackberry
devices', though the two do not directly interoperate.

As the City migrates over time toward standards-based COTS applications, many of the
goplications the City may eect to implement will have provisons for the use of a variety
of commercidly-provided networks to provide field access to information, particularly in
work order tracking systems.

We have seen sysems in the maketplace that can function with Blackberry, Nextd,
Pam.Net, two-way Pagers, and avariety of cdlular and PCS telephones.

Adoption of these technologies must be carefully consdered. The networks upon which
they operate are not desgned to public safety standards, nor do they offer any
prioritization capability for public safety/service treffic. Thus in a lage-scae
emergency, when access to these services will be most desred by City users, users are
likdy to find the service functions poorly, if at dl.

Further, security concerns with these devices ae consderable generdly ther
transmissons are not encrypted or secured in any way'>. Any properly equipped
individua can intercept the messages sent and received by these devices. Therefore, their
usein potentidly sendtive applications must be carefully consdered.

The ease of use, economy and vaue of these types of devices mean they will eventudly
find a role in the City's networks, consderable discretion should be used in the ultimate
development of that role.

7.9.2.1.3 Paging

The primary driver for the existence of the City’s Paging System is the need of the Fire &
Life Safety Services Department for a secondary dispatch notification system to dations,
and for fire crews in the fidd. Ther foremost need is for a paging sysem tha will very
quickly notify recipients of messages with a high degree of dependability.  This
requirement for dependability is the reason commercid paging services cannot meet the
needs of F&LSS. Thus the City will need to continue to provide this service for the
foreseeable future. Once the infrastructure has been established, the incremental cost of

HRim Blackberry devices have been announced for other networks, including AT& T Wireless and Nextel.

ZRIM's Blackberry can be operated in a secure environment, when used in conjunction with a complete Microsoft
Exchange enterprise-wide solution, at considerable additional expense than the standard offering.
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adding an additiond user to the paging system is very low indeed — essentidly the cost of
the pager and a few minutes of dtaff time to program it into the paging sysem. Given
these facts, it is likdy that the City will reasonably continue to provide the bulk of its
own paging services long into the future.

7.9.2.2 High-Speed Data
7.9.2.2.1 Ricochet

Ricochet’s technology provides high-speed, wire-free Internet access over a unique data
network. Ricochet typicdly runs a speeds over 175 Kb/S, with bursts to 400 Kb/S.
Ricochet operates from an easy-to-use desktop modem or a PC modem card. It does rot
require a vidt by a technician to indal hardware or service lines to the user locetion.
These speeds are not future promises -- they are deliverable today with the network in
place.

Under the agreement with Ricochet, the City receves a large number of both modems
and substriptions;, these will be vauable for roles such as providing Internet access
sarvices to parks, and other such roles where their loss due to power falure will not put
lives at risk.

7.9.2.2.2 Verizon Wireess

Verizon Wirdess is currently the largest wirdless carrier in the United States. They have
recently began offering IXRTT high-speed wirdess data service under the name of
Verizon Wirdess "Express Network™. This technology is an overlay of an older
technology cdled “Code Divison Multiple Access’, commonly referred to as CDMA
(1S-95), making the phones and other devices backwards compatible for use in nor+
IXRTT areas or overseas (usudly at the maximum data rate of 14.4 kbps).

The Verizon Wirdess Express Network is capable of data speeds bursting up to 144
kbps, however currently the network only provides an average speed of 40-60 kbps.
Verizon dates that once their networks have been optimized the higher data speeds will
be possible, which is expected to occur by 1Q 2003. Even though this service is not
currently avallable nationwide, it is avalable in the grester San Diego area and most of
Southern Cdlifornia.

Verizon has patnered with Microsoft for high-speed web access, which is marketed
under the name “Mobile Web” offering the usua MSN suite of services and Accenture,
which provides access to their Mobile Service Bureau line of enterprise resources.
Veizon dso patnered with severd manufacturers including Quacomm (severa phones),
Audiovox Communications (a PocketPC with phone built-in) and Sera Wirdess
(PCMCIA cad), dl of which offer a wide variety of products that work on their Express
Network.
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While their focus to date has been on providing consumer-focused services, the system
can easly trangport private network gpplications as well.

Verizon Wirdess offers their Express Network with a variety of cdling plans incuding
one unlimited data plan (voice services extra) for $99.99 per month. Prices include using
Verizon's dower speed “Quick 2 Net” option when the IXRTT network is unavailable.
The City has not established contract pricing for this service.

It is our opinion that this service provides the best "bridge' technology currently
avalable for public safety data gpplications until the City can condruct a private data
network.

7.9.2.3 Police Department

The Police Department currently has gpproximately 500 CDPD devices in use to support
its Automated Field Reporting System and Records Management System, as well as basic
dispatch mobile data operations, largdy in its Eagtern Divigon.

7.9.2.4 Environmental Services

Environmental  Services has successfully utilized approximatdy 200 devices in refuse
callection and recycling vehicles to obtan red-time route peformance data, and to
permit the dispatch of the closest unit for specid pickups.

This project has proven very successful to date, and it is envisoned that as many as 1,000
units may ultimatdy be required to address a variety of agpplications throughout the City's
Public Works agencies.

7.9.2.5 Water Department

The Water Department has implemented CDPD technology a approximately 65 locations
for the collection of corroson data on pipes, a sgnificant -- and ultimady drategic --
concern. The data transmitted alows the Water Department to regulate and nonitor the
extent of dectrolyss occurring throughout ther sysem. This sysem will eventudly be
expanded to cover approximately 120 locations.

7.93 Paging

A few depatments who have personnd who travel out of the area regulaly have
equipped these individuds with pagers that are cgpable of national operation. This
gpecidized requirement is currently addressed on an exception bass. The overwhelming
magority of the City's paging needs are addressed by the City-Owned Paging System,
described in detail in Section 7.1.4 of this document.
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7.9.4 Mobhile Satdlite Sarvices

The City has made limited use of satelite-ddlivered mobile communications services to
address speciadized, small-scae requirements.

MWWD utilizes satellite services on a pilot bass for its “Canyon Overflow Protection
Sysem” (COPS) monitoring network. This network is intended to address the problems
of monitoring the function of sawage pumping dtations located in remote canyons, far off
the beaten path. Currently 9 Stes are ingtalled.

There are dso a handful (5-6) of Globasar handhed saelite phones for use by daff
patrolling remote reservoirs located in distant parts of the County that are not covered by
ether the City's private network, or any terrestria public network.

Fire and Life Safety Services have indicated a desre to more effectivdly communicate
with drike team commanders assgned to mutud ad responses in disant places. This
could be readily accomplished with Motient mobile sadlite services, which can, if
desred, be interfaced to the regular vehicle radio, providing access to the satdlite radio
from aregular hand-held radio when the user is away from their vehicle.

The Cdifornia Governor's Office of Emergency Services has edtablished a program to
coordinate these operations. It is cadled SKYMARS, and permits loca jurisdictions to
purchase equipment and services a reduced cod, while permitting units owned by
different agencies to communicate directly with each other, and the State.

7.9.5 Pdm.Net

The City has a smdl base of usars (gpproximately 100) who are currently utilizing
Padm.Net services to provide remote access to E-mail, cdendaring, and other such
“productivity” applications on Pdm Pilot Persona Digitd Assgtant devices, known as
PDAs. This sarvice is caried on the Cingular Wirdess Data Network (formerly known
as RAM Mobile Data) and operates at a speed of 9.6 Kb/s. This is the same network that
provides transmisson sarvices to the very popular Research-In-Motion (RIM) Blackberry
devices, though the two do not directly interoperate.

The firg drategic experimentd agpplication of these devices is in the Fire and Life Safety
Services, where the Department's CAD vendor has crested an interface between these
devices and the CAD system, alowing them accessto CAD data.
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7.9.6 Ricochet

Metricom, the creastor of the Ricochet service, filed for bankruptcy and discontinued
network operations in mid-2001, after spending over a hillion dollars to congruct its
network.

Ricochet’s technology provides high-speed, wire-free Internet access over a unique data
network. Ricochet typicaly runs a speeds over 175 Kb/s, with bursts to 400 Kb/s.
Ricochet operates from an easy-to-use desktop modem or a PC modem card. It does not
require avigt by atechnician to indal hardware or service lines to the user location.

In addition to home and busness use, Ricochet is a suitable high-speed Internet access
sarvice for municipdities, public safety, universties, hospitdity and corporate campuses.
Users can access the Internet, their corporate LAN and other resources from anywhere in
the Ricochet coverage area.

The Ricochet network was origindly deployed in 14 mgor U.S. cities, San Diego was
one of the first. Aerie Networks purchased the assets of Ricochet in November 2001, and
is in the process of reactivaiing the existing network and expanding Ricochet to aress
where high-speed broadband access is currently unavailable.  The Company is actively
seeking network partners to help turn the service back on where it once existed and to
expand and ingtall new networks in areas where affordable, broadband access is currently
unavailable.

The City has been approached by Aerie Networks, now doing business as Ricochet
Networks, Inc. (RNI) to restart the use of the sysem in the San Diego aea An
agreement has been reached with the City, and service has become commercidly
avalable in the City.

A review of this technology indicates that it holds significant potentiad to address many,
if not dl, of the immediate to mid-term mobile and fixed light route data transmisson
requirements of the City. While the service is largdly intended as a public Internet access
sarvice, it has been designed to provide private | P network transport as well.

The architecture of the network is robust. The basic network architecture is shown in the
following illugtration:
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As can be seen in the diagram, mobile units communicate with Poletop Radios (PTRs) in
the 902-928 MHz ISM band. PTRs then communicate to and from Wired Access Points
(WAPs) in the 24 GHz ISM band. The WAPs then communicate with the Network
Interface Facility (NIF) (generdly one per market, though more can be configured) -- a
fully redundant centrd networking point -- via whatever means are gppropriate: fixed
wireless, telephone company circuits, ec. It is at the NIF that connections are made to
the Internet or to subscribing private networks.

What is not gpparent from the above diagram is that the PTRs can dso communicate with
each other a 2.4 GHz -- not just a WAP. The PTRs can relay transmissons from one to
another until they reech a WAP. This means that if a WAP falls, the tranamissons that
would normaly be routed to it are amply reayed via adjacent PTRs (which maintain a
routing table for such contingencies) until they reach aworking WAP.

This flexible, sdf-heding mesh architecture is far more robust than any conventiond
public-safety data network commercidly offered to date, and is far less dependent upon
the proper function of backhaul circuits to ensure the data reaches its destination.

This network aso provides consderable traffic management capabilities that can ensure
the transmission priority of public safety traffic.

While RNI has dected to independently operate their network for the time being, it may
be feasble in the future for the City to partner with them to provide certan network
maintenance operations, which could address the norma concerns about maintenance
response in a vendor-owned network environment.
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There is a dgnificant potentid limiting factor in the adoption of this otherwise interegting
technology. It is an often-overlooked fact that in the origind Ricochet design, the PTRs
were not equipped with any kind of emergency power backup. It would be necessary to
reconfigure a substantid number of the PTRs with some level of backup power prior to
ther use in a sdfety application. The rest of the network is suitably equipped with
auxiliary power arrangements.

If the emergency power dtuation were to be addressed, this network may hold
consderable promise to serve as a solution to address many of the City's mobile data
requirements. It would, of course, be necessary to establish a reasonable and appropriate
test program prior to sgnificant adoption, and before any strategic public safety use.

For example, Park & Recreation would like to have high-speed Internet access available
a each City Recregtion Center; this technology could meet that requirement handily.
Lifeguards desire E-mall and cdendaring from Man Tower locations, and with the use of
VPN technology, this too would be an excellent application.

A potentid public-safety pilot project might be to provide MDT and AVL sarvice to

Lifeguards, their smal Depatment sze (only 22 vehicdes) makes them an interesting
potentia test environmern.

7.9.7 Gengrd Concerns Regarding City Use of Commercia Networks

As the City migrates over time toward standards-based COTS gpplications, many of the
aoplications the City may elect to implement will have provisons for the use of a variety
of commercidly-provided networks to provide field access to information, particularly in
work order tracking systems.

Sysems are available now in the marketplace that can function with Blackberry, Nextel,
Padm.Net, two-way Pagers, and avariety of celular and PCS telephones.

Adoption of these technologies must be carefully consdered. The networks upon which
they operate are not desgned to public safety dandards, nor do they offer any
prioritization capability for public safety/service treffic. Thus in a lage-scae
emergency, when access to these services will be most desired by City users, users are
likely to find the service functions poorly, if a dl.

The combination of the utility and value of these devices in day-to-day operations and
their low cost will probably drive their adoption. Given this, to protect the City's
interests, system managers must develop comprehensve plans for  depatmentd
operations without access to the devices, and their end-user base must be trained and kept
conversant with doing business without their wireless device.
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Further, security concerns with these devices ae condderable generdly their
transmissons are not encrypted or secured in any way™. Any properly equipped
individua can intercept the messages sent and received by these devices. Therefore, their
use in potentidly sengtive gpplications must be carefully considered.

The ease of use, economy and vaue of these types of devices mean they will eventualy
find a role in the City's networks, condderable discretion must be used in the ultimate
development of that role.

BRrIM's Blackberry can be operated in a secure environment, when used in conjunction with a complete Microsoft
Exchange enterprise-wide solution, at considerable additional expense than the standard offering.
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7.10 700 MHz / 4.9 GHz Spectrum

7.10.1 700 MHz Spectrum

In 1998, the Federd Communications Commission adopted service rules for 24 Megahertz of
gpectrum in the 764-776/794-806 MHz frequency bands (collectively, the 700 MHz band).
At the direction of Congress, this spectrum was reallocated from television broadcast services
to public safety communications services. It will be available as soon as exigting TV dations
vacate the spectrum, which is targeted for no later than December 31, 2006. However, this is
currently contingent upon Digitd Televison technology reaching certain market penetration
gods. Itisquestionableif these goals will be reached in the stated time frame.

Because these questions exist, there are measures currently before Congress to move the date
up considerably upon which this spectrum must be transferred.

In January 2001, the FCC adopted technical and operational standards for use of the narrow
band portion of this spectrum. The standards are based on recommendations of a federa
advisory committee, the Public Safety Nationa Coordination Committee (NCC). The NCC is
continuing its work with a special focus on wideband interoperability standards.

The City has been active in the local planning process for this spectrum, and has obtained a
considerable dlocation for the benefit of the City. Currently, the City has been assigned 72
6.25 KHz channels in this spectrum. By number of channels, this dlocation essentialy more
than doubles the spectrum currently available for the City's use; however, no equipment
capable of operating at 6.25 KHz channels has yet been seen in the market.

The wideband channels suitable for data transmission have not yet been allocated, as
standards have only recently (May 23, 2002) been developed for these frequencies, and so no
suitable equipment currently exists. The City intends to continue its active involvement in
the spectrum planning process as the wideband spectrum is alocated, and will attempt to
procure an appropriate allocation to meet the City's needs.

In addition to the spectrum assigned to the City in the plan, there are a large number of

channels available on a shared basis for interoperability/mutual aid purposes. Plans are now
being devel oped by the State as to how these channels will ultimately be managed.

7.10.2 4.9 GHz Spectrum

On February 27, 2002, The Federa Communications Commission redlocated spectrum in
the 4940-4990 MHz band for public safety use. In this action, the Commission did not
edtablish the rules under which this spectrum can be utilized, but postulated a number of
potentia options, and proposed rule-making to establish the necessary rules and standards.

Many of the commenters in the proceeding saw the most appropriate use of the spectrum as
close range that is around the immediate scene of an incident. Many saw its principal use in
so-called “Personal Area Networks’ and “Vehicle Area Networks' that would provide for the
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tranamisson of a wide variety of information, including voice, traditiona data, and image,
over distances of 500-1000 feet or less.

Others did see the value of longer-range communications and suggested that existing designs
for IEEE 802.11b wireless Ethernet equipment and designs for equipment operating in the
adjacent U-NII bands could be readily adapted and used for both fixed and mobile high-speed
(above 1 Mb/s) links. This equipment would make truly portable networked data operations
feasible for the first time.

It is possible that this application may hold significant vaue to the City. While twice as high
in frequency as the band in which IEEE 802.11B equipment operates, preliminary modeling
suggests that it would ill be quite usable to provide very high speed (over 10 Mb/S), truly
mobile data connections.

While a large number of access points would be required, the City certainly owns a far larger
number of sites where Network Access Points could be ingtaled. Such an ingtdlation would
not be a maor project: pane antennas for the band are less than 30 inches in height by less
than 6 inches in width, and would lend themselves to conceament in a “flagpole’ or other
such structure.

The site equipment (even with battery backup power) would easly fit into a small outdoor
housing that could mount directly to the pole. Extreme height would not be required; 50-60
feet should be sufficient (indeed, preferred) in most cases. Such an access point could be
constructed and implemented for under $15,000 each™®. A quick calculation suggests the
City could be wdl covered by 50 to 60 of these points; thus, the network could probably be
built out for $750,000 - $1,000,000 for the access infrastructure. Allowing half that again for
the interna transmission elements to tie the access points back into the City's network, and
this potential project compares very favorably a a cost of $1.1 to $1.5 Million to other
aternative that would provide only low speed services.

One very serious cloud around this silver lining is the likeihood of interference from U.S.
Navy operations in immediately adjacent spectrum. The Navy’'s very-high-power operations
radiate noise throughout the alocation at levels ranging from +10 dBm a 4940 MHz to -45
dBm at 4965 - 4990 MHz. The NTIA has stated on behalf of the Navy that al of San Diego
County will be subject to these high-level emissions. It remains to be seen whether the
equipment envisoned for this band can operate through the noise, or if this otherwise
vauable resource will smply be unusable. Of coursg, it is likely that a certain amount of the
interference the Navy has predicted could be mitigated by a local agreement not to operate on
the highest frequencies their yystem utilizes. The question of where the negotiating position
ends and rea operational issues begin remains to be settled.

14 This expectation is based on $3,500 antennas, $2,500 access point, $4,000 antenna
support/cabinet/power, and $5,000 installation labor.
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7.11 Special Purpose Equipment

7.11.1 Transportable Trunking Site

The City of San Diego, as the seventh largest city in the United States, faces many unique
chdlenges. The City is one of Americas favorite dedinations. with the San Diego
Convention Center leading the way, the City is host to many large conventions and
events each year. Some of these events are of a spectacular scae, a thar vishility and
sengtivity on the world stage mandate large public safety responses. Examples of these
types of events are the Republican Nationd Convention, the Bio 2001 conference, and
the upcoming Super Bowl.

The City ds0 has a huge wildland/urban interface that places the City a great risk from
wildfires. These fires often occur in remote canyon areas not well covered by the City
trunked infrastructure.

The City's Trunked Radio System is dso somewhat vulnerable to disruption through the
loss of a radio gte. The existing design does not provide a great deal of redundancy of
dte coverage. Due to the City's chdlenging terrain, many locations in the City ae
covered from only asingle radio ste.

These factors combine to suggest a clear need for a mobile trunking ste.  This resource
would be a sdf-contained unit, with its own dte controller and 5-10 channels of
transmission equipment, a generator, and a stowable tower. It would not be intended to
dmulcag -- that would require too much effort to set up to be practicad for quick
deployment -- but would be a “zone’ of its own in either the RCS, or a possble future
City Smartzone system upgrade. It could function as ether a sanddone sysem, or be
tied into the City's sysem by microwave rday, and could function completey
transparently to system users. It would be in service, and the users would never notice --
except they could now communicate from places where they could not before.

This sysem could be deployed within hours by Communication Divison technica

personnel to provide a subgtantiad communications capacity in the event of fires, Ste loss,
or to sarvice the tactica requirements of a planned event.

7.11.2 Mobile Radio Direction Finding Vehicle

IT&C currently operates an edely former service van equipped with direction finding
equipment, which is clearly marked as a City vehicle and has a large Adcock-style
antenna array on top of it.

During the interview process with law enforcement, it was noted that on severd
occasions the Police Department has needed the services of a direction-finding vehide to
support both investigations and a variety of operations. However, the City-owned vehicle,
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even though it is wdl-equipped technicaly, was ingppropriate for the task given its
vighility and high profile

Communications Divison aso has a continued need for a robugt radio direction finding
capability to address interference mitigation, and perform other technica studies.

Concern was aso expressed by daff about the mechanicd soundness of the exiding
vehide. Since it is likdy such a vehicle may need to travel off of paved roads reiability
isessentid.

One option is for a lower-profile vehidle that could be more flexibly equipped with a
vaiety of direction-finding technologies based upon the assgnment. For example, an
imported pickup truck with a camper shell on the back could be adapted to support both
Doppler-based and the Adcock DF technologies. The Doppler could be used where a
lower profile is cdled for on law enforcement support missons; the Adcock could serve
at other times.

7.11.3 Quick-Deployment Fixed Wirdess Equipment

With the large numbers of specid events held throughout the City, the City often has a
requirement to implement high-capacity fixed communications links to temporary gtes,
sometimes  on  reaively short  notice. A dggnificat communications emergency
reoration cgpability is aso needed, given the criticaity of communications to City
operations.

These systems need to be flexible, ale to carry a broad range of information, including
voice communications, video, and radio control. Such equipment is readily avalable
today on acommercia bass.

The City should purchase severd sats (4 or 5) of this nontlicensed, fixed wirdess
transmisson equipment, and pre-package it in racked sets, with the necessary
multiplexers and data transmisson components fully integrated.

This would permit the easy extendon of high-cgpacity links on short notice from well-
wired locations to those not equipped, or to reinforce existing services when required.

This equipment could aso be used to support the proposed Transportable Trunking Site,
previoudy described in this section.
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8.1 Implementation Strategy

The City has edablished a vison for how information and communicaions technology
would enable the City ‘worthy of our affection.” In order to achieve this vison and the
drategic wirdess communications goads and objectives, the following criticd success
factors were identified:

Strong executive sponsorship and support from City Council and City
executives on the City’ s Wirdess Communications Vison and Misson

Buy-in from City stakeholders including the various City departments
Commitment of time and resources from the IT Governance Committee
Funding and staff resource support to execute the Plan

Ongoing close communications and teamwork throughout the organization
Phased implementation strategy based on overdl City priorities

Regular progress assessment and communication of the implementation
plan objectives

Annua review process to ensure that the Plan god's and objectives remain
consstent with the City’ s business need

Resolution of regulaiory issues surrounding both the City's curent
spectrum allocations and proposed expansion at 700 MHZ®

The next sub-sections describe the current and new initiatives that were identified, as wdl
asahigh-levd implementation schedule.

8.2 Listing of Initiatives

The following key drategic initiatives are identified and assigned a priority in accordance
with the City’s IT drategies and objectives. In the listing below, they are ranked by their
relative priority.  This ranking is based upon severd criteria induding drategic fit,
relative urgency, City readiness, opportunity costs, and others.

8.2.1 Ongoing | nitiatives

Rank Initiative Estimated Cost
1. Update City Paging System $300,000
2. Upgrade & Expand SCADA Networks $200,000

15 Thisissueisanational-level issue beyond the ability of the City to resolve onitsown. The City hasin the past, and
will continue in the future, to aggressively represent its interests before the Federal Communications Commission, local
frequency allocation committees and other such bodies involved in spectrum allocation and regulation.
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8.2.2 New Initiatives

Rank Initiative Estimated Cost
1. New Digita Microwave System $3 Million
2. New Remote Network Access Methodology $250,000
3. New Wide-Area Mobile Data Network $3-$5 Million (Interim)
$6-$8 Million (Permanent)
4. New City Radio System & Control Equipment $60-$70 Million
5. New Primary Public Safety Dispatch Facility $15-$20 Million
6. New CAD Systems $10-$12 Million
7. Improve Communications Technica Support
Capailities $700,000
8. Improve Communications Training Capabilities $125,000
0. New Fire Station Alerting Network/Hardware $1.5 Million
10. Convert Exigting Fire Comm Center to multi-
functiond Public Service Comnmv3-1-1 call center/
Backup Public Safety CommVTraining Facility $4-$5 Million
A draegic legidative initiative has aso been devel oped:
1 Enactment of a Signd Booster Ordinance None

The next sub-sections describe the current and new initiatives that were identified, and

their fit in terms of time. Four time scopes have been devel oped:

1. Ongoing (In Progress)

2. Immediate/Short Term (3 Years or Less)
3. Intermediate Term (4 to 7 Y ears)

4. Long Term (8to 10 Years)

The following initiatives are consdered ongoing: (In Progress)

1. Update City Paging System

2. Upgrade & Expand SCADA Networks

Page 154



City of San Diego
Wireless Communications Long Term Plan
Implementation Plan

The following initiatives are consdered Immediate/Short Term (3 Years or Less)
1. New Digitd Microwave System
2. New Remote Network Access Methodology
3. New Wide-Area Mobile Data Network (Interim Steps)
Thefollowing initiatives are consdered Intermediate Term (4 to 7 Years):
1. New Wide-Area Mobile Data Network (Permanent Steps)
2. New City Radio System & Control Equipment
3. New CAD Systems
4. New Primary Public Safety Dispatch Fecility
5. Improve Communications Technical Support Capabilities
6. Improve Communications Training Capabilities
7. New Fire Station Alerting Network/Hardware
Thefdllowing initiative is consdered Long Term (8 to 10 Years):
1. Convet Exiging Fire Comm Center to multi-functiond Public Service 3-1-1

cal center/Backup Public Safety Comm/Training Facility

8.2.3 Ranking Rationde

Theranking for the new initiativesis based on the following reasoning:

The New Digitd Microwave Sysem was chosen fire, as it is the backbone upon which
al of the key City wirdess communications system depend. Serious capacity issues exist
currently that limit the City's ability to address immediate needs, and this network will
need to be updated prior to the implementation of many of the other key initiatives. The
exiting microwave network is experiencing loss in reiability due to its age. Spare parts
and technicd support are becoming more difficult to acquire. This network is no longer
supported by the manufacturer. The basdine importance of this initiative to most others
droveitstop ranking.

The New Remote Access Methodology was chosen second, though this initigtive will
likdy be the firg completed. It is a straightforward project that will not require a large
capital expenditure, but will provide a platform for severd of the initiatives to follow.
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The New Wide-Area Mobile Data Network was chosen next due to the criticaity of the
goplications (pivotal to both police and fire digpaich), the severity of the Stuation of the
exiging solution, and the impending diminaion of the current dterndtive solution. The
current MDT Network is no longer manufactured or supported by the vendor. Parts and
devices are no longer avalable. The capability of the current network does not support
the needs of the City. Commercid services are being used as a “bridge technology” until
such time as the City can acquire and build a new City-owned and operated mobile data
infrasructure.  The City will adso probably need to utilize the current channds from the
MDT Network to provide sufficient channds for the build-out of the new radio network.

The next choice was the New City Radio Sysem & Control Equipment Project, the
largest dngle dement of the City's wirdess drategy for the next ten years. This ranking
was selected due to the time that would be necessary to develop the funding required for
this mgjor, multi-year project.

The choice of ranking of the next two initigtives, the New Primary Public Safety
Digpatch Facility and New CAD Sygsems, is driven largdy by the timing for the New
City Radio Sysem. These projects should, idedly, come on-line toward the end of the
Radio System project. The new facility will likey take longer to complete than the CAD
System project, so it has been placed before the CAD System project.

The Improve Communicetions Technical Support initigtive is a supporting item to the
previous severd initiatives, and israrked accordingly.

The Improve Communications Training Capabilities initiative is a low-cost program that
will be of great importance to the success of the New City Radio System project, and
should be completed in time to support that project.

Fire Station Aleting is a longer-term requirement that does not need to be addressed
immediately, but should be consdered in the CAD System project, and completed in a
comparable timeframe with that project.

Converson of the exiging Fre Communications Center to a Public Service
Communications Facility must wat until the completion of the new Public Safety
Communications Center, and is the longest-term initiative by virtue of this fact.

The Upgrade City Paging System and Upgrade SCADA Networks projects are aready
underway. The legiddtive initiative can commence a any time, but should be undertaken
sooner than later.
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8.3 Projected Implementation Schedule

The following implementation schedule is projected for each of these initiatives:

Update City Paging System

Upgrade & Expand SCADA Networks

New Digital Microwave System

New Remote Network Access Methodology

New Wide-Area Mobile Data Network (Interim)

New Wide-Area Mobile Data Network (Permanent)

FY 2003 FY 2004 FY 2005 FY 2006 FY 2007 FY 2008 FY 2009 FY 2010 FY 2011 FY 2012

New City Radio System & Control Equipment

New Primary Public Safety Dispatch Facility

New CAD Systems

Improve Communications Technical Support Capabilities

Improve Communications Training Capabilities

New Fire Station Alerting Network/Hardware

Convert Existing Fire Comm Center to multi-functional Public
Service Comm/3-1-1 call center/Backup Public Safety
Comm/Training Facility

(continued)
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8.4 Key Strategic Initiatives: In Progress
Thefollowing key drategic initigtives are currently in progress.

8.4.1 Update City Paging System

| SSUES
Obsol ete encoding technology limits City's ability to obtain replacement pagers
Current paging transmitters no longer supported by manufacturer
Current paging terminal no longer supported by manufacturer
Encoding technology's speed limits ability to add additional users
Better building penetration and paging reliability desired in many areas
Improved system coveragein North and East San Diego County outside City limits to reach off-
duty emergency personnel

GOALS& OBJECTIVES
Enhance dependability of City wireless communications systems and related elements
Ensure adequate system capacity for thetimely delivery of information
Improve the delivery and end-user value of City wireless communications services
Replace obsol ete equipment & technology

Improve system coverage and penetration

Provide infrastructure upon which new higher-speed paging technology may be rolled out

RECOMMENDATIONS:

Add three new transmitter sites at Cowles Mountain, Lake San Marcos and San Ysidro
Replace transmitters with current technology that will support FLEX encoding
Replace/upgrade paging terminal with current technology that will support FLEX
Relocate paging terminal to Chollas hub site

Begin gradual migration of pagersto FLEX technology on overlay basis once infrastructure
established

TIMEFRAME: Six to Eight Months
POTENTIAL SPONSORS: IT&C
BuDGET: $300,000

FUNDING AVAILABILITY: Yes-- Fiscd Year 2003 funds allocated
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8.4.2 Upgrade & Expand SCADA Networks

| SSUES:
Interference issues with MWWD network due to use of unlicensed spectrum in long paths
Not all Water Department sites where serviceis desired are presently served

Use of analog modems in Water Department network is problematic due to periodic failures
requiring a manual on-site (at remote location) reset; resets necessitate callouts after-hours, and
impacts staff time during business hours

GOALS& OBJECTIVES:
Enhance dependability of City wireless communications systems and related elements
Ensure adequate system capacity for thetimely delivery of information
Improve the delivery and end-user value of City wireless communications services
Replace obsol ete equipment and technol ogy
Reduce interference potential

Improve network reliability

Reduce costs of operation and administration

RECOMMENDATIONS:
Add locations not served by existing networks.

Migrate MWWD spread-spectrum paths operating in non-licensed bands to licensed bands to
enhance dependability and availability of network by reducing interference potential. The City
has acquired the requisite frequencies, which were not available at the time of origina
implementation. Migrate MWWD spread-spectrum radio equipment to shorter and less-critical
paths and uses.

Replace modems in Water Department units with direct digital connection to simplify
administration and maintenance, as well as overal availability of network; reduce overtime
expense on callouts.

TIMEFRAME: 24 Months
POTENTIAL SPONSORS: MWWD & Water Departments
BUDGET: $200,000

FUNDING AVAILABILITY: Yes-End-user departments.
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8.5 Key Strategic Initiatives: Immediate/Short Term

The following key initiatives are anticipated to begin within 3 years or less,

85.1 New Digitd Microwave Sysem

| SSUES:
Many existing segments at capacity

Significant new additional capacity needed for:
New radio system
New mobile data capacity
New dispatch consoles
New Water Department strategic operational requirements

In-place equipment no longer manufactured; parts support will become problematic

Existing network designed as voice-only network; adding data applications problematic

GOALS& OBJECTIVES:
Enhance dependability of City wireless communications systems and rel ated elements
Ensure adequate system capacity for the timely delivery of information
Improve the delivery and end-user value of City wireless communications services
Replace obsol ete equipment & technology
Increase reliable high-speed data capacity
Maintain network reliability (99.999% available)

Address strategic operational requirements of user departments

RECOMMENDATIONS:

Replace existing digital microwave network with updated radios that will provide transmission
capacity ranging from 45 Mb/S to 155 Mb/S.

Engineer network for data transmission, as Project 25 radio systems are |P-based, and to address
the Water Department's requirements, significant data transmission capacity will be required.

TIMEFRAME: 18 Months
POTENTIAL SPONSORS: IT&C, Water Department & all Public Safety Departments
BUDGET: $3,000,000 (Replacement of existing sites); Does not include potential new sites

FUNDING AVAILABILITY: Currently undefined
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8.5.2 New Remote Network Access Methodol ogy

| SSUES:
The network is now the core I T resource, not the application per se
Remote network access consistently identified as most important issue by City departments
Remote access requirements exist not just for wireless access, but for external fixed points as well
Security issues very significant; even "average" user accesses sensitive data
Public Safety security issues particularly demanding

Without consistent method, administration of access and system support will become quite
difficult

GOALS& OBJECTIVES:
Provide City field forces access to appropriate City information resources regardless of location

Provide improved interoperability both between City departments and between City departments
and outside agencies

Improve the delivery and end-user value of City wireless communications services
Provide appropriate levels of privacy of transmissions

Provide appropriate authentication of authorized users

Provide consistent user interface

Provide affordable cost of administration

RECOMMENDATIONS:

A consistent, cross-technology City-wide method for such access is required to permit secure
access from avariety of wireless sources, and from external fixed points as well.

The method selected must provide the highest reasonable level of security available; one potential
solution would consist of a virtual private network utilizing Triple-DES encryption, and two-factor
authentication.

A single, consistent access method is recommended for all users, since the City's security needs,
even for the "average" user, are high; and a single method will simplify administration and
operation of the network, aswell as simplify user training and support.

TIMEFRAME: 4 to 6 Months
POTENTIAL SPONSORS: City CIO, IT&C, SODDPC
BUDGET: $250,000

FUNDING AVAILABILITY: Currently undefined
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8.5.3 New Wide-AreaMobile Data Network

| SSUES:

A Large number of strategic mobile data requirements exist throughout City operations, notably in
Public Safety and Enterprise Departments

Public Safety requirements are essential to smooth daily operations

Fire operations built on "dynamic dispatch" concept that requires high-performing data network to
carry unit location information

Police implementing new Records Management and Automated Field Reporting systems, which
will dramatically escalate bandwidth requirements

Existing network too slow (4800 bits/sec) to support modern applications, slow even with current
applications

Technology in use by City sold by original supplier to another manufacturer who discontinued
manufacture and support afew years after implementation

Existing network not capable of supporting the City's general technological direction (IP-based
applications and networks)

Existing network cannot provide sufficient capacity to address even current needs of entire City

Insufficient equipment on hand to meet current demands -- no equipment in BLS ambulances or
Fire staff vehicles to ensure availability for line Fire apparatus and AL S ambulances

Due to strategic & life-safety-sensitive nature of many applications, mobile data network should
ideally be owned or controlled by the City

Technology needed to meet City's requirements on horizon, but commercia availability unlikely
before 2005

Required spectrum for City-owned solution (700 MHz) not likely to be available in San Diego
before 2006/7 - may not be available even then due to regulatory/border issues

Carrier-provided services have been implemented on a limited basis to provide a bridge to higher-
speed services

Origina interim solution (CDPD) will not be available for use after 2004

New carrier-provided solution (2.5G and 3G services) provides 5 - 7 times the performance of
CDPD, but at double the (current) monthly recurring cost - cost may be able to be reduced through
negotiation

Ricochet can provide significantly better data performance at far lower cost, but cannot currently
meet City's reliability requirements due to lack of back-up power at poletop radios and some
geographic holesin coverage.

GOALS& OBJECTIVES:
Enhance dependability of City wireless communications systems and related elements
Ensure adequate system capacity for thetimely delivery of information
Provide City field forces access to appropriate City information resources regardless of location

Provide improved interoperability both between City departments and between City departments
and outside agencies
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Improve the delivery and end-user value of City wireless communications services
Replace obsol ete equipment & technology

Provide reliable higher-speed data capacity to support | P-based applications
Maintain network availability (99.9% available)

Address strategic requirements of user departments

RECOMMENDATIONS:

Because implementing optimal long-term solution must wait for availability of equipment and
spectrum, interim steps are needed:

Interim Steps:

Begin migration of City usersfrom existing private data network and CDPD to other
carrier-provided services, such asthe"2.5G" and “ 3G” data services now available from
various carriers

Migrate applications to open, IP base to minimize or eliminate problemsincurred by
changing transmission media

Work with Ricochet and local partner to address deficiencies limiting City's ability to use
Ricochet servicefor critical Public Safety applications

Re-purpose existing private network frequenciesto voice radio system as users leave
Intermediateto Long-Term Steps:

Design, acquire and implement City-owned private network on public safety frequencies
at 700 MHz

Migrate public-saf ety-sensitive applications to private network once established

Migrate other applicationsif cost-effective and network performance adegquate

TIMEFRAME: Interim Steps, immediate to 36 months; Intermediate to Long-Term Steps, 4 to 7 years
POTENTIAL SPONSORS: Citywide
BUDGET: Interim Steps, $3 - 5 Million; Intermediate to Long-Term Steps, $6 - 8 Million

FUNDING AVAILABILITY: Currently undefined
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8.6 Key Strategic Initiatives: Intermediate Term

The following initiatives are congdered Intermediate Term, and are planned for the next
four to seven years.

8.6.1 New City Radio Sysem & Control Equipment

| SSUES:
Current system uses proprietary analog technology now at the end of the product life cycle
System central controller running at or beyond capacity

Current number of channels adequate for current user base, but cannot adequately handle
additional usersfrom other City departments

Limited interoperability with RCS due to analog City system and digital RCS system

Limited interoperability between City departments as not all departments on trunked system

Very limited secure communications capability - requires use of "special" radios that require
specific issue

Strong need for improved in-building coverage City-wide

System provides poor coastal areacoverage

Other areas al so have less than optimal coverage

Consol es/dispatch equipment approaching end of servicelife

Recording equipment in use not fully compatible with trunked technol ogy

GOALS& OBJECTIVES:
Enhance dependability of City wireless communications systems and related elements
Ensure adequate system capacity for the timely delivery of information
Provide City field forces access to appropriate City information resources regardless of location

Provide improved interoperability both between City departments and between City departments
and outside agencies

Improve the delivery and end-user value of City wireless communications services
Replace obsol ete equipment & technology
Provide improved in-building coverage

Provide enhanced security of communication

RECOMMENDATIONS:

Design, acquire and implement new APCO Project 25-based trunked radio system, including new
consoles/control equipment

Continue to maintain and strengthen cooperative and interoperational ties with RCS, including
potential participation in wide-area"zone" system
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Develop policy on system accessibility and secure communications- needed because the City will
probably not be able to financially justify secure radiosfor all users

Replace existing recording equipment with equipment fully compatible with the new system

Design and build a new, independent City Trunked Radio System that interoperates closely with
the County of San Diego’s Regional Communications System (RCS) -- Independent system
recommended due to:

Technology

- The RCS currently uses proprietary technology not compatible with technology currently
used by the City, nor doesit utilize state-of-the-art technology
The County hasindicated adesire to begin migration to an APCO 25-based network and
the degree of change required to accomplish thisisthe same asif the City built an
independent network
RCSin-City coverageis not as good as the City’ s current system (which islessthan
optimal, and would provide users with more coverage problems than exist today)
Extensive site construction would be required to permit comparable coverage to today's
system

Redundancy

Redundant networks provide capability for RCS unitsto use City system where coverage
isavailable in the event of major RCS system failure, and vice versa, if City systemis
independent (important feature for public saf ety responders)

Responsiveness
RCS system technical management and maintenance resources are limited and
significantly below the level required for the City's needs- adequate for routine
operations but potentially problematic in emergencies

Cost

The City would not be able to contract service to other agencies and provide cost
recovery for use of the RCS asis currently done for the City network

The City would have to invest significant resourcesto join the RCS and would have less
benefit for the money spent — decreased in-City radio coverage, lack of network
management and resource control, unable to recoup investment, etc.

TIMEFRAME: 2106 Years
POTENTIAL SPONSORS: Citywide
BUDGET: $60-70 Million

FUNDING AVAILABILITY: Currently undefined
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8.6.2 New Primary Public Safety Dispatch Facility

| SSUES:
Existing Police Communications Center "landlocked"; no available expansion space

Existing City Trunked Radio System "Prime Site" components at Police Communications Center;
no space available for addition of proposed new system components

Existing Fire Communications Center also "landlocked" with little room for growth

Backup City EOC space needed to address contingent loss-of-use of existing EOC facility in
large-scal e emergency impacting Downtown area

Physically diverse PD/FD communications facilities complicates interoperability and real-time
information sharing

GOALS& OBJECTIVES:

Provide improved interoperability both between City departments and between City departments
and outside agencies

Improve the delivery and end-user value of City wireless communications services
Repl ace space-restricted Police Communications Center

Repl ace space-restricted Fire Communications Center

Simplify Police-Fire/EM S interoperation

Reduce response times

Provide backup City EOC away from downtown in event of large-scale emergency

RECOMMENDATIONS:
Construct a new, multi-function facility to support the following functions:
9-1-1 Primary Public Safety Answering Point
Primary Police Communications Center
Primary Fire/EM'S Communications Center
Secondary Lifeguard Communications Center

Backup City Emergency Operations Center

TIMEFRAME: 3-6 Years
POTENTIAL SPONSORS: Citywide
BUDGET: $15-20 Million; $13-17 Million for building, $2-3 Million for radio consoles

FUNDING AVAILABILITY: Currently undefined
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8.6.3 Dedgn, Acquire and Implement New CAD Systems

| SSUES:
Police CAD (Computer Assisted Dispatch) system is at the end of itstechnology lifecycle
Very limited upgrade path for PD CAD; cannot support dynamic dispatch

Fire/lEMS CAD system has a more modern architecture that can be extended through upgrades in
theinterim

Neither CAD system supports mobile 9-1-1 Phase || location information
No interoperation between Police and Fire/lEMS CAD systems

No ability to shareinformation with adjoining jurisdictions

GOALS& OBJECTIVES:

Provide improved interoperability both between City departments and between City departments
and outside agencies

Improve the delivery and end-user value of City wireless communications services
Replace obsol ete equipment & technology

Support Dynamic Dispatching for PD

Provide interoperability between Police and Fire/EMS CAD systems

Support Mobile 9-1-1 Phase |1 location information

RECOMMENDATIONS:
Acquire new CAD system (or systems) capable of serving Police and Fire/EM S requirements

Need not be asingle system -- may be difficult to find single vendor capable of optimally
addressing both Police and Fire/EM S requirements-- but systems need to be able to share
information and interoperate with each other

Must fully support dynamic dispatch

Must fully support Mobile 9-1-1 Phase || position datainterface

TIMEFRAME: 3-6 Years
POTENTIAL SPONSORS: Public Safety
BUDGET: $10-12 Million

FUNDING AVAILABILITY: Currently undefined
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8.6.4 |Improve Communications Technicd Support Capahilities

| SSUES:

The planning process has identified issues with several technological support capabilities for
IT&C Communications Division. These are:

Radio Direction Finding:
Existing City Radio Direction-Finding V ehicle in poor mechanical condition
Vehicleistoo high-profile to assist in law enforcement missions

Effective Radio Direction-Finding capability needed to address routine technical issues

Backup/Temporary Mobile Communications:
No backup equipment available in the event of atrunking site being destroyed

City has no ability to provide temporary high-capacity communications service integrated
with existing City operations for special events and emergency operations

City has no ability to provide service in areas not regularly covered by City Trunked Radio
System, such as remote canyons

Backup/Temporary Fixed Communications:

City has no ability to provide high-capacity, fixed-location communications services for
special event or emergency operations

City has no ability to provide high-capacity communications restoration servicesto key sites

GOALS& OBJECTIVES:
Enhance dependability of City wireless communications systems and related elements
Ensure adequate system capacity for thetimely delivery of information

Provide City field forces access to appropriate City information resources regardless of
location

Provide improved interoperability both between City departments and between City
departments and outside agencies

Improve the delivery and end-user value of City wireless communications services
Replace obsol ete equipment & technology

Provide improved in-building coverage

Provide enhanced security of communication

Provide interference tracking capacity

Address law enforcement radio tracking needs

Provide high-speed data and video transmission capacity

Provide high-capacity on-site voice, data and video communications capacity for events
Permit rapid restoration of failed sites

Improve City's ability to respond to large-scale emergencies
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RECOMMENDATIONS:

Design, acquire and implement the following:

New Radio Direction-Finding V ehicle to address both technical interference tracking needs
and law enforcement missions.

Mobile Trunking Site, to permit reinforcement of radio communications capacity in the event
of fixed sitefailure, or for special events.

3 Sets of Rapid-Deployment Microwave Radios and Multiplexers, both for emergency service
restoration and for special event transmission regquirements.

TIMEFRAME: Fiveyears
POTENTIAL SPONSORS: Citywide

BUDGET:  $700,000 total; $50,000 for Vehicle, $150,000 for Rapid-Deployment Microwave, $500,000
for Mobile Trunking Site

FUNDING AVAILABILITY: Currently undefined
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8.6.5 Improve Communications Training Capabilities

| SSUES:

Many concerns identified by end-usersin planning process are not actual system deficiencies, but
are actually areas of inadequate training
Many City departments provide no formal training for use of radios

Public Safety communications training, while formal, requires additional elements regarding
available system resources and their use

No staff in Communications Division currently tasked with development and operation of training
programs

GOALS& OBJECTIVES:

Improve the delivery and end-user value of City wireless communications services

Improve quality of end-user communicationstraining in all departments, thereby increasing the
effectiveness and productivity of the City's investment in communicationsinfrastructure.

RECOMMENDATIONS:

Establish afull-time communications training position in Communications Division, both to
improve hands-on end-user training and to work with other departments on the preparation and
administration of communications training courses.

TIMEFRAME: 3 Years
POTENTIAL SPONSORS: IT&C
BUDGET: $125,000 first year; $85,000 annual personnel costs, $20,000 program costs

FUNDING AVAILABILITY: Currently undefined.
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8.6.6 New Fire Station Alerting Network/Hardware

| SSUES:

Thein-usefire station alerting system was custommanufactured for the City
Replacement devices no longer available

The City plansto construct additional fire stations within the next 10 years
Existing system provideslittle information to first responders

Existing alerting system stressful to responders, particularly on overnight responses

GOALS& OBJECTIVES:

Improve the delivery and end-user value of City wireless communications services
Replace obsol ete equipment & technology
Provide moreinformation at time of initial dispatch

Decrease stress on first responders, particularly on overnight responses

RECOMMENDATIONS:

Design, acquire and implement anew Fire Station Alerting Network from a proven commercial
source that utilizes modern alerting and notification technology

TIMEFRAME: Concurrent with new CAD or after (Approximately 5-6 Y ears)
POTENTIAL SPONSORS: Fire & Life Safety Services
BUDGET: $1.5Million

FUNDING AVAILABILITY: Currently undefined
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8.7 Key Strategic Initiative: Long Term

The following key strategic initiative is viewed as long term, and is targeted for 8 to 10 years:

8.7.1 Convert Existing Fire Comm Center to multi-functional Public Service Comm/3-1-1 Call

Center/Backup Public Safety Comm/Training Facility

| SSUES:

City currently has no location suited for housing 3-1-1 call-taking operation
Station 38 Public Service communications center is "landlocked"
Public Safety communications require an effective backup facility, even with new center

Exiging Fire Communications Center will be available after relocation to new facility

GOALS& OBJECTIVES:

Enhance dependability of City wireless communications systems and related elements

Provide improved interoperability both between City departments and between City departments
and outside agencies

Improve the delivery and end-user value of City wireless communications services
Replace space-restricted Station 38 facility

Provide 3-1-1 call-taking center

Provide backup public safety communications facilities

Improve communicator training

Provide backup City EOC away from downtown in event of large-scale emergency

Provide inter-department electronic workflow

RECOMMENDATIONS:

Once Fire communications has relocated to the new facility, adapt the existing Fire
Communications Center to support the following functions:

Primary 3-1-1 Cdl-Answering Point

Primary Public Works Dispatch Point

Backup 9-1-1 Primary Public Safety Answering Point

Backup Police Communications Center

Backup Fire/EM S/Lifeguard Communications Center

Police Communications Training Facility

Fire Communications Training Facility

With backup Public Safety communications facilitiesin place, center can serve asatraining site
for City communicators.

TIMEFRAME: 9-10Years

POTENTIAL SPONSORS: Citywide

BUDGET: $4-5 Million, including equipment and software

FUNDING AVAILABILITY: Currently undefined
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8.8 Legislative Initiative
The following key drategic legidative initidtive is targeted for immediate effort:

8.8.1 Enactment of a Signal Booster Ordinance

| SSUES:

The City cannot cost-effectively design aradio system to provide effective coverage inside every
structure

Despitethis, Public Safety needs dictate that effective communications be possible from inside
structures

GOALS& OBJECTIVES:

Enhance dependability of City wireless communications systems and rel ated elements
Ensure critical public safety communications capability inside of structures

Provide objective criteriafor that capability

Provide clear methodology for compliance

Providetesting for initial compliance

Provide re-testing to ensure function

Be flexible in implementation methodol ogy while ensuring proper level of reliability

RECOMMENDATIONS:

An approach that a number of jurisdictions around the country have adopted is that of placing the
burden on the owner of anew building to ensure that public safety communications can function
within that project
To achieve the communications goal, these ordinances typically specify:
A particular signal level that must be maintained over a certain percentage of the floor area,
Testing procedures for City Staff to verify those levels
Technology solutionsto achieve those levels

Ongoing monitoring and periodic testing requirements to ensure the function of the solution
installed

These ordinancestypically exempt:
Buildings permitted in R-1 and R-2 zones
Wood frame buildings
Buildings 30 feet in height or less aslong as the buildings do not make use of metal
construction or have underground storage or parking areas

TIMEFRAME: Twelve Months

POTENTIAL SPONSORS: Public Safety Departments, Development Services Department & 1T&C
BUDGET: Not Applicable

FUNDING AVAILABILITY: NotApplicable
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9. High-Level Economic Analysis
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9.1 Projected Funding Requirements

As pat of the drategic planning process, a high-level economic andyss was conducted to
determine the City’s overdl funding needs to help achieve its wirdess communications drategic
gods and objectives.

Of the inititives identified, the most sgnificant from a funding perspective is related to public
safety needs. It is envisoned that these initiatives would be funded through issuance of bonds
and federd grants.

Andysis of funding options will be undertaken using the City’s new IT governance framework.

The esimated funding needs by fisca year are as follows. The next page provides a high-levd
esimate, by fiscd year, of one-time codts for each initiative.

FY 2003: $1.1 - $1.8 Million
FY 2004 $3.4 - $6.8 Million
FY 2005: $25 - $29 Million
FY 2006: $30 - $35 Million
FY 2007: $30 - $39 Million
FY 2008: $8.8 - $11 Million
FY 2009: None Projected

FY 2010 None Projected

FY 2011 $2.5 - $3.3 Million
FY 2012 $1.5 - $2.75 Million
Total $102.3 - $128.65 Million
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I nitiati Initiative Total FY 2003 FY 2004 FY 2005 FY 2006 FY 2007
nitiatives Low High Low High Low High Low High Low High Low High
Ongoing Initiatives
1. Update City Paging System 300,000 300,000 300,000 300,000
2. Upgrade & Expand SCADA
Networks 200,000 200,000 200,000 200,000
Immediate/Short Term Initiativeg
3. New Digital Microwave System
2,550,000 3,000,000 1750,000( 2,275,000 800,000 725,000
4. New Remote Access Methodology
200,000 300,000 200,000 300,000
5. New Wide-Area Mobile Data
Network (INTERIM STEPS) 3,000,0000 5,000,000 800,000 1,500,000, 1,800,000 2,800,000 400,000 700,000
Intermediate Term Initiatives
6. New Wide-Area Mobile Data
Network (PERMANENT) 6,000,000 8,000,000 4,000,000/ 5,000,000 1,000,000/ 2,000,000
7. New City Radio System
60,000,000, 70,000,000 24,000,000 28,000,000 24,000,000| 28,000,000 9,000,000( 10,500,004
8. New Police & Fire/EMS CAD
Systems 10,000,000f 12,000,000 8,000,000 9,600,000
9. Build New Public Safety Dispatch
Facility 15,000,0000 20,000,000 1,000,000 2,000,000  3,500,000] 5,800,000] 8,500,000 9,800,000
10.Improve Communications
Technical Support Capabilities 650,000 750,000 50,000 55,000 140,000 161,0000  460,0000 534,000
11.Improve Communications Training
Capabilities 35,000 45,000 35,000 45,000
12.New Fire Station Alerting
Network/Hardware 1,250,0000 1,750,000 500,000] 700,000
Long Term Initiative
13.Convert Existing Fire Comm
Center to Multi-Function
Communications/3-1-1/
Training/Backup Facility 4,000,000 5,000,000
Total Fiscal Year Budget 102,300,000, 128,650,000, 1,500,000 2,300,000 3,550,000 5,075,000] 26,285,000 31,525,000 31,640,000/ 38,861,000 27,460,000 33,134,004

(Continued Next Page)
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FYs 2008 - 2012

Initiatives Initiative Total FY 2008 FY 2009 FY 2010 FY 2011 FY 2012
Low High Low High Low High Low High Low High Low High
Ongoing I nitiatives
1. Update City Paging System 300,000 300,000
2. Upgrade & Expand SCADA
Networks 200,000 200,000
Immediate/Short Term Initiatives
3. New Digital Microwave System
2,550,000 3,000,000
4. New Remote Access
Methodology 200,000 300,000
5. New Wide-Area Mobile Data
Network (INTERIM STEPS) 3,000,000 5,000,000
Intermediate Term Initiatives
6. New Wide-Area Mobile Data
Network (PERMANENT) 6,000,0000 8,000,000, 1,000,000 1,000,000
7. New City Radio System
60,000,000 70,000,000f 3,000,000 3,500,000
8. New Police & Fire/EMS CAD
Systems 10,000,000 12,000,000f 2,000,000 2,400,000
9. Build New Public Safety
Dispatch Facility 15,000,000 20,000,000 2,000,000 2,400,000
10.Improve Communications
Technica Support Capabilities 650,000 750,000
11.Improve Communications
Training Capabilities 35,000 45,000
12.New Fire Station Alerting
Network/Hardware 1,250,0000 1,750,000 750,000,  1,050,000)
Long Term Initiative
13.Convert Existing Fire Comm
Center to Multi-Function
Communications/3-1-1/
Training/Backup Facility 4,000,000 5,000,000 3,500,000, 4,250,000 500,000 750,000
Total Fiscal Year Budget 102,300,000 128,650,000, 8,750,000 10,350,000 3,500,000 4,250,000 500,000 750,000
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10.1 Performance Measures

The City will use the following high-level measures to track its performance as a result of
the implementation of the Wirdess Communications Long-Range Plan and its initiatives.
These measures are designed to provide the City with an objective, reliable means of
gauging the cods, performance and efficiencies of sysems ad processes. Where
necessary and appropriate, the measures will be further defined between the City and its
savice providers. They are dso desgned to measure the effectiveness of wirdess
communications on the City's internd and externa processes ad dignment of the
wireless communi cations organization with the business objectives of the City.

End-User Customer Sdtisfaction

- Improved functiondity

- Improved sarvice ddivery

- Improved public safety response times
- Improved field operations

- Increased ease of use

Project Implementation Success (overdl from both technology and business
perspectives)

- Within budget

- Within scope

- Meets busness requirements

- Cugtomer satisfaction

Employee Satisfaction

- Traning

- illsdignment

- Sday and benefits

Achievement of Business Objectives

- Increased efficiency of communication within and among depatments (eg.,
through improved interoperation, both between City depatments, and with
other levels of Government)

- Improved City wirdess communications reliability and service
- Improved trunked radio system coverage
- Improved interoperability within departments and with outsde agencies

- Implemented Virtud Private Network srategy to provide secure computer
network access from remote locations

- Improved public safety’ s mobile data network and AVL system
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Deployed mobile data and AVL technology into additiond public safety units

Increased capacity of microwave back-bone system to address both mobile
and drategic fixed transmisson capacity needs

Improved City-owned paging System coverage and penetration
Increased capacity of trunked radio system

Enhance the public service departments field response and customer service
through the use of mobile data

Established wirdess communication user training program

Improved dispatch facility radio and telephone control systems

Improved emergency operations center radio and telephone control systems
Develop and implement a 3-1-1 plan for the City

Enhance disaster recovery by developing and maintaining emergency back-up
sysems

Develop City radio system interference reduction plans
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Glossary

Note: Terms used in one definition which are defined in another arelisted in bold.

ACD:

Automatic Call Didribution, amethod of fairly and equitably
tracking incoming phone cdls until they are answered, and evening
the inbound call flow among cdl tekers.

Access

A database program produced by the Microsoft Corporation.

AD:

Active Directory, acomponent of Microsoft Windows 2000 server. A
more advanced verson of AD will beincluded in .NET server, the
successor to Windows 2000 Server.

ADA:

Americans with Disabilities Act.

ALI:

Automatic Location ldentification. In Dispatch operations, a display
of the address or other identifying location informetion for acalling
party. Under Enhanced 9-1-1 Phase 2, being extended to location
information for mobile (cellular) telephones, in conjunction with
GPS.

ALS

Advanced Life Support. Refersto medical procedures legdly
restricted to performance by an individua licensed as a paramedic or
higher. Generdly consdered invasive procedures, such as
establishment of intravenousline. Also refersto amedicd vehicle
staffed and equipped for such procedures.

AMR:

(1) American Medical Response, amagjor private EM S transport
provider. (2) Automated Meter Reading, as employed by the Water
Department.

ANI:

Automatic Number Identification. Refersto both (1) digplay of a
cdling party’ s phone number in a Dispatch operation and (2) display
of acaling party’s radio number, unit identifier, or other identifying
information. Seedso ALI.

APCO 25

Association Of Public Safety Communications Officids, Inc. Project
25; a standards development effort for public safety digital radio
systems.

API:

Application Program Interface. A set of interfaces between one
gpplication and another, such as between Microsoft Windows and an
goplication which runs on Windows.

APLS:

Autométic Personnel Location Systems. A method of autometicaly
trangmitting the position of (e.g.) afirefighter to an incident
commander.

ArcView:

a Gl S program written by ESRI. A tool used by SanGI S.

ARJIS:

Automated Regiond Judtice Information System.
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ATV: Amateur Televison. Televison trangmisson utilizing radio
frequencies dlocated for the Amateur Radio Service and operating
under 47 CFR 97. Use requires a properly licensed operator.

AutoCAD: A program from AutoDesk Corporation that is used by architects and
othersfor design and drafting. (Notethat CAD inthissenseis
Computer-Aided Design or Drafting, not Dispatch.)

AVL: Autométic Vehicle Location.

BA: Breathing apparatus (Fire equipment).

BC: Batdion Chief.

BDA: Bi- Directiond Amplifier, commonly used in buildings to provide
two-way boost of radio communications, including portable radio and
cdlular communications.

BLS Basic Life Support. Refersto an ambulance, typicdly staffed by
personnel certified as Basic Emergency Medicd Technicians, that is
not equipped to perform AL S procedures.

CA: (2) Certificate Authority, part of aPKI. (2) Computer Associates, a
major enterprise-class software manufacturer.

CAD: (1) Computer-aided Digpatch. Currently, the City of San Diego uses
PRC CAD for Police Dispatch and Tri-Tech CAD for F&LSS. (2)
Computer-aided Design or Drafting.

CalGang: A network provided by the State of Californiafor tracking gang
members.

CallD: The Cdifornial D system, used to track fingerprints and related
identity indicia

CalPhoto: The Cdiforniastate photo (“mugshot”) tracking system.

Cap Code: Theindividud system address of a pager to which apage is directed.

CBT: Computer-Based Training.

CCTV: Closed-Circuit Televison. The San Diego City School Didtrict is
testing CCTV transmission to their headquarters Site viatheir existing
data network.

CDPD: Cdlular Digital Packet Data. A commercidly avalable cdlular
technology which provides two-way data transport, usually to mobile
unitsin thefidd. In extensive use, within the City of San Diego, in
various departments.

CDR: Cdl Detail Recording.

CD-R: Compact Disc-Recordable. Thisis currently the most popular and

inexpensive method for storing and exchanging large (up to 650 MB)
volumes of data. Requires a more expensive drive mechanism than
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CD-ROM but the discs produced are readable by the vast mgjority of
CD-ROM and CD audio equipment in existence.

CD-RW: Compact Disc-ReWritable. Smilar to CD-R but discs can be
completely rewritten many times much like afloppy. Most CD-R
drives will dso write to this format. CD-RW mediais more
expendgvethan CD-R and has sgnificantly grester compatibility
ISsues.

CHP: Cdifornia Highway Pairol.

CIP: Capita Improvement Program.

CLEMARS: CdiforniaLaw Enforcement Mutud Aid Radio Sysem. A datewide
radio system to provide interoperability among law enforcement
agencies.

CLETS: Cdifornia Law Enforcement Telecommunications System. A
statewide network operated by the Cdifornia Department of Justice
to provide access to centralized databases, including NCIC, DMV
and crimind higtory information, as well as digtributing bulletins to
law enforcement agencies. Accessed through SUN or ARJIS.

COB: The City Operaions Building.

Code 3 Refersto operation of an emergency vehicle with lights and siren
activated.

COPs: Canyon Overflow Prevention System. A pilot project of MWWD to
prevent flooding in canyons and easements around the City.

COTS Commercid-Off-The-Shelf. Refersto products and applications that
are available from vendors on an ordinary commercid basis that can
be implemented without extengve customization prior to use.

CPU: Centrd Processing Unit, the “brain” of acomputer, such asan Intel
Pentium I11 or IBM/Motorola PowerPC G4.

CRM: Cugtomer Rdationship Management, usudly inthe sense of a
software gpplication used for the purpose of tracking customers.

CRT Cathode-Ray Tube. A display device typicaly used with a computer
or test insrument.

Crysal A third-party report generation tool which extracts data from many

Reports: different database formats.

CSR: Customer Service Representative.

DACS: Digital Access Cross-Connect System.

dB Decibd. A reative measure of dectrica strength.

dBm Decibel in relation to a Milliwaitt, or thousandths of a Wait.
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DBA: Daabase Adminigrator, usudly a aff position or consultant.

DDoS: Didiributed Denid of Service. Method of attacking an otherwise
secure system by infiltrating and taking control of less secure systems
as‘zombies to launch an overwhelming number of Smultaneous
requests.

DMV: (1) The State of Cdifornia Department of Motor Vehicles. (2) Photos
or other information stored by the DMV and accessed by City staff.

DoD United States Department of Defense.

DOS. (1) Disk Operating System, the predecessor to Windows. (2) Denid
of Service attack, a network-based attack on an Internet-connected
enterprise’ s ability to use their own Internet connection.

DS-0: Digitd Signd Levd 0. A circuit cgpable of carrying 64
KilobitySecond. There are 24 DS-OsinaDS-1 or T-1.

DS-1: Digitd Signd Leve 1. A circuit capable of carrying 1.544
Megabits/Second. Commonly used as a synonym for T-1.

DS-3: Digitd Signd Level 3. A circuit cgpable of carrying 45
Megabits/Second. Commonly used as a synonym for T-3.

DTV: Digitd Tdevison, commonly asynonym for HDTV or High-
Definition Tdevison.

E-commerce: | Genedly, any commercid system for conducting cash or cash+
equivaent business over the Internet. In many ways, the successor to
EDI.

EDI: Electronic Data Interchange, an early “paperless’ business
transaction system which predates the Internet.

EDM: Electronic Document Management.

E- Genericaly used to mean any government initiative thet involves or

Government extends exigting governmenta customer service onto the Internet.

802.11: See |EEE 802.11.

802.1x See |EEE 802.1x. Compare to | EEE 802.11.

802.11x: Often used to mean “ether 802.11a or 802.11b wirdess networking.”
Compare to | EEE 802.1x.

E-911 Enhanced 9-1-1 sarvice. Provides caling number (ANI) and location
information (ALI) to PSAP.

EMA: A consultancy employed by the Water Department to evauate its
WAN, SCADA, and other networking requirements.

EMD: Emergency Medicd Digpatch, a quick-look up system for providing

pre-arrival medica indructionsto calers.
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EMS Emergency Medica Services (or System).

EM SA: The Emergency Medica Services Authority of the State of
Cdifornia

EOC: Emergency Operations Center.

ERP: Enterprise Resource Planning or ERP tool. The Street Division has
partnered with SAP America, Cybertech Systems and ESRI to
develop an ERP tool known as the SAP Synergy System.

ESRI Environmental Systems Research Indtitute, aleading vendor of GIS
systems and software used by the City.

FAQ: Frequently Asked Questions, usualy in the sense of alist collated
and regularly updated on awebsite.

FCC: (2) The City of San Diego’'s Fire Communications Center. (2) The
Federa Communications Commission.

FEMA: The Federa Emergency Management Agency. Complemented at the
Sateleve by OES.

FireRMS Fire-related Record Management Systems.

FIRESCOPE: | Frefighting RESources of Cdifornia Organized for Potentid
Emergencies. A partnership of Sate fire service agencies to more
effectively manage and coordinate mutual aid response resources.

FLEX: A newer paging encoding format, used by many paging equipment
manufacturers and service providers. A one-way paging protocol. See
aso ReFLEX and InFLEXion.

F&LSS. Fireand Life Safety Services.

FTEs Full-time Employees.

FTP: File Transfer Protocol.

GASB 34: Government Accounting Standards Board Regulation 34.

GFOA: Government Finance Officer’s Association.

GIS: Geographic Information System.

GPRS: Genera Packet Radio System, a 3G service intended to replace
CDPD and other cdlular data transmisson systems.

GPS Globa Pogtioning System. A satellite network operated by the
Unites States Government to provide high-accuracy, high-availability
position information throughout the world.

GSC: Golay Sequentiad Code. A paging encoding format, used by the City
of San Diego’s Paging System.

GUI: Graphica User Interface.
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HazM at:

Short for Hazardous Materids. (1) The materids themselves. (2) An
incident, asin, a“HazMat incident”. (3) The response team for a
HazMat incident.

HES8
database:

A City-Proprietary mainframe-hosted HazM at database.

HTML:

HyperText Markup Language, a program language used for
webpages.

HUD:

Head-Up Display. A way to display information safely to adriver or
pilot, without requiring him or her to look away from driving.
Implemented in the newest Cadillacs.

HVAC:

(1) Hesting, Ventilation and Air-Conditioning. (2) The control of
such systems.

ICS

Incident Command System. A standardized set of practices,
definitions and terminology used to manage emergency Situations.

ID

Identification. Refersto automeatic unit identification transmitted by
City trunked radios.

IBM 3270

A legacy termind system produced by IBM, generaly used for
access to mainframe computer systems.

|EEE 802.11:

A collection of protocols for wirdess communications. See |EEE
802.11a, IEEE 802.11b, IEEE 802.1x.

|EEE 802.1x:

A security (encryption and authentication) standard, which works
independent of the trangport medium (e.g., on both wired and
wirdess networks). Implemented natively in Windows XP; due to be
supported in Windows 2000 by 3Q02; not supported on previous
versons of Windows. Seedso |EEE 802.11a and | EEE 802.11b.
Didinct from 802.11x, which is often used as a synonym for “ether
|EEE 802.11a or |IEEE 802.11b".

|EEE 802.11a:

A 54 Megabit/Second wireless protocol operating on the 5.6 GHz
U-NII band. Seedso Wi-Fi5.

|[EEE 802.11b

An 11 Megahit/Second wireless protocol operating on the 2.4 GHz
ISM (Indugtrid, Scientific, Medical) band. It has become extremey
popular for wireess computer communications. See dso Wi-Fi.

|EEE 802.11g

A proposed standard for supporting isochronous communications
over [EEE 802.11a or |EEE 802.11b.

InFLEXion:

A Motorola-created paging protocol for voice paging. See dso
FLEX and ReFLEX.

JOH

(2) Ingdlation Order System, as used by the Water Department to
place work orders. (2) Internetworking Operating System, such as
employed within Cisco routers.
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P Internet Protocol, commonly used as a synonym for TCP/IP.

ISDN Integrated Services Digitd Network, adigita phone line capable of
on-demand service up to 128 Khits/Second.

ISM: Indugtria, Scientific, and Medical radio frequency aloceations, or
bands. These bands are used by (among other devices) cordless
telephones, the Metricom Ricochet network (for data backhaul),
| EEE 802.11b devices, and microwave ovens.

ISP Internet Service Provider.

IT Information Technology.

IT&C: The Information Technology & Communications Department of the
City of San Diego.

ITGC: The City of San Diego's Information Technology Governance
Committee.

IVR: Interactive Voice Response,

Kb/S Kilobits Per Second.

KHz Kilohertz. A measurement of frequency. 1,000 Cycles per second.

LAN: Loca Area Network, a collection of computers connected together,
usudly at the departmentd or building-wide levd . Most LANSsrun
on Ethernet, which can run a speeds from 10 Mbits/second to 1
Ghits/Second. Compareto WAN and MAN.

LawAir: A county-wide talkgroup for arcraft usage.

LED Light-emitting diode. A solid-gaeillumination device typicaly used
in place of an incandescent lamp.

LDAP: Lightweight Directory Access Protocol.

MAC: The serid-number-like addresses of Ethernet cards. Uniqueto each
network card. Also used by wireless networking cards.

MAN Metropolitan Area Network, such as one which covers an entire
municipality or downtown area. Compare to LAN.

MBC: The MWWD'’s Metro Biosolids Center.

MDCs: Mobile Data Computers, as commonly used in public-safety and
public-service vehicles. Often used interchangegbly with MDT.

MDTs: Mobile Data Terminds. Often used interchangeably with M DC.

MESA: A joint venture between the Telecommunications Indusiry

Asociation of the US and the European Telecommunications
Standards Indtitute, for the purpose of developing ajoint specification
of mobile broadband technology to be deployed in public safety
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goplications.

M etaFrame: An gpplication from Citrix Corporation that allows remote access to
customer gpplications, either over anetwork, adiadup or aVPN
connection.

Mobileradio: | A vehide-mounted radio. Compare to Portableradio.

ms: Millisecond, or thousandth of a second.

M SDS: Material Safety Data Sheet.

MWD: The Metropolitan Water Digtrict of Southern Cdifornia. Supplier of
water to client public agencies including the City of San Diego.

MWWD: The Metropolitan Wastewater Department of the City of San Diego.

NCIC: Nationa Crime Information Center. Both a communications protocol
for requesting, and an organization which processes requests for,
information on crimina suspects on a nationwide bas's. Operated by
the FBI.

NCC: The Public Safety National Coordination Committee, charged with
(among other tasks) creating standards for the narrow band portion of
the 700 MHz spectrum.

NIF: Network Interface Facility. A communications and network access
fadility within the Metricom Ricochet network. The NIF
communicaieswith WAPs (sense 2).

NOC: Network Operations Center.

NT: Short for Microsoft’s Windows NT or “New Technology”. Replaced
by Windows 2000, Windows XP and (later) .NET server.

NTIA: Nationd Telecommunications and Information Agency. An agency
of the United States Department of Commerce charged with spectrum
management activities for the United States Governmen.

OCl: Overal Condition Index. Used by SAP Synergy to represent aroad's
condition.

OCR: Optica Character Recognition. The process of converting human
readable documents into machine-readable ones.

OC-3: Opticd Communicationslevel 3. A caircuit carrying 155
Megabits/Second, or the equivadent of three T-3 circuits.

OES: The State of Cdifornia s Governor’s Office of Emergency Services.
Complemented at the Federal level by FEMA.

Oracle: A popular, large- scale database management and lookup program
produced by Oracle Corporation.

PSAP Public Sefety Answering Point in 9-1-1 systems.
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PBX: Public Branch eXchange, atelephone switch

PCR: Patient Care Records.

PD: (2) The City of San Diego Police Department. (2) The Police
Digpatch facility.

PDA Persond Digitd Assgant. A highly portable computer, typicaly
pocket-sized, generally used for persond data management, such as
schedules, ligts, etc. Many can be programmed for more
sophisticated applications.

PDF: Portable Document Format. An Adobe standard for eectronic
documents which can be read on nearly any computer system. Used
extengvely in the publishing industry for proaofing.

Pl or PIO: Public Information or Public Information Officer. A medialiaison.

PKI: Public Key Infrastructure, part of the setup necessary for an
encrypted and trustable network for data interchange.

PM : Preventive Maintenance.

Portable A handheld radio. Compare to M obile radio.

Radio:

POCSAG: Pogt Office Code Standards Advisory Group. (UK) Refersto aradio
paging format standard.

POST: Commission on Peace Officer Standards and Training of the State of
Cdifornia

PRC CAD: A CAD application sold by Litton, now part of Northrup Grummean.
PRC CAD isused by the City of San Diego’s Police Department.

PSAP: Public Safety Answering Point. A location where 9-1-1 cals are
answered, and usudly aso dispatched.

PTR: Pole-Top Radio. A communications relay employed by the Metricom
(now Ricochet) network. PTRs communicate with subscriber
equipment (Ricochet interface cardsmodems) and WAPS, whichin
turn talk to the NI F and, ultimately, the Internet or a private data
network.

RAM Mobile | An early, lower-speed wirdess communications system.

Data:

RCS: The Regiona Communications System, operated by the County of
San Diego for itsdf and many member governmental organizations.

ReFLEX: A two-way paging protocol, developed by Motorola. See dso FLEX
and InFLEXion.

RF Radio Frequency. Appliesto any radio emisson.
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RFPs: Request for Proposals.

RIM: Research in Motion, the manufacturer of the Blackberry devices.

RMS: Records Management System. Used in the Police Department to
track crimind records and related information. Integrated with CAD.

ROV: Remotely Operated Vehicle. MWWD uses an ROV to ingpect
pipelines and outfal at ocean discharge outlets.

SANNET: The City of San Diego’ s data network, as operated by SDDPC.

SanGIS: The San Diego area GI S system, operated as a Joint Powers
Authority. The City of San Diego isamgor participant in this
sysem.

SAP SAP America, Inc., aprovider of ERP software used in the Street
Divison Synergy System.

SCADA: Supervisory Control And Data Acquisition. Both a generic term for
data and control systems, and a specific implementation used by City
Departments for water and wastewater information gathering.

SDDPC: San Diego Data Processing Corporation.

SDMA: San Diego Mutud Aid. A takgroup to provide cross-departmental
communications capability when needed.

Simplex: Communications on a sngle radio frequency, not employing a
repeater. Compare to Duplex.

SKYMARS: A mutua aid radio network operated by OES that operates through
Mobile Satellite Service.

SMS Short Messaging Service. Popular for sending short (typicaly less
than 200 character) text messages to cdlular telephones and other
handheld radios.

SPLASH: A legacy computing application used by the Water Department.

SQL: Structured Query Language, a messaging standard for querying
databases (and receiving answer sets) in Client/Server systems.

SUN San Diego User Network. A network providing law enforcement
database access.

Sunpro: The FireRM S system in use by the City of San Diego.

SWIM: Sewer/Water Information Management. A legacy computing
application used by the Water Department and MWWD.

T-1: A digital telephone circuit capable of carrying 1,544,000 bits per

second (1.544 Megabits/Second), or the equivaent of 24
smultaneous voice conversations. Also used to transmit data
including computer communications. Often used interchangesbly
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withDS-1.

T-3:

A digita telephone circuit capable of carrying 45 Megabits/Second.
Often used interchangeably with DS-3.

Talkgroup:

An assgnment within atrunked radio system. Essentiadly equivadent
to channels within a conventiond radio system.

TCPIIP:

Trangport Control Protocol/Internet Protocol. The basic transport
medium used for the Internet.

TDD:

Tdecommunications Device for the Dedf.

TDM

Time-Divison Multiplexing.

3G:

Third-generation Celular networks. The developing infrastructure for
next-generation cdllular networks, which supports higher-speed data
connections and other advanced services. One such sarvice is GPRS.

TNPP:

Telocator Network Paging Protocol.

USB:

Universd Serid Bus. Firg made available in Windows 98, not well
implemented in Windows NT. Itsimplementation was further
improved with Windows 2000.

UHF:

Ultra-High Freguency. In the context of this report, refers to the band
between 450 and 512 MHz.

U-NII:

Unlicensed-Nationd Information Infrastructure band. A radio band
in the 5.2-5.8 GHz range. Used by (among other devices)
802.11a/Wi-Fi5 devices.

uv

Microvolt. Electricd unit. One-Millionth of aVolt.

VLAN:

A Virtud LAN, or Virtua Loca AreaNetwork. A networking
method involving the bridging or tunneling between two physicaly
Separate locations, over an insecure network. Often used to carry
secure or confidentid traffic over an insecure network, such asa
corporate LAN or the Internet itsdlf.

VHF:

Very High Frequency. In the context of this report, refersto the VHF
High-Band, between 150 and 174 MHz. Origindly used by the City
of San Diego for its primary public-safety dispatch channds. Still in
generd use within the City by many Departments. Dispatch
operations have moved to an 800 MHz trunked radio system.

Viso:

A visud layout application, often used for basic architectura and
block diagram layouts. Now owned by Microsoft.

VPN:

Virtua Private Network. A technology for providing secure accessto
private data networks from remote locations (or viainsecure
communications such as 802.11) using the Internet for transport.

WAN:

Wide area network.
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WAP:

(1) Wirdless Application Protocol. See WM L. (2) Wired Access
Points within the Metricom Ricochet network. WAPs communicate
with other WAPs, with PTRs, and, ultimately, with the NI F.

WEP:

Wired Equivdent Privacy. An encryption method which is part of the
802.11 standard. Compare to 802.1x.

Wi-Fi:

Short for Wirdess Fiddlity. (1) A synonym for 802.11b. (2) An
industry standards organization which tests for and approves
interoperability of 802.11b equipment inthe ISM band.

Wi-Fi5:

Short for Wirdess Fiddlity a 5 GHz. (1) A synonym for 802.11a. (2)
The Wi-Fi industry standards organization which tests for and
approves interoperability of 802.11a equipment in the U-NI1 band.

Windows XP:

The successor to Windows NT and 2000. The server version of
Windows XPis.NET Saver.

WML:

Wirdless Markup Language. An offshoot of HTM L, used for
representation of pages for wireess devices, particularly
mobile/portable wirel ess phones.

Workflow:

A generic term for managing the flow of work, particularly within a
multi-departmental organization where approvals may be required by
multiple individuds or divisons for asngle piece of work, such asa

permit.
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